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Preface

Purpose of the Manual
This manual describes the operation of the device and gives information about safety, commissioning and
operation as well as checks and tests.

Target Audience

Protection system engineers, commissioning engineers, persons entrusted with the setting, testing and main-
tenance of automation, selective protection and control equipment, and operational crew in electrical installa-
tions and power plants.

Scope

This manual applies to the SIPROTEC 5 device family.

Further Documentation

Catalog Manuals Software
SIPROTEC 5 Function Device Hardware
catalog manuals

SIPROTEC 5/DIGSI 5
Tutorial

CoooIIIoooIIooooIIoiiinn

!
: manuals manual
!

AN AN AN AN

Online help DIGSI 5

Selection guide Communication Product Engineering Online help devices
for SIPROTEC and protocol manual information Guide
Reyrolle

Operating Process bus

Security manual
manual manual

[dw_Product-overview_SIP5_Operating-manual, 4, en_US]

®  Device manuals

Each Device manual describes the functions and applications of a specific SIPROTEC 5 device. The printed
manual and the online help for the device have the same informational structure.
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®  Hardware manual

The Hardware manual describes the hardware building blocks and device combinations of the SIPROTEC 5
device family.

®  Operating manual
The Operating manual describes the basic principles and procedures for operating and assembling the
devices of the SIPROTEC 5 range.

®  Communication protocol manual

The Communication protocol manual contains a description of the protocols for communication within
the SIPROTEC 5 device family and to higher-level network control centers.

®  Security manual
The Security manual describes the security features of the SIPROTEC 5 devices and DIGSI 5.

®  Process bus manual
The process bus manual describes the functions and applications specific for process bus in SIPROTEC 5.

®  Product information

The Product information includes general information about device installation, technical data, limiting
values for input and output modules, and conditions when preparing for operation. This document is
provided with each SIPROTEC 5 device.

®  Engineering Guide
The Engineering Guide describes the essential steps when engineering with DIGSI 5. In addition, the Engi-
neering Guide shows you how to load a planned configuration to a SIPROTEC 5 device and update the
functionality of the SIPROTEC 5 device.

® DIGSI 5 online help
The DIGSI 5 online help contains a help package for DIGSI 5 and CFC.
The help package for DIGSI 5 includes a description of the basic operation of software, the DIGSI princi-
ples and editors. The help package for CFC includes an introduction to CFC programming, basic examples
of working with CFC, and a reference chapter with all the CFC blocks available for the SIPROTEC 5 range.

®  SIPROTEC 5/DIGSI 5 Tutorial
The tutorial on the DVD contains brief information about important product features, more detailed infor-
mation about the individual technical areas, as well as operating sequences with tasks based on practical
operation and a brief explanation.

®  SIPROTEC5 catalog
The SIPROTEC 5 catalog describes the system features and the devices of SIPROTEC 5.

®  Selection guide for SIPROTEC and Reyrolle

The selection guide offers an overview of the device series of the Siemens protection devices, and a
device selection table.

Indication of Conformity

This product complies with the directive of the Council of the European Communities
on harmonization of the laws of the Member States concerning electromagnetic
compatibility (EMC Directive 2014/30/EU), restriction on usage of hazardous
substances in electrical and electronic equipment (RoHS Directive 2011/65/EU), and
electrical equipment for use within specified voltage limits (Low Voltage Directive
2014/35/EU).

This conformity has been proved by tests performed according to the Council Directive
in accordance with the product standard EN 60255-26 (for EMC directive), the standard
EN 50581 (for RoHS directive), and with the product standard EN 60255-27 (for Low
Voltage Directive) by Siemens.

The device is designed and manufactured for application in an industrial environment.

The product conforms with the international standards of IEC 60255 and the German
standard VDE 0435.

4 SIPROTEC 5, Operation, Manual
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Standards

IEEE Std C37.90

The technical data of the product is approved in accordance with UL.
For more information about the UL database, see ul.com
You can find the product with the UL File Number E194016.

IND. CONT. EQ.
c(UL)us o

LISTED

Additional Support

For questions about the system, contact your Siemens sales partner.

Customer Support Center

Our Customer Support Center provides a 24-hour service.
Siemens AG

Customer Support Center

Humboldtstrasse 59

90459 Nuremberg

Germany

E-mail: support.energy@siemens.com

Training Courses

Inquiries regarding individual training courses should be addressed to our Training Center:

Siemens AG Phone: +49 (911) 433-7415

Siemens Power Academy TD Fax: +49 (911) 433-7929
Humboldtstrasse 59

90459 Nuremberg
Germany

E-mail: poweracademy@siemens.com
Internet: www.siemens.com/poweracademy

Notes on Safety

This document is not a complete index of all safety measures required for operation of the equipment (module
or device). However, it comprises important information that must be followed for personal safety, as well as

to avoid material damage. Information is highlighted and illustrated as follows according to the degree of
danger:

A DANGER

DANGER means that death or severe injury will result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A WARNING

WARNING means that death or severe injury may result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

SIPROTEC 5, Operation, Manual
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A CAUTION

CAUTION means that medium-severe or slight injuries can occur if the specified measures are not taken.

< Comply with all instructions, in order to avoid moderate or minor injuries.

NOTICE

NOTICE means that property damage can result if the measures specified are not taken.

< Comply with all instructions, in order to avoid property damage.

NOTE

°®
l Important information about the product, product handling or a certain section of the documentation
which must be given attention.

Qualified Electrical Engineering Personnel

Only qualified electrical engineering personnel may commission and operate the equipment (module, device)
described in this document. Qualified electrical engineering personnel in the sense of this document are
people who can demonstrate technical qualifications as electrical technicians. These persons may commission,
isolate, ground and label devices, systems and circuits according to the standards of safety engineering.

Proper Use

The equipment (device, module) may be used only for such applications as set out in the catalogs and the
technical description, and only in combination with third-party equipment recommended and approved by
Siemens.

Problem-free and safe operation of the product depends on the following:
®  Proper transport

®  Proper storage, setup and installation

®  Proper operation and maintenance

When electrical equipment is operated, hazardous voltages are inevitably present in certain parts. If proper
action is not taken, death, severe injury or property damage can result:

®  The equipment must be grounded at the grounding terminal before any connections are made.
e Allcircuit components connected to the power supply may be subject to dangerous voltage.

®  Hazardous voltages may be present in equipment even after the supply voltage has been disconnected
(capacitors can still be charged).

®  QOperation of equipment with exposed current-transformer circuits is prohibited. Before disconnecting the
equipment, ensure that the current-transformer circuits are short-circuited.

®  The limiting values stated in the document must not be exceeded. This must also be considered during
testing and commissioning.

Selection of Used Symbols on the Device

Nr. |Symbol Description
1 —— Direct current, IEC 60417, 5031
2 o Alternating current, IEC 60417, 5032
6 SIPROTEC 5, Operation, Manual
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Symbol

Description

Direct and alternating current, IEC 60417, 5033

Earth (ground) terminal, IEC 60417, 5017

Protective conductor terminal, IEC 60417, 5019

Caution, risk of electric shock

Caution, risk of danger, ISO 7000, 0434

Protective Insulation, IEC 60417, 5172, Safety Class Il devices

| @O > |~ ®| i+

Guideline 2002/96/EC for electrical and electronic devices

10

EAL

Guideline for the Eurasian Market

SIPROTEC 5, Operation, Manual
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Open Source Software

The product contains, among other things, Open Source Software developed by third parties. The Open
Source Software used in the product and the license agreements concerning this software can be found in the
Readme_OSS. These Open Source Software files are protected by copyright. Your compliance with those
license conditions will entitle you to use the Open Source Software as foreseen in the relevant license. In the
event of conflicts between Siemens license conditions and the Open Source Software license conditions, the
Open Source Software conditions shall prevail with respect to the Open Source Software portions of the soft-
ware. The Open Source Software is licensed royalty-free. Insofar as the applicable Open Source Software
License Conditions provide for it you can order the source code of the Open Source Software from your
Siemens sales contact — against payment of the shipping and handling charges — for a period of at least 3
years after purchase of the product. We are liable for the product including the Open Source Software
contained in it pursuant to the license conditions applicable to the product. Any liability for the Open Source
Software beyond the program flow intended for the product is explicitly excluded. Furthermore any liability
for defects resulting from modifications to the Open Source Software by you or third parties is excluded. We
do not provide any technical support for the product if it has been modified.

When using DIGSI 5 in online mode, you are provided with the option to go to the main menu Show open
source software information and read and display the Readme_OSS file containing the original license text
and copyright information.

To do this, the following steps are necessary:
®  Switch to online mode.

®  Select the device.

®  Select Online in the menu bar.

®  (lick Show open source software information.

~ NOTE
l To read the Readme_OSS file, a PDF viewer must be installed on the computer.
In order to operate SIPROTEC 5 devices, a valid DIGSI 5 license is required.
SIPROTEC 5, Operation, Manual 9
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First Steps

1.1 Unpacking, Repacking, Returning, and Storing

1.1 Unpacking, Repacking, Returning, and Storing

Unpacking a Device

NOTE

°®
l Devices are tested prior to delivery. The test certificate is a component of the devices and can be called up
with DIGSI.

Devices are packed on site in a way that meets the requirements of standard ISO 2248.

<>

R

Check the packaging for external transport damage. Damaged packaging may indicate that the devices
inside have also sustained damage.

Unpack devices carefully; do not use force.

Check the devices via a reception control to ensure they are in perfect mechanical condition.
Check the enclosed accessories against the delivery note to make sure everything is complete.
Keep the packaging in case the devices must be stored or transported elsewhere.

Return damaged devices to the manufacturer, stating the defect. Use the original packaging or transport
packaging that meets the requirements of standard I1SO 2248.

Repacking a Device

<&
<%
%

If you store devices after reception control, they must be packed in appropriate storage packaging.
If the device is to be transported, pack it in transport packaging.

Enclose the accessories supplied and the test certificate in the package with the device.

Returning a Device

< Return devices to the manufacturer, stating the defect.
< Use the original packaging or transport packaging that meets the requirements of standard ISO 2248.
< Send damaged devices to the following address:
Siemens AG
EM DG PRO MF Riickwaren
Rohrdamm 7
13629 Berlin
Germany
< Ensure that the devices are either shipped with the original current and voltage terminals or, alternatively
- if the wired terminals are to remain in the system - with the designated transport safety devices.
~ NOTE
l If there are green single-row voltage terminals, it is irrelevant in terms of transport whether or not they are

plugged in. They do not require any alternative transport safety device.

<>

<>

Protect the optical interfaces on the communication or arc protection modules against the ingress of
dust.

Use, for example, the protective covers provided in the delivery condition.

Storing a Device

s

18

Only store devices on which you have carried out an incoming inspection, This action ensures that the
warranty remains valid. The incoming inspection is described in the Operating manual.
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First Steps
1.1 Unpacking, Repacking, Returning, and Storing

NOTE

i 0

SIPROTEC devices must be stored in rooms that are clean and dry. Devices or associated replacement
modules must be stored at a temperature of -25 °C to +55 °C.

The relative humidity must be at a level where condensed water and ice are prevented from forming.

Siemens recommends observing a restricted storage temperature range of +10 °C to +35 °Cin order to
prevent the electrolytic capacitors used in the power supply from aging prematurely.

If the device has been in storage for more than 2 years, connect it to an auxiliary voltage for 1 to 2 days. This
action will cause the electrolytic capacitors to form on the printed circuit board assemblies again.

If devices are to be shipped elsewhere, you can reuse the transport packaging. When using different pack-
aging, you must ensure that the transport requirements according to ISO 2248 are met. Storage packing of
the individual devices is not adequate for transport purposes.

The lithium batteries contained in SIPROTEC devices meet all international requirements of the hazardous
goods specifications for the various carriers (Special Provision 188 of the UN Recommendations on the Trans-
port of Dangerous Goods, Special Provision A45 of the IATA Dangerous Goods Regulations, and the ICAO Tech-
nical Instructions). This action only applies to the original battery or genuine replacement batteries.

Battery Disposal

NOTICE

Exercise caution when replacing the battery
Noncompliance with the specified measures means that material damage can occur.

<~ Batteries can only be replaced by ones of the same type or by batteries of another type recommended
by the manufacturer. Replacing with the wrong type can cause an explosion hazard. Comply with the
relevant nationall/international regulations when disposing of batteries.

< Only have the lithium battery in the device replaced by skilled personnel.

< Only replace the battery with VARTA or Panasonic CR 2032 or BR 2032 batteries. If you use a different
type of battery, this can cause a fire or explosion hazard. Observe the safety notes in the manual.

A CAUTION

Caution against chemical reaction
Noncompliance with the safety notes can result in minor to medium injuries.

< The battery used in the device can cause fire or chemical burns if handled improperly. Do not recharge
it, take it apart, or subject it to a temperature in excess of 100 °C.

< Replace dead batteries immediately and keep them out of reach of children.
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First Steps

1.2 Environmental Protection Hints

1.2

Environmental Protection Hints

Disposal of Old Equipment and Batteries (Applicable only for European Union and Countries with a Recycling

System)

The disposal of our products and possible recycling of their components after decommissioning has to be
carried out by an accredited recycling company, or the products/components must be taken to applicable
collection points. Such disposal activities must comply with all local laws, guidelines and environmental speci-
fications of the country in which the disposal is done. For the European Union the sustainable disposal of elec-
tronic scrap is defined in the respective regulation for "waste electrical and electronic equipment” (WEEE).

The crossed-out wheelie bin on the products, packaging and/or accompanying documents means
that used electrical and electronic products and batteries must not be mixed with normal house-
hold waste.

mmmmm According to national legislation, penalties may be charged for incorrect disposal of such
waste.

By disposing of these products correctly you will help to save valuable resources and prevent any potential
negative effects on human health and the environment.

1

NOTE

Our products and batteries must not be disposed of as household waste. For disposing batteries it is neces-
sary to observe the local nationallinternational directives.

Disposal of Mobile Storage Devices (e.g. USB Sticks and Memory Cards)

When disposing of/transferring mobile storage devices, using the format or delete functions only changes the
file management information and does not completely delete the data from your mobile storage device. When
disposing of or transferring a mobile storage device, Siemens strongly recommends physically destroying it or
completely deleting data from the mobile storage device by using a commercially available computer data
erasing software.

REACH/RoHS Declaration

You can find our current REACH/RoHS declarations at:

https://www.siemens.com/global/en/home/products/energy/ecotransparency/ecotransparency-down-
loads.html

i 0

NOTE

You can find more information about activities and programs to protect the climate at the EcoTransparency
website:

https://www.siemens.com/global/en/home/products/energy/ecotransparency.html

20

SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020


https://www.siemens.com/global/en/home/products/energy/ecotransparency/ecotransparency-downloads.html
https://www.siemens.com/global/en/home/products/energy/ecotransparency/ecotransparency-downloads.html
https://www.siemens.com/global/en/home/products/energy/ecotransparency.html

First Steps
1.3 Incoming Inspection

1.3  Incoming Inspection

Siemens recommends that you check devices which are not assembled.

Safety Notes

A DANGER

Danger during incoming inspection
Noncompliance with the safety notes, can result in death, severe injury or considerable material
damage.

< Comply with all given safety notes when carrying out the incoming inspection.

< Please note that hazardous voltages are present when you perform the incoming inspection.

< If you identify a defect during the incoming inspection, do not rectify it yourself. Repack the device and
return it to the manufacturer, stating the defect. Use the original packaging or transport packaging that
meets the requirements of standard ISO 2248.
Performing a Follow-Up Inspection on a Device
< Visually check for external damage as soon as you have unpacked the devices; they must not show any
signs of dents or cracks.
Checking the Rated Data and Functions

< Check the rated data and functions using the complete order designation/the product code. The device
manual contains all technical data and a description of the functions.

< Check the information provided on the rating plate too. The device features a product label sticker, which
contains the Technical data.

< Make sure that the rated data of the device properly matches the power-system data. You can find the
necessary information in the device manual.
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First Steps

1.4 Electrical Inspection

1.4

Electrical Inspection

Device Protection

A

DANGER

Danger when connecting the SIPROTEC 5 device
Noncompliance with the safety notes will result in death, severe injury or considerable material
damage.

< The device must be situated in the operating area for at least 2 hours before you connect it to the
power supply for the first time. This prevents condensed water from forming in the device.

< If the device has been in storage for more than 2 years, connect it to an auxiliary voltage for 1 to
2 days. This will cause the electrolytic capacitors to form on the printed circuit board assemblies again.

< Perform the electrical inspection.

Activating the Battery

i

NOTE

The battery is covered by a protective film, which also prevents premature discharge.

The battery compartment is located on the rear of the base module. You do not have to take the battery
out of the battery compartment in order to remove the protective film.

< Pull out the battery compartment including the battery.
< Remove the protective film from the battery by simply pulling on the film tab.
< Push the battery compartment including the battery back in again.

Grounding a Device

The SIPROTEC 5 devices are protection class | equipment must be connected with the system ground prior to
commissioning.
< Ground each module with solid low-impedance system grounding (cross-section = 4.0 mm?

(= 0.0062 in?), grounding area = M4, torque: at least 1.2 Nm).

< Inorder to ensure the electromagnetic compatibility (EMC) of the device, connect the protective
grounding terminals of the modules to each other in series connection. Use the double protective
grounding terminals of the individual modules for this purpose.

< Connect the protective conductor of the protection device (connected modules) to the protective
grounding terminal of the installation (for example control cabinet) with a single connection to the base
module of the protection device.

Connecting a Device

< Connect all cables and lines. Use the connection diagrams in the Hardware Manual and Device Manual.

< Tighten the terminal screws to the prescribed torques .

Grounding an On-Site Operation Panel

22

< Join several on-site operation panels to one another with firm contact.
Siemens recommends the use of contact washers on painted metal mounting walls. If the mounting wall
is not metallic, place a metal layer, for example a metal sheet, between the mounting wall and the on-
site operation panels. Then connect this sheet to the system grounding.
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First Steps

Safety Notes

1.4 Electrical Inspection

A DANGER

Danger during electrical inspection

Noncompliance with the safety notes will result in death, severe injury or considerable material
damage.

< Comply with all given safety notes when carrying out the electrical inspection.

<

Please note that hazardous voltages are present when you perform the electrical inspection.

<>

During the electrical inspection, check that the device becomes ready for operation once it has been
connected to the power supply.

Performing the Electrical Inspection

<~ Connect the power supply.

< Activate the power supply.
After (initial) activation, there is no Device Configuration File (DCF) in the device and the device is in fall-
back mode. The green and red LEDs light in fallback mode.

< Once you have loaded the DCF file into the SIPROTEC 5 device, the green RUN LED lights continuously
and the device is ready for operation.

< If the device does not assume the normal operating state (process mode), switch off the power supply.
Disconnect the wiring and the grounding.

< Pack this device and return it to the manufacturer, stating the defect. Use transport packaging that meets
the requirements of standard I1SO 2248.
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Expanding Devices

2.1 Flush-Mounting Devices

2.1 Flush-Mounting Devices
2.1.1  Basic Rules for Expansion
. NOTE

1

Prepare the following tools for the device expansion:

Phillips screwdriver size PZ1 and PZ2
Screwdriver DIN 4 x 0.8

During assembly, use the prescribed torques

26

Comply with the following basic rules when expanding devices:

R T T e

Always fit the base module on the left in the 1st device row.

Always fit the expansion modules from left to right.

Always fit the expansion module with the key switches as the 1st module next to the base module.
Always fit the expansion modules without LEDs last.

Always install a power-supply module PS203 on the left as the first unit in the 2nd device row.
Note that the PS203 must always have the same rated voltage as the base module.

In the 2nd device row, mount only input and output modules without LEDs.

Always mount the redundant power-supply module PS204 at the very right in the corresponding row
(seen from the front). If a CB202 PCB assembly is used in the row, this CB202 PCB assembly must always
be plugged on the right of the power-supply module PS204 (at the very right).

Note that the power-supply module PS204 must always have the same rated voltage as the base module.

SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020



Expanding Devices
2.1 Flush-Mounting Devices

SIEMENS

SIEME
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SIEMENS

[dweinzei-030211-01.tif, 2, --_--]
Figure 2-1 Device Row of a Flush-Mounting Device

2.1.2 Expanding 1st Device Row

Preparation

NOTE

®

l Reordered modules are not contained in the original device configuration. Use DIGSI to perform the corre-
sponding extension in the Hardware and Protocols Editor.
Carry out the steps described in this chapter if you wish to expand an installed device later on with expan-
sion modules.

Shut down the device.

Use the screwdriver to carefully bend the left and right spring clips on the rear plate terminals outwards.
Completely detach the wired current and voltage terminal blocks from the device.

Remove all communication lines.

Remove the plastic screw covers.

Remove the device.

Expand the cut-out in the control cabinet.

S T RSP

Then continue with assembly.

Assembling the Devices

< Remove the bus cover from the extreme right-hand module of the device to be expanded.
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Expanding Devices

2.1 Flush-Mounting Devices

<&
<&

e

Remove the plastic screw covers from the expansion module.
Remove the right sealing strips from the base device.

Place the expansion module on the right next to the device. Insert the 2 hinged angle clips of the expan-
sion module in the cut-outs of the device.

Slip ring the expansion module in the direction of the device so that the bottom snap-in spring engages.
Bolt the 2 on-site operation panels of the module to one another through the contact tab.

Check that the bus connection is screwed on at the extreme right of the expansion module.

Installation and Commissioning

28

<&

R

PR

Reinstall the device.

Reinstall the plastic screw covers.

Refasten the terminal blocks and the necessary communication lines.
Connect the current and voltage blocks of the expansion module.
Connect any available plug-in modules.

Use the supplied grounding cable to connect the expansion module with the device and reconnect the
device to service ground.

Extend the device configuration in DIGSI and load this configuration to the device.

Resume operation of the device.
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Expanding Devices
2.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

2.2  Surface-Mounted Devices with Integrated On-Site Operation Panel

2.2.1  Basic Rules for Expansion

NOTE

i 0

Prepare the following tools for the device expansion:
®  Phillips screwdriver size PZ1 and PZ2
® Screwdriver DIN4 x 0.8

®  During assembly, use the prescribed torques

Comply with the following basic rules when expanding devices:

®  Always fit the base module on the right in the 1st device row.

®  Always fit the expansion modules from right to left.

®  Always fit the on-site operation panel of the base module on the left.

®  Always fit the on-site operation panels of the expansion modules from left to right.

®  Always fit the on-site operation panel of the expansion module with the key switches in the 1st place
next to the on-site operation panel of the base module.

®  Always fit the on-site operation panels without LEDs last.

®  Join the on-site operation panels to one another with 2 mounting brackets.

®  Always install a power-supply module PS203 on the right as the first unit in the 2nd device row.
®  Note that the PS203 must always have the same rated voltage as the base module.

®  Always mount the redundant power-supply module PS204 at the very right in the corresponding row
(seen from the front). If a CB202 PCB assembly is used in the row, this CB202 PCB assembly must always
be plugged on the right of the power-supply module PS204 (at the very right).

®  Note that the power-supply module PS204 must always have the same rated voltage as the base module.

® |n the 2nd device row, you do not need any on-site operation panels, mounting brackets, or distance

frames.
° NOTE
l When expanding a device in the 1st device row, order 2 mounting brackets that match the width of the
expanded device.
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Expanding Devices

2.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

[dwauize1-040211-01.tif, 2, --_~]

Figure 2-2 Device Row

@) Distance frame

(2) Mounting bracket

(3) Distance frame on base module rotated by 180°

2.2.2 Expanding 1st Device Row

Preparation

NOTE

°®
l Reordered modules are not contained in the original device configuration. Use DIGSI to perform the corre-
sponding extension in the Hardware and Protocols Editor.

Carry out the steps described in this chapter if you wish to expand an installed device later on with expan-
sion modules.

< Shut down the device.
< Detach all on-site operation panels from the distance frames.

< Remove the mounting brackets.

° NOTE

l If the device is an expanded device, then detach the 2 mounting brackets. You must replace these
mounting brackets with 2 new mounting brackets that match the width of the device.

30

< Use a screwdriver to carefully bend the left and right spring clips on the terminals outwards.
< Completely detach the wired current and voltage terminal blocks from the device.

< Remove all communication lines.
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Expanding Devices

<%

2.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

Remove the device completely.

Assembling the On-Site Operation Panel into One Block

[dwaublo1-040211-01.tif, 2, --_--]

Figure 2-3 On-Site Operation Panel Fitted on Mounting Bracket

< Place the 2 mounting brackets intended for expansion in parallel to one another on a flat surface.

< Bolt the 1st (left-hand) on-site operation panel to the 2 mounting brackets. Do not firmly tighten the
SCrews.

< Place the 2nd on-site operation panel on the right of the 1st one and screw these panels onto the 2
mounting brackets. Do not firmly tighten the screws. Make sure that the snap-in spring is engaged!

< Bolt the 2 operation panels to one another through the contact tab. Do not firmly tighten the screws.

< Repeat the last 2 steps for the remaining operation panels. Leave all screws loose.

Assembling the Devices

<>

<+
<>
<>

<>

<>

Remove the distance frame from the expansion module.
Remove the bus cover from the extreme left-hand module.
Remove the plastic screw covers from the extreme left-hand module and from the expansion module.

Place the expansion module on the left next to the device. Insert the 2 hinged angle clips of the expan-
sion module in the cut-outs of the device.

Swivel the expansion module in the direction of the device so that the bottom snap-in spring engages.

Bolt the contact tab to the 2 modules.

Installation and Commissioning

<{ Install the distance frame intended for expansion.
< Wire and, if required, fasten the current and voltage terminal blocks.
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Expanding Devices

2.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

32
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Fit the device back onto the wall without fastened on-site operation panels.

Use the supplied grounding cable to connect the expansion module with the device and reconnect the
device to service ground.

Fasten the connecting cable for the on-site operation panel on the extreme left-hand operation panel of
those on-site operation panels assembled beforehand into a block.

Place the block of assembled operation panels on the distance frames of the device. In doing so, guide
the connecting cable for the on-site operation panel through the cut-outs of the distance frame to the
terminal of the base module.

Fasten the connecting cable for the on-site operation panel to the base module.
Bolt the operation panels to the distance frames and firmly tighten the screws.
Tighten all loose screws on the contact tabs and on the mounting brackets.
Reinstall all plastic screw covers.

Extend the device configuration in DIGSI and load it to the device.

Resume operation of the device.
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Expanding Devices
2.3 Surface-Mounted Devices with Detached On-Site Operation Panel

2.3  Surface-Mounted Devices with Detached On-Site Operation Panel

2.3.1 Basic Rules for Expansion

NOTE

i 0

Prepare the following tools for the device expansion:
®  Phillips screwdriver size PZ1 and PZ2
® Screwdriver DIN4 x 0.8

®  During assembly, use the prescribed torques

Comply with the following basic rules when expanding devices:

®  Always fit the base module on the right in the 1st device row.

®  Always fit the expansion modules from right to left.

®  Always fit the on-site operation panel of the base module on the left.

®  Always fit the on-site operation panels of the expansion modules from left to right.

®  Always install a power-supply module PS203 on the right as the first unit in the 2nd device row.
®  Note that the PS203 must always have the same rated voltage as the base module.

®  Always mount the redundant PS204 power-supply module at the position at the very left in the corre-
sponding row (seen from the front). If a CB202 PCB assembly is used in the row, this CB202 PCB assembly
must always be plugged on the left of the power-supply module PS204 (at the very left).

®  Note that the power-supply module PS204 must always have the same rated voltage as the base module.

® The distance between the device and the on-site operation panel is limited to not more than 5 m
(196.85 in) by the length of the connecting cable.

[dwauizei-040211-01.tif, 1, --_--]
Figure 2-4 Device Row
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Expanding Devices
2.3 Surface-Mounted Devices with Detached On-Site Operation Panel

SIEMENS

[dwabosop-040211-01.vsd, 2, en_US]

Figure 2-5 Detached On-Site Operation Panel

2.3.2 Expanding 1st Device Row

Preparation

NOTE

°

l Reordered modules are not contained in the original device configuration. Use DIGSI to perform the corre-
sponding extension in the Hardware and Protocols Editor.
Carry out the steps described in this chapter if you wish to expand an installed device later on with expan-
sion modules.

< Shut down the device.
< Use a screwdriver to carefully bend the left and right spring clips outwards.
< Completely detach the wired current and voltage terminal blocks from the device.
< Remove all communication lines.
< If you want to expand the device, then detach it completely.
< If you want to expand the on-site operation panel, then remove the on-site operation panel from the
installation space.
° NOTE
l The device and the on-site operation panel can be expand independently of one another. Therefore, you

need only detach those components that are to be expanded.

Installing the Devices (with View to the Installation Plane)
< Remove the bus cover from the extreme left-hand module of the device to be expanded.
< Remove the plastic screw covers from the extreme right-hand module and from the expansion module.

< Place the expansion module on the left next to the device. Insert the 2 hinged angle clips of the expan-
sion module in the cut-out of the device.
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Expanding Devices
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2.3 Surface-Mounted Devices with Detached On-Site Operation Panel

Swivel the expansion module in the direction of the device so that the bottom snap-in spring engages.
Bolt the on-site operation panels of the 2 modules to one another through the contact tab.

Check that the bus connection is screwed on at the extreme left of the expansion module.

Assembly and Commissioning

< Reinstall the plastic screw covers.

< Use the supplied grounding cable to connect the expansion module with the device and reconnect the
device to service ground.

< Fit the device back onto the wall.

< Expand the on-site operation panel with the on-site operation panel of the expansion modules. Make
sure that the bus connection is plugged in reliably and that the snap-in springs have engaged.

< Bolt the on-site operation panels to one another through the contact tab.

< Check that the bus connection on the expansion module on the extreme right is covered.

< Connect all communication lines again.

< Extend the device configuration in DIGSI and load this configuration to the device.

< Resume operation of the device.
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Fitting the Devices

3.1 Flush-Mounting Devices

3.1 Flush-Mounting Devices

Drilling Patterns and Dimension Specifications
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Figure 3-1 Cut-Out Widths and Drilling Pattern — 1/3 Device, 1st Device Row
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Fitting the Devices

3.1 Flush-Mounting Devices
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Figure 3-2 Cut-Out Widths and Drilling Pattern — 1/2 Device, 1st Device Row
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Fitting the Devices
3.1 Flush-Mounting Devices
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Figure 3-3 Cut-Out Widths and Drilling Pattern — 2/3 Device, 1st Device Row
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Fitting the Devices

3.1 Flush-Mounting Devices
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Figure 3-4 Cut-Out Widths and Drilling Pattern — 5/6 Device, 1st Device Row
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Figure 3-5

SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020

Cut-Out Widths and Drilling Pattern — 1/1 Device, 1st Device Row

41



Fitting the Devices

3.1 Flush-Mounting Devices

42

All drillings in the area of the specific device cut-out widths (see Table 3-1) must comply with the dimensions
in the corresponding figures.
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Figure 3-6
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Values in brackets in
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Cut-Out Widths and Drilling Pattern — 1/3 Device, 2nd Device Row
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Fitting the Devices
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Values in brackets in
inches.
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Figure 3-7 Cut-Out Widths and Drilling Pattern — 1/2 Device, 2nd Device Row
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Figure 3-8
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Cut-Out Widths and Drilling Pattern — 2/3 Device, 2nd Device Row

3.1 Flush-Mounting Devices

Dimensions in mm.
Values in brackets in
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Fitting the Devices

3.1 Flush-Mounting Devices

Dimensions in mm.

Values in brackets in

inches.
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Cut-Out Widths and Drilling Pattern — 5/6 Device, 2nd Device Row

Dimensions in mm.

Values in brackets in

inches.
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Cut-Out Widths and Drilling Pattern — 1/1 Device, 2nd Device Row
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Fitting the Devices
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Figure 3-11 Drilling Pattern — 1/1 Devices, 1st and 2nd Device Row

3.1 Flush-Mounting Devices

Dimensions in mm.
Values in brackets in

Siemens recommends a drilling space of at least 55 mm (2.17 in) between the 1st and 2nd device row. Due to
the connecting-cable length, the maximum space may be approx. 80 mm (3.15 in). The length of the cable is

890 mm (35.04 in) from the center of the plug to the center of the plug.

: @YD" T s ©® © & ©® ©° 6 O

>

55 (2.17)
66 (2.6)

Dimensions in mm. Values in brackets in
inches.

[dw_angle rail, 1, en_US]

Figure 3-12 Angle Rail for Connection of the 1st and 2nd Device Row

Table 3-1 Cut-Out Widths

Width of the Assembly Opening in mm (in Inches)

1/3 device (base module) 146*2 mm (5.75%0-08)

1/2 device (base module with one expansion module) |221+2 mm (8.7+0-98)

2/3 device (base module with 2 expansion modules) 2962 mm (11.65+0-08)

SIPROTEC 5, Operation, Manual
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Fitting the Devices
3.1 Flush-Mounting Devices

Width of the Assembly Opening in mm (in Inches)
5/6 device (base module with 3 expansion modules) [371+2 mm (14.61+0.08)
111 device (base module with 4 expansion modules) |447+2 mm (17.6+0.08)
Table 3-2 Variable Housing Widths
Dimension a
Housing Widths in mm (in Inches)
(Total Width: Housing Width + 4.6 mm (0.18 in))
1/3 device 145 (5.71)
1/2 device 220 (8.66)
2/3 device 295 (11.61)
5/6 device 370 (14.57)
1/1 device 445 (17.52)
33 35 a+4.6 (0.18) R
{13 162 (6.38) {138) y a R
Y
__________ A
|
: |
| |
S - | '
< ) |
2 e 17 ! |
g 3 L SN : |
1) |
SN | |
| ' |
|
L ____ I
Side view Front view

Dimensions in mm. Values in brackets in inches.

Attention!

" For FO cables, a minimum bending radius R = 50 mm (1.97 inch) must be considered according to the type.
? For D-sub connector plugs, the axial length of the plug + cable bending radius must be considered.
Minimum bending radius R = 50 mm (1.97 inch)

[dw_surface_mounting_in, 2, en_US]

Figure 3-13 Flush-Mounting Devices, Dimensions from the Side and Front Views

3.1.1 Fitting the Devices

Preparations

NOTE

i

You must mount the devices vertically.

SIPROTEC 5, Operation, Manual
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Fitting the Devices

3.1 Flush-Mounting Devices

i 0

NOTE

The installation depth for 1 device is at least 275 mm (11.83 in). This dimension includes the necessary
bending radius for the various connectors of the plug-in modules.

The M4 holes are the holes for the fastening screws of the device. The @ 6 holes are the openings for the
fastening screws of the on-site operation panels on the device.

i 0

NOTE

Use a PZ2-size Phillips screwdriver.
For each module, you need 4 fastening screws with a shank diameter of 4 mm (0.16 in)

WARNING

Danger due to device being improperly screw-fastened

Incomplete and careless screw-fastening can lead to death, severe injury, and considerable material
damage.

< Ensure that screw-fastening is complete at all intended bolting points. Tighten the screws to a torque
of 1.2 Nm.

< If no assembly opening is prepared, then cut out the required assembly opening.

< Produce the holes as shown in the drilling plan.

Fitting the Devices

3.1.2

< Detach the top and bottom plastic screw covers of each on-site operation panel.

< Insert the device in the installation opening. Make sure that the fastening screws of the on-site operation
panels also protrude exactly into the openings (6-mm diameter (0.24-in diameter)).

< With the M4 oval head cap screws, bolt down the device at the top and bottom at all 4 bolting points of
each module.

<~ Check for secure attachment.

< Fit the top and bottom plastic screw covers again.

Activating the Battery

Removing the Protective Film

i

NOTE

The battery is covered with a protective film to protect it from mechanical damage and against premature
discharge.

The battery need not be removed from the battery compartment for activation.

< Pull out the battery compartment.
< Remove the protective film from the battery by simply pulling on the film tab.

< Push the battery compartment back in again.
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Fitting the Devices

3.1 Flush-Mounting Devices

3.1.3 Grounding and Connecting Devices

Grounding the Devices

The SIPROTEC 5 devices are protection class | equipment must be connected with the system ground before

commissioning.

A DANGER

Danger due to device being improperly grounded

Incomplete and careless grounding leads to death, severe injury, and considerable material damage!

< The device must be situated in the operating area for at least 2 hours before you connect it to the
power supply for the first time. This method prevents condensation of water in the device.

< If the device has been in storage for more than 2 years, connect it to an auxiliary voltage for 1 to 2
days. This will cause the electrolytic capacitors to form on the printed circuit board assemblies again.

< Ground each module with solid low-impedance system grounding (cross-section = 4.0 mm?2 (0.16 in?),

grounding area = M4).

Connecting Devices

< Connect all cables and leads. Use the connection diagrams in the Hardware and Device manuals.

< Tighten the terminal screws to the prescribed torques.

Grounding an On-Site Operation Panel

< Join several on-site operation panels to one another with firm contact.

Siemens recommends the use of contact washers on painted metal assembly walls. If the assembly wall is
not metallic, place a metal layer, for example a metal sheet, between the assembly wall and the on-site
operation panels. Then connect this sheet to the system ground.

3.1.4 Tightening Torques of Fastening Screws

Tightening Torques for Terminal Screws

Type of Line Current Voltage Terminal with  |Voltage Terminal with
Terminal Spring-Loaded Terminals | Screw Connection

Litz wire with ring-type lug 2.7 Nm No ring-type lug No ring-type lug
Stranded wires with bootlace ferrules |2.7 Nm 1.0 Nm 0.6 Nm
or pin-type lugs
Solid conductor, bare (2 mm?) 2.0Nm 1.0 Nm -

° NOTE

l Make sure that the cables and lines of extra-low voltage circuits are laid sufficiently far away from power

network circuits.
Torques for Other Screw Types

Screw Type Torque
M4 x 20 1.2 Nm
M4 x 8 1.2Nm
M2.5x6 0.39 Nm

48

SIPROTEC 5, Operation, Manual

C53000-G5040-C003-C, Edition 08.2020



Fitting the Devices

3.1 Flush-Mounting Devices

Screw Type Torque
Countersunk screw, M2.5 x 6 0.39 Nm
Countersunk screw, M2.5 x 8 0.39 Nm
Collar screw, M4 x 20 0.7 Nm

SIPROTEC 5, Operation, Manual
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Fitting the Devices
3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

3.2  Surface-Mounted Devices with Integrated On-Site Operation Panel

Drilling Patterns and Dimension Specifications (Modular Device)
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Side view Front view

Dimensions in mm. Values in
brackets in inches.

Attention!
Y For FO cables, a minimum bending radius R = 50 mm (1.97 inch) must be considered according to the type.

? For D-sub connector plugs, the axial length of the plug + cable bending radius must be considered.
Minimum bending radius R = 50 mm (1.97 inch)
[dwosopin-070211-01.tif, 3, en_US]
Figure 3-14 1/3 Surface-Mounted Device with Integrated On-Site Operation Panel, Dimensions in the Side
and Front Views

NOTE

i 0

For surface-mounted devices, make sure that the drillings fit for a screw of the size M6.
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Fitting the Devices
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300 (11.81)
314 (12.36)
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A

[dwbohrge-1_3.vsd, 2, en_US]

Drilling Pattern of a 1/3 Surface-Mounted Device — 1st Device Row

inches.

3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

Dimensions in mm.
Values in brackets in

300 (11.81)
314 (12.36)

Figure 3-15
56.5 (2.22 B 126.5 (4.98) R
I
" 201.5 (7.93) R
L 224.6 (8.84)

[dwbohrge-1_2.vsd, 2, en_US]
Drilling Pattern of a 1/2 Surface-Mounted Device — 1st Device Row

Figure 3-16
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Fitting the Devices

3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

52

300 (11.81)
314 (12.36)

56.5 (2.22 B 126.5 (4.98)
«
2015 (7.93) Dlmens!ons inmm.
‘ e Values in brackets in
B 276.5 (10.89) inches.
‘ 299.6 (11.8) -

[dwbohrge-2_3.vsd, 2, en_US]
Drilling Pattern of a 2/3 Surface-Mounted Device — 1st Device Row

Figure 3-17
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[dwbohrge-5_6.vsd, 2, en_US]
Drilling Pattern of a 5/6 Surface-Mounted Device — 1st Device Row

Figure 3-18

Dimensions in mm.
Values in brackets in
inches.
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Fitting the Devices

3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

300 (11.81)
314 (12.36)

56.5 (2.22 126.5 (4.98)
2015 (7.93) Dimensions in mm.
Values in brackets in
I 276.5 (10.89) R inches.
. 351.5 (13.84)
426.5 (16.79)
449.6 (17.7)

[dwbohrge-070211-01.tif, 3, en_US]
Figure 3-19  Drilling Pattern of a 1/1 Surface-Mounted Device — 1st Device Row
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300 (11.81)

Dimensions in mm.
Values in brackets in
inches.

126.5 (4.98)

149.6 (5.89)

[dw_z2_bohr_1-3.vsd, 2, en_US]
Figure 3-20  Drilling Pattern of a 1/3 Surface-Mounted Device — 2nd Device Row
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Fitting the Devices

3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

300 (11.81)
314 (12.36)
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. 201.5 (7.93) . inches.
224.6 (8.84) .

[dw_z2_bohr_1-2.vsd, 2, en_US]

Dimensions in mm.
Values in brackets in

Figure 3-21 Drilling Pattern of a 1/2 Surface-Mounted Device — 2nd Device Row
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Dimensions in mm.
Values in brackets in
inches.

Figure 3-22  Drilling Pattern of a 2/3 Surface-Mounted Device — 2nd Device Row
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Fitting the Devices

3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

300 (11.81)
314 (12.36)

56.5 (2.22 56.5 (2.22 56.5 (2.22 56.5 (2.22 51.5 (2.0
126.5 (4.98) Dimensions in mm.
Values in brackets in
M 201.5 (7.93) inches.
. 276.5 (10.89) R
B 351.5 (13.84)
374.6 (14.75)

[dw_z2_bohr_5-6.vsd, 2, en_US]
Figure 3-23  Drilling Pattern of a 5/6 Surface-Mounted Device — 2nd Device Row
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Fitting the Devices
3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

300 (11.81)
314 (12.36)

56.5 (2.22) 56.5 (2.22 56.5 (2.22 56.5 (2.22 56.5 (2.22 51.5 (2.0
126.5 (4.98) Dimensions in mm.
Values in brackets in
B 201.5 (7.93) inches.
276.5 (10.89)
. 351.5 (13.84)
. 426.5 (16.79)
L 449.6 (17.7) N

[dw_z2_bohr_1-1.vsd, 2, en_US]
Figure 3-24  Drilling Pattern of a 1/1 Surface-Mounted Device — 2nd Device Row
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Fitting the Devices

3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

Dimensions, Non-Modular Surface-Mounted Device
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Side view Front view

Dimensions in mm. Values
in brackets in inches.

Attention!
Y For FO cables, a minimum bending radius R = 50 mm (1.97 inch) must be considered according to the type.

? For D-sub connector plugs, the axial length of the plug + cable bending radius must be considered.
Minimum bending radius R = 50 mm (1.97 inch)

[dw_console side view.vsd, 3, en_US]
Figure 3-25  Non-Modular Surface-Mounted Device with Integrated On-Site Operation Panel, Dimensions
from the Side and Front Views

Drilling Pattern, Non-Modular Surface-Mounted Device

° NOTE

l For surface-mounted devices, make sure that the drillings fit for a screw of the size Mé.
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Fitting the Devices

3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

3.2.1

300 (11.81)

Dimensions in mm.
126.5 (4.98) N Values in brackets in
149* (5.87) inches.

[dw_drilling non modular surface mounting with several consoles, 1, en_US]

Figure 3-26  Drilling Pattern of a Non-Modular Surface-Mounted Device — Several Consoles

* The 149 mm are valid if several mounted consoles are to be mounted next to each other.

Fitting Devices

Preparations

NOTE

You must mount the devices vertically.

NOTE

Siemens recommends detaching the on-site operation panels before fitting the device. Fit the on-site oper-
ation panels after completing wiring and checks.

NOTE

Use a PZ2-size Phillips screwdriver.
For each module, you need 4 fastening screws with a shank diameter of 6 mm (0.16 in).

> @) &) &

DANGER

Danger due to device being improperly screw-fastened
Incomplete and careless screw fitting results in death, severe injury, or considerable material
damage!

< Ensure that screw-fastening is complete at all intended bolting points. Tighten the screws to a torque
of 1.2 Nm.

58

< Produce the holes as shown in the drilling plan.

SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020



Fitting the Devices
3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

Fitting Devices
< First bolt the bottom fastening screws into the mounting wall.
< Then lower the bottom mounting bracket of the device onto the bottom fastening screws.

< Align the device in the oblong holes. Ensure that screw-fastening is complete at all intended bolting
points.

< Then screw the device onto the top mounting bracket with the fastening screws.

< Then check for secure attachment of the device on the mounting wall.

3.2.2 Activating the Battery

Removing the Protective Film

NOTE

®
l The battery is covered with a protective film to protect it from mechanical damage and against premature
discharge.

The battery need not be removed from the battery compartment for activation.

<~ Pull out the battery compartment.
< Remove the protective film from the battery by simply pulling on the film tab.
< Push the battery compartment back in again.

3.2.3 Grounding and Connecting Devices

Grounding Devices

A DANGER

Danger due to device being improperly grounded
Incomplete and careless grounding leads to death, severe injury, and considerable material damage!

< The device must be situated in the operating area for at least 2 hours before you connect it to the
power supply for the first time. This method prevents condensation of water in the device.

< If the device has been in storage for more than 2 years, connect it to an auxiliary voltage for 1 to 2
days. This will cause the electrolytic capacitors to form on the printed circuit-board assemblies again.

< Ground each module with solid low-impedance system grounding (cross-section = 4.0 mm? (= 0.16 in?),
grounding area = M4).
Connecting Devices
< Connect all cables and leads. Use the connection diagrams in the Hardware and Device manuals.

< Tighten the terminal screws to the prescribed torques.
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3.2 Surface-Mounted Devices with Integrated On-Site Operation Panel

3.24

Tightening Torques for Terminal Screws

Tightening Torques of Fastening Screws

Type of Line Current Voltage Terminal with  |Voltage Terminal with
Terminal Spring-Loaded Terminals |Screw Connection

Litz wire with ring-type lug 2.7 Nm No ring-type lug No ring-type lug

Stranded wires with bootlace ferrules 2.7 Nm 1.0 Nm 0.6 Nm

or pin-type lugs

Solid conductor, bare (2 mm?2) 2.0Nm 1.0 Nm -

i

NOTE

Make sure that the cables and lines of extra-low voltage circuits are laid sufficiently far away from power

network circuits.

Torques for Other Screw Types

60

Screw Type Torque
M4 x 20 1.2 Nm
M4 x 8 1.2 Nm
M2.5x 6 0.39 Nm
Countersunk screw, M2.5 x 6 0.39 Nm
Countersunk screw, M2.5 x 8 0.39 Nm
Collar screw, M4 x 20 0.7 Nm
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3.3 Surface-Mounted Devices with Detached On-Site Operation Panel

3.3  Surface-Mounted Devices with Detached On-Site Operation Panel

Drilling Patterns and Dimension Specifications of the On-Site Operation Panels

You can find more information on the drilling patterns for the devices in section Drilling Patterns and Dimen-
sion Specifications (Modular Device) , Page 50.

o0 o

o Z
\M4

@x
@6 (0.24)
@x
i =g
S| S<
5/ A
@
§ . 93 (3.66) 4 :15.5 (0.61)
3
I
©
<
o

Ve

P
c
o

Dimensions in mm.
Values in brackets in
inches.

A

13.25 (0.52)
131.5 (5.18).y

118.25 (4.66)

[dw_z1_osop_1-3, 1, en_US]

Figure 3-27  Drilling Pattern of the On-Site Operation Panel of the 1/3 Device
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Figure 3-28 Drilling Pattern of the On-Site Operation Panel of the 1/2 Device
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Figure 3-29 Drilling Pattern of the On-Site Operation Panel of the 2/3 Device
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Figure 3-30  Drilling Pattern of the On-Site Operation Panel of the 5/6 Device
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Figure 3-31 Drilling Pattern of the On-Site Operation Panel of the 1/1 Device
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Attention!

Y For FO cables, a minimum bending radius R = 50 mm (1.97 inch) must be considered according to the type.

? For D-sub connector plugs, the axial length of the plug + cable bending radius must be considered.
Minimum bending radius R = 50 mm (1.97 inch)

[dwosopab-070211-01.tif, 3, en_US]
Figure 3-32  Surface-Mounted Device with Detached On-Site Operation Panel, Dimensions in the Side and
Front Views

Refer to Table 3-2 for the variable dimension a.
The drilling patterns correspond to the figures Figure 3-15 to Figure 3-24.
The cable length for the detached operation panel is up to 5 m (196.85 in).
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3.3 Surface-Mounted Devices with Detached On-Site Operation Panel

i

NOTE

Cables with a length of 5 m (196.85 in) are only specified for PCs and laptop computers with a USB2
connection. These cables are not specified for PCs and laptop computers with a USB3 connection.

Cables with a length of 2.5 m (98.43 in) are specified for USB2 and USB3 connections.
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Figure 3-33 Angle Rail with Assembly Dimensions

Fitting the Devices

Preparations

i

NOTE

You must mount the devices vertically.

i 0

NOTE

The distance between the installation location of the device and that of the on-site operation panel must
not exceed 5 m.

Join the on-site operation panels to one another with firm contact. Siemens recommends the use of
contact washers on painted metal mounting walls. If the mounting wall is not metallic, place a metal layer,
for example a sheet metal panel between the mounting wall and the on-site operation panel; then connect
this sheet to system ground.

i 0

NOTE

Use a PZ2-size Phillips screwdriver.
For each base module you need 4 fastening screws with a shank diameter of 6 mm. For each on-site opera-
tion panel you need 4 M4 fastening screws, minimum screw length M4x8 plus contact washer thickness.

For each on-site operation panel you also need 2 contact washers, manufacturer Bollhoff.

DANGER

Danger due to device being improperly screw-fastened

Incomplete and careless screw fitting results in death, severe injury, or considerable material

damage!

< Ensure that screw-fastening is complete at all intended bolting points. Tighten the screws to a torque
of 1.2 Nm.

64
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<>

3.3 Surface-Mounted Devices with Detached On-Site Operation Panel

Produce the holes in the mounting wall to fit the device. The drill holes must be so large that they can
accept a screw with a shank diameter of 6 mm.

Produce the holes in the mounting wall to fit the on-site operation panel.

Cut a recess into the mounting wall for the connecting cable. The connecting cable links the on-site oper-
ation panels to the device.

Place a metallic layer such as a sheet metal panel on the mounting wall if it is not metallic.

Fitting the Device

<>

R

First bolt the bottom fastening screws into the mounting wall.

Hook the bottom mounting bracket onto the bottom fastening screws.
Align the device in the oblong holes.

Screw the device onto the top mounting bracket with the fastening screws.

Check for secure attachment of the device on the mounting wall.

Installing On-Site Operation Panels

NOTE

®

l Join several on-site operation panels to one another with firm contact. Siemens recommends the use of
contact washers on painted metal mounting walls. If the mounting wall is not metallic, place a metal layer,
for example a sheet metal panel, between the mounting wall and the on-site operation panel; then
connect this sheet to system ground.

SR R

Plug the connecting cable into the on-site operation panel of the base module.

Guide the connecting cable through the cut-out in the mounting wall.

Place the 2 contact washers on the top fastening holes.

Bolt down the on-site operation panels connected to one another on the mounting wall.

Check for secure attachment of the on-site operation panels on the mounting wall.

3.3.2 Activating the Battery

Removing the Protective Film

NOTE

®
l The battery is covered with a protective film to protect it from mechanical damage and against premature
discharge.
The battery need not be removed from the battery compartment for activation.

<~ Pull out the battery compartment.
< Remove the protective film from the battery by simply pulling on the film tab.
< Push the battery compartment back in again.
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3.3 Surface-Mounted Devices with Detached On-Site Operation Panel

3.3.3 Grounding and Connecting Devices

Grounding Devices

A DANGER

Danger due to device being improperly grounded
Incomplete and careless grounding leads to death, severe injury, and considerable material damage!

<~ The device must be situated in the operating area for at least 2 hours before you connect it to the
power supply for the first time. This method prevents condensation of water in the device.

< If the device has been in storage for more than 2 years, connect it to an auxiliary voltage for 1 to
2 days. This will cause the electrolytic capacitors to form on the printed circuit board assemblies again.

< Ground each module with solid low-impedance system grounding (cross-section = 4.0 mm? (= 0.16 in?),
grounding area = M4).

< Ground the detached operation panel with a solid low-impedance system grounding (cross-
section = 2.5 mm2 (= 0.1 in2)).

Connecting Devices

<~ Connect all cables and leads. Use the connection diagrams in the Hardware Manual and Device Manual.

< Tighten the terminal screws to the prescribed torques.

3.3.4 Tightening Torques of Fastening Screws

Tightening Torques for Terminal Screws

Type of Line Current Voltage Terminal with  |Voltage Terminal with
Terminal Spring-Loaded Terminals | Screw Connection
Litz wire with ring-type lug 2.7 Nm No ring-type lug No ring-type lug
Stranded wires with bootlace ferrules |2.7 Nm 1.0 Nm 0.6 Nm
or pin-type lugs
Solid conductor, bare (2 mm?2) 2.0Nm 1.0 Nm -
° NOTE
l Make sure that the cables and lines of extra-low voltage circuits are laid sufficiently far away from power

network circuits.

Torques for Other Screw Types

Screw Type Torque
M4 x 20 1.2 Nm
M4 x 8 1.2 Nm
M2.5x 6 0.39 Nm
Countersunk screw, M2.5 x 6 0.39 Nm
Countersunk screw, M2.5 x 8 0.39 Nm
Collar screw, M4 x 20 0.7 Nm
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4 Handling of Plug-In Modules

4.1 Installation, Removal, Replacement

68
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Handling of Plug-In Modules
4.1 Installation, Removal, Replacement

4.1 Installation, Removal, Replacement

4.1.1 Fasteners

The fasteners of the plug-in modules are shown in the following figure regarding the example of an installed
module and an empty, covered slot.

[le_fxing_elements, 1, --_--]

Figure 4-1 Fasteners

@) EMC spring contact

(2) Fastening screw

3) Cut-out for prying out the modules
4) Plug-in module

(5) Fastening screw

(6) Cover plate

4.1.2 Installation

NOTE

°®
l Reordered modules are not contained in the original device configuration. Use DIGSI to perform the corre-
sponding extension in the Hardware and Protocols Editor.

Preparing Installation

A DANGER

Danger due to live voltage when installing the plug-in modules.

Noncompliance with the safety notes will result in death or severe injuries.

< Install plug-in modules on the electrically deactivated device only.
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4.1 Installation, Removal, Replacement

A CAUTION

Exercise caution with laser beams of the optical plug-in modules.

Noncompliance with the safety notes can result in medium-severe or slight injuries.

< Do not look directly into the optical fiber terminals of the active optical plug-in modules, not even with

optical devices. The laser beams can damage the eyes.

<>

De-energize the device.

NOTE

i 0

When using optical communication modules, Laser class 1 is maintained in compliance with EN 60825-1

and EN 60825-2 when using optical fibers < 62.5 ym/125 pm.

When using the ARC-CD-3FO module, Laser class 1 is maintained in compliance with EN 60825-1 and
EN 60825-2 when using 1 mm plastic optical fibers.

<>

<

In the case of a surface-mounted device with integrated on-site operation panel, remove the entire on-
site operation panel.

Undo the fastening screw and remove the cover plate from the plug-in module position.

Installing the Plug-In Module

<>

SRR R S

Push in the plug-in module on the inner guide as far as it will go.

Ensure that the EMC contact spring is seated correctly.

Bolt down the plug-in module on the assembly frame to a torque of 0.4 Nm.
Connect the lines to the terminals.

Then check for secure attachment of the plugs.

If necessary, fit the on-site operation panel again.

Completing Installation

<%

Resume operation of the device.

4.1.3 Removing

Accessories

° NOTE
l Seal an unused plug-in module position with a cover plate.
< Order the module cover plate set of parts to cover the unused plug-in module position.
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Preparing Removal

A DANGER

Risk of live voltage when removing the plug-in modules.

Noncompliance with the safety notes will result death or severe injuries.

< Remove plug-in modules on the electrically deactivated device only.

A CAUTION

Exercise caution with laser beams of the optical plug-in modules.

Noncompliance with the safety notes can result in medium-severe or slight injuries.

< Do not look directly into the optical fiber terminals of the active optical plug-in modules, not even with
optical devices. The laser beams can damage the eyes.

< De-energize the device.

° NOTE

l Laser class 1 is adhered to in compliance with EN 60825-1 and EN 60825-2, in the case of <62.5 pm/
125 pm optical fibers.

< Inthe case of a surface mounting device with integrated on-site operation panel, remove the on-site
operation panel before the base module.
Removing the Plug-In Module
< Remove all connecting lines.
< Undo the fastening screw with which the plug-in module is fixed on the device.
< Insert a screwdriver (DIN 4 x 0.8) in the cut-out underneath the oblong hole.
s

Carefully pull out the plug-in module.

Fastening the Cover Plate
< Fasten the cover plate with the fixing screw to a torque of 0.4 Nm. The fixing screw is included in the set
of parts.
Completing Removal

< Inthe case of a surface mounting device with integrated local operation panel, fit the on-site operation
panel of the base module again.

<~ Resume operation of the device.
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4.1.4

4.1 Installation, Removal, Replacement

Replacement

Preparing for Replacement

A

DANGER

Danger due to live voltage when replacing the plug-in modules.
Noncompliance with the safety notes will result in death or severe injuries.

< Install plug-in modules on the electrically deactivated device only.

A

CAUTION

Exercise caution with laser beams of the optical plug-in modules.
Noncompliance with the safety notes can result in medium-severe or slight injuries.

< Do not look directly into the optical fiber terminals of the active optical plug-in modules, not even with
optical devices. The laser beams can damage the eyes.

< De-energize the device.

i 0

NOTE

Laser class 1 is adhered to in compliance with EN 60825-1 and EN 60825-2, in the case of < 62.5 pm/
125 pm optical fibers.

When using the ARC-CD-3FO module, Laser class 1 is maintained in compliance with EN 60825-1 and
EN 60825-2 when using 1-mm plastic optical fibers.

< In the case of a surface-mounted device with integrated on-site operation panel, remove the on-site oper-
ation panel before the base module.

<~ Remove all communication lines.

<>

Undo the fastening screw with which the plug-in module is fixed on the device.

< Insert a screwdriver (DIN 4 x 0.8) in the cut-out underneath the elongated hole in the assembly frame
and disengage the plug-in module.

< Carefully pull out the plug-in module.

Fastening the Plug-In Module

< Pushin the new plug-in module on the inner guide of the plug-in module position until it moves no
further.

Bolt down the plug-in module on the assembly frame to a torque of 0.4 Nm.
Connect the lines to the terminals.

Then check for secure attachment of the connectors.

T

If necessary, fit the on-site operation panel again.

Completing Replacement

< Place the device is service again and perform a firmware update of the communication modules.
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NOTE

°®
l If you have not cabled the optical fiber plug-in modules, then seal the terminals with protective covers. This
prevents soiling of the terminals.
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Using On-Site Operation Panel

5.1 General

5.1 General

All SIPROTEC 5 devices can be operated via the DIGSI 5 interface of your PC and via the on-site operation
panel. This is available optionally as an integrated and detached on-site operation panel. The on-site operation
panel is characterized by a flat, compact design.

Variants

The on-site operation panel is composed of different modules depending on the hardware configuration of
the device. Operation is via the membrane keypad and the key switches. LEDs and displays in 2 different sizes
are available as elements of the display.

©

° q§>° © o ggpo|o

[dwosopva-040211-01.tif, 2, en_US]

Figure 5-1 Variants

Operating Concept

The operating concept allows you to do the following on-site operator control actions:

74

Navigation in the menu tree

Modification of settings

Resetting saved information

Showing default and control displays, measured values and logs
Executing switching operations

Initiating configured actions via function keys

Executing test and diagnostic functions

Status display with LED
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5.2  Overview of Operator Elements and Display Elements

On-Site Operation Panel of the Base and 1/3 Module

SIEMENS

[le_base_module, 3, - -]

Figure 5-2 Base 1/3 Module in Standard Design, US Design (a), China Design (b), and for 7xx81 (c)

1) Operating state display
2) Display in 2 design versions
3 Keypad with navigation keys
(4) Softkey
(5) Keypad with numerical keys and shiftable function keys
(6) Keypad of control keys
7) USB port cover
(8) Labeling strips
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76

(9) Reset and LED test key

(10) 16 2-colored LEDs

The following table gives you a detailed explanation of the function of the operator and display elements.

Table 5-1 Overview of Operator Elements and Display Elements
Operator Element/Display Function
Element

Display

Small display

Resolution: 192 x 128 pixels
Display: Alphanumeric characters

Large graphical display

Resolution: 240 x 320 pixels

Display: Alphanumeric characters as well as graphical display of default and
control displays

Display of operability

Green LED (Run)

The device is switched on. The presence of the external auxiliary voltage is
indicated to you.

Red LED (Error)

The device is not ready to run or a failure is present. The life contact is
open. After successful start of the device, the LED goes out, indicating to
you that the device is ready for operation.

SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020



Using On-Site Operation Panel

5.2 Overview of Operator Elements and Display Elements

Operator Element/Display
Element

Function
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Navigation keys
By pressing or holding down the navigation keys, you can navigate in the
menus, lists and the graphical images (default display, control display).
Menus and lists (press key):
® Top
—  Display entry above
® Bottom
—  Display entry below
® Right
—  Display level below
o |eft

—  Display level above

Menus and lists (hold key):
® Top
—  Move forward by one display length
® Bottom
—  Backward by a display length
® Right
—  Display level below
o |eft
—  Back to the default display

Control displays (press/hold key):

Control displays are available only on the large display. Navigation between
pages and switching objects is done according to the sequences defined in
the DIGSI 5 display Editor.

® Top
—  To the previous switching object
® Bottom
—  To the next switching object
® Right
—  To the next page
o |eft

—  Tothe previous page

Default displays (press/hold key):

Navigation between the default displays (pages) is done according to the
sequences defined in the DIGSI 5 display Editor.

® Right

—  To the next page
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Operator Element/Display Function
Element
o Left
—  To the previous page (sequence as laid down in DIGSI 5)
Navigational aid
> The footer of the display shows you the authorized navigation directions
depending on current display level.
Modo Selection dialogs:
off
[ on ] In selection dialogs, you are offered selection options one below the other.
| ":' Example parameter Mode (off/on/test).

®* Top
—  Select top entry
Automatic line break from the first to the last entry

® Bottom

—  Select bottom entry
Automatic line break from the last to the first entry

Enter confirmationiD
1

Numerical input dialog:

In a numeric command prompt (for example, confirmation ID), the cursor
appears right-aligned.

o |Left

—  Backspace key which puts the cursor back by one position. You
must reenter all skipped places by using the numeric keys.

Contrast
-maRpono+

"

Contrast setting:
The contrast is adjusted using the navigation keys only.
® Left and right simultaneously
—  Jump to the Contrast menu
® Right
—  More contrast
o Left
—  Less contrast

®  Top and bottom simultaneously

—  Restoring factory setting

Softkeys

The softkeys are located on the left and right below the display. They are
used to confirm command prompts in the display. Context-sensitive actions
can always be triggered with the softkeys.

Operate delay
(0.00..60.00)s
E
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y/

8

Operator Element/Display Function
Element
F7 F8 F9 Numerical keys and convertible function keys

9

F4

4

F5

5

F6

6

F1

Fn

F2

F3

This keypad is used for the input of numeric values (with or without
decimal point). You can activate actions of function keys using these keys.
The keys <1> to <9> are double assigned for number entry and the func-
tionality of function keys. To activate the function keys, press the <Fn> key
(<F1>to <F9> in blue font).

Numerical keys

These keys are used to input values and navigate in menus. According to
the numbering on the right display edge, you can jump directly into
submenus or carry out settings.

Settings 476

General 1
Power system 2
Recording 3
Circuit breaker 1 5
2device prot.com. 6

Function Keys <F1> to <F9>

You can perform configured actions with DIGSI 5 using the function keys.
For standard actions (for example, reading of the operational log on site),
this means a simplification. The following configurations for the function
keys are possible:

®  Jump to a specific menu
® Jump to a specific log

®  Activation of a binary input indication (for example, start fault record,
test binary inputs)

®  An adjustable function key mode is offered by the Toggle (edge-trig-
gered activation and termination) and Pulse (with activation time)
modes and the on and off mode.

Note on the Toggle function key mode:

The default setting of the value of information in startup is off, each
key press switches between the states on and off.

When routing to switching objects (information type SPC or DPC), the
current switch position is not taken into account. This means that a
toggle command is not executed if the switching object is already in
this switch position.

®  <F9> cannot be configured and is always assigned to switching
between languages

Activating function keys:

There are several methods available to you to activate function keys

®  <Fn>+ NUM LOCK key (simultaneously)
Example: <F1> = <Fn> key + <1> key
®  <Fn> key alone — jump to the function key menu, selection of

function key via navigation keys and confirmation with OK or directly
by numeric input

SIPROTEC 5, Operation, Manual
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Element

Operator Element/Display

Function

Functionkeys 149

F4: Not assigned

F5: GotoFundamental
FB: Not assigned

F7: Not assigned

F8: Not assigned

F8: Select language

Function keys menu

The configured assignment of function keys is visible in the function key
menu. The assignment of function keys <F1> to <F8> is defined in DIGSI 5.
They have different defaults depending on the application template. A
default assignment exists for:
® <F9>

Language change: Jump to the selection menu for languages

<F9> cannot be configured via DIGSI 5

Ctrl

Control key for activating standard control display

If no control display is available (not configured or device with small
display), you are taken directly to the standard default display.

If it has not already been selected, and depending on device configuration,
pressing the <CTRL> key jumps directly to:

® large Display — Default display
® large display/at least one control display — Standardcontrol display

®  Small Display — Default display

Control key for switching on a selected switching object

Select the switching object either in the Control menu or in the control
display (only in devices with large display).

Control key for switching off a selected switching object

Select the switching object either in the Control menu or in the control
display (only in devices with large display).

USB ports
There are 2 USB ports with a plastic cover available to you:
®  Top USB port (host)

Connection for a DIGSI PC

®  Bottom USB port
Reserved for the future applications

MLED
LALED
o 13
@ (1]
LED
o [T
LED
LED
LED
| LED
LED
LED
@ 1)
JLED
JLED
(e

16 parameterizable LEDs

®  Dual-colored configurable (red and green)

Key for resetting saved displays and contacts

With this key, you can reset stored information that is configured on the
LEDs, on the display or on output contacts. The initial state is then restored.
When the key is pressed, all LEDs are activated simultaneously, allowing
you to test the LEDs.

NOTE

)
l Note that terminating the contacts of saved output indications can lead to reactions in the device environ-

ment.
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On-Site Operation Panel of the Base Modules

SIEMENS

SIEMENS

I
..
‘=
‘.

[dwerwmod-040211-01.tif, 2, --_-]
Figure 5-3 Expansion Module

@) 16 monochrome LEDs
(2) Labeling strips

3) 2 key switches

4) 8 monochrome LEDs
(5) 8 push-buttons

The following table gives you a detailed explanation of the function of the operator and display elements.

SIPROTEC 5, Operation, Manual 81
C53000-G5040-C003-C, Edition 08.2020



Using On-Site Operation Panel

5.2 Overview of Operator Elements and Display Elements

Operator Element/Display Element

Meaning

16 parameterizable LEDs

®  Monochrome (red)

SIEMENS

8 parameterizable LEDs

®  Monochrome (red)

Keypad

®  Keypad with programmable function keys to perform
actions quickly. Next to the keypad, there are labeling
strips for user-defined labels.

Besides the base module, you can fit an expansion module with key switches. The following table explains the

meanings of the switch positions.

Operator Element/Display Element

Meaning

e

Key switch for on-site switching authority

® |ocal position
Switching commands for configured equipment are
possible only on site with the control keys or in the control
menu. You cannot execute switching commands remotely
(or from DIGSI).

®  Remote position
Switching commands for configured equipment are
possible on site as well as remotely.

In devices with an expansion module with key switches the
corresponding options are static in the control menu.

Key switch for on-site switching mode
®  OFF position
Unlocked switching of configured equipment allowed

®  Normal position

Switching of configured equipment only with the designed
interlocking conditions

In devices with an expansion module with key switches the
corresponding options are static in the control menu.
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5.3  Displays for Indication and Control

Displays
Displays for indication and control offer you the possibility of quickly obtaining an overview of important oper-
ating modes. You can configure a total of up to 10 displays in DIGSI 5 using the display editor. The following
contents are available here:
®  Dynamically updated measured values
®  Status of indications
®  Switch positions of switching objects
® Texts
®  Graphical elements

° NOTE

l The displays and controls are displays created in DIGSI 5.

Default Displays

In the idle state, that is, provided there is no fault, the display with DIGSI 5 can show configurable operating
information (for example, operational measured values). If preconfigured in DIGSI 5, display images can be
suppressed by spontaneous displays in the event of a fault.

A device ready for operation will show you the following display image after booting. This presupposes you
have not parameterized a display image with DIGSI 5. The standard display image (default display) is parame-

terized and defined in DIGSI 5. If a parameterized and defined display image exists, it is displayed after
booting.

SIPROTEC

Line Protectior

[scligrdi-080413-01.tif, 1, en_US]

Figure 5-4 Standard Display Diagram

You reach the standard display diagram at any time (exception: in case of fault) by holding down the left navi-
gation key.

If several display images are available, you can select them in order of parameterized sequence by pressing the
right and the left navigation keys.

Control Displays

In devices with large graphic display, entire control displays can also be graphically depicted. The control
displays can graphically and dynamically update the switch position of switching objects. In addition, control
displays offer you the possibility of selecting individual switching objects and activating them according to
switching authority and switching mode.
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Bay1 171

QB1 QB2

L IphA  ggg, 24

QA IphB  998,3A
IphC  99g,2A
BE 1.1 Iph.residual0A
BE X
VphA 230, 884kV
QB9 VphB 230, 884kV
Vph.C 230, 884kV
Vph.residuaOky

[scabzstb-100211-01.tif, 1, en_US]

Figure 5-5 Control Display

A ready-to-run device with large graphic display shows you the control display defined as the standard after
booting. By pressing and holding down the left navigation key, you get to the control display defined as
standard. By pressing the control key, you get to the control mode of the currently displayed control display.

i @

NOTE

The switching device in control mode is selected by pressing the following navigation keys:
® Top

® Bottom

You can leave control mode via the softkey Exit. If no keys are pressed for 15 minutes, the default display is
automatically activated and control mode is reset.

84

If there are multiple displays, you can use the left and right navigation buttons to toggle between the displays.
If the device was previously in control mode by pressing the CTRL key, this mode is maintained so that you can
also activate a 2nd and another control display. Control mode is reset after a switching procedure or after a
period of 15 minutes without a switching operation.

For this see the description of the navigation keys in Table 5-1.
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5.4 Structure of the Menu

Dewice functions
Test & diagnosis

[1)—Main menu a2}
(5
Measuremants i
Comtral ]
Settings |
I:3]'_EIII'I-Ir_'|rIJ:::‘ |
Communication ]
|
]

—
Logon ] L= ~4}
[scmnuebr-030914-01, 2, en_US]

Figure 5-6 Example Main Menu

@) Title bar with name of menu
(2) Position display and total number of available menu items
3) List of menu items with numbering on the right edge (shortcut)
(4) Base bar with the display of permissible navigation directions and assignment of softkeys
(5) The current position in the menu is marked with brighter font on a dark background.
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5.5 Menu Tree

The menu tree consists of the main menu and several levels of submenus. To navigate in the menu use the
keys on the operation panel of the base module.

Main Menu
Mainmenu 178 The main menu structure is firmly set and is not changeable. The submenus
Logs 1 depend on the hardware configuration and the configuration of functions.
Measurements 2
Control 3
Settings 4
Binary IO 5
Communication B
Devicefunctions 7
Test & diagnosis 8

Logs Menu
Logs 176 In the Logs menu, the available logs recording events in the operating state
Operational log 1 of the device are offered.
Fault log g P . . . . .
Groundfault log 3 You will find information about reading and deleting logs in chapter
Setting-history log 4 8.4.1 General
Userlog 1 5 T :
User log 2 6

Measurements Menu
Measurements 174 In the Measurements menu, you can display various measured values.
Assignment to existing function groups (for example, line 1) is done in the
Circuit breaker 1 4 .
& iag lhies = |corresponding submenus.
2device prot.com. 6

Control Menu

° NOTE
l The Switching mode and Switching authority submenus are not offered if the device has key switches to

the on-site control.
Control 174 The Control menu offers all mechanisms for on-site control. Access to indi-
vidual equipment (for example, circuit breakers) and the settings with
Leeing ? t to interlocki hani itching authority and switchi
Switching authority i respect to interlocking mechanisms, switching authority and switching
Switching mode 5 mode is via submenus.

You will find information about controlling equipment and resetting saved
binary outputs and LEDs in chapter 8.4.7 General.

Settings Menu

The Settings menu is used for changing and adapting protection settings in the device. The menu follows a
usability (for example, request for acceptance after leaving certain menu levels).

NOTE

°®
l All visible settings are assigned to a certain adjustable settings group. You can view the number of settings
groups and set the activation of one of the settings groups in the General submenu.
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Binary 1/0 Menu

Settings 17 The settings are grouped in corresponding submenus according to their
1 assignment to existing function groups (for example, line 1).

Power system 2 S . . . . . . .

Recording 3 You will find information about viewing and changing settings in chapter

Line1 4

Circuit breaker 1 5 8.4.1 General.

Analog units B

2device prot. com. 7

Binary 10 1/3 Selecting the Binary 1/0 menu provides you with the option to see the

sinary inputs 1 routing to the binary inputs, binary outputs and signals displayed.

Binary outputs 2 . . . . . .

LEDs 3 You can find more information in chapter 5.8 Display of Routings and

Status.

Communication Menu

The Communication menu is used for changing and adapting communication settings for the mainboard and
the communication modules in the device. The menu follows a usability (for example, request for acceptance
after leaving certain menu levels).

1

NOTE

Enter settings for communication modules only through DIGSI 5.

Communication 2/2
J:Onhoard Ethernet 1

The Communication menu notifies you about the status of configured
communication modules (module type, slot, port and IP address). Further-
more, you can, for example, also change the IP address of your device.

Device Functions Menu

Devicefunctions 5/6
Operation modes 1
Reset functions 2
Security 3

4

Date & Time
Loca ion

Via the Device functions menu, you can set the operating modes of the
device or of individual functions (for example, test), initiate resetting of
stored LEDs and binary outputs, change passwords and make regional
settings (date and time, display formats).

Test & Diagnosis Menu

Test & diagnosis 176

Device information
HA/SW information
Logs

Actions
Commissioning aid
IP-Configuration

@ o= oo o

The Test & Diagnosis menu offers you support during commissioning and
testing. If you wish to test systems and equipment on site, you can read all
necessary information from the corresponding submenus and start actions
such as device reset.

You can find more information on this in chapter 10.5 Test and Diagnostics.
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5.6  Notification Windows and Dialogs

Notification Windows

The notification windows appear briefly in the base bar to give you important information during on-site oper-
ation and close automatically. For example, they contain the following information:

Gmd. exec. succeeded
inconsist. parameter/s
Gonfirmation failed

Access denied

[scmitfen-080413-01.tif, 1, en_US]

Figure 5-7 Examples of Notification Windows
Dialogs
Dialogs are interactive notification windows in the base bar. In the dialogs, you are prompted to actively carry
out actions. A dialog consists of the following elements:
® Dialog designation
® 2 softkeys (bottom left and right)
® Textinformation with interactive text box or list boxes
You confirm the context-dependent command prompts offered here by pressing the softkeys below the
prompts.
Enter confirmationiD I
1
E.
[scdialpa-080413-01.tif, 1, en_US]
Figure 5-8 Dialog for Entering the Confirmation ID
Threshold value

(0.08..160.00)V
Esc [N Eterl
[scdiawrt-080413-01.tif, 1, en_US]
Figure 5-9 Dialog for Entering a Value
If a command prompt is shown in the dialog, then you can activate the functions in the following list by
pressing the softkeys below each function.
Softkey Function Softkey Function
Left Right
Delete Delete log Enter Confirm value
ESC Cancel current action Ok Confirm action
Logout Log out Login Login
Start/Test Start an action Menu Main menu
Switch Switch equipment Change Change value
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~ NOTE
l If you do not confirm the dialog with a softkey, the action you wish to achieve is canceled after a previously
set time. The prior state is restored.
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5.7  Displaying Device Mode

Not Initialized Device (As-Delivered Condition)

SIPROTEC 5 devices are not initialized in the as-delivered condition. If a non-initialized device is connected to
the auxiliary voltage and started, then the following information is shown on the display:

®  Device variant
®  Firmware version
®  Serial number

®  Prompt Initialize device

NOTE

®
l You may only initialize the device via DIGSI 5 and only then via the USB connection of your SIPROTEC 5
device.

See chapter 9 Commissioning for more information on initializing and commissioning.

Initialized Device
The device can be in the following modes:
®  Commissioning mode
®  Simulation mode
®  Process mode
®  Fallback mode

In normal operation (process mode), the device is presented as described in chapter 5.4 Structure of the Menu

NOTE

i @

The device can change mode during commissioning, testing or in the event of a device failure. The mode
deviating from normal operation is shown respectively in the title bar of the device display. The name of
the mode is shown flashing in the top line of the device display (except in fallback and process mode):

®  Commissioning mode
®  Simulation mode

Take note of the information about these modes in chapter 9 Commissioning and chapter 10 Maintenance,
On-the-Spot Assistance and Test.

Commissioning Mode

The commissioning mode of the SIPROTEC 5 device allows you to check the existing wiring without affecting
or blocking the protection functions or other functions of the device. You can select the commissioning mode
manually.

You can find more information in Chapter 9.2.2 Testing Current and Voltage Inputs.

In commissioning mode, you can also check the communication with system-control technology. You can
generate test signals with the communication test in DIGSI by setting signals to be transmitted systematically
in the transmitter and checking their receipt.

You can find more information in chapter 9.4.3 Testing Interfaces in the Compound System.
Simulation Mode

In the simulation mode of the device, you can check the correct setting of protection functions and the
routing of signals. You can perform simple checks without wiring or using DIGSI. To do so, connect the device
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to DIGSI and generate test sequences. You can perform the tests on the device without external test equip-
ment. The DIGSI test sequences simulate the change of values at the inputs to the device.

You can also feed in the test signals using a digital test equipment. Digital test equipment offers you multiple
test programs and test sequences.

Process Mode

The process mode is the normal operation of the device.
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5.8  Display of Routings and Status

You can route logic information from the SIPROTEC 5 device to binary inputs, binary outputs and LEDs. With
the menu item Binary 10 of the device you can display the routing of the logical signals and their status.

In order to display the routings in the SIPROTEC 5 device, proceed as follows:

® |norder to access the Binary 10 from the main menu, use the navigation keys of the on-site operation
panel:

Main menu — Binary 10

®  Use the navigation keys of the on-site operation panel to navigate within the displayed list and select one
of the 3 following menu entries:

—  Binaryinputs

—  Binary outputs

- LEDs
Binary IO 1/3
Binary inputs 1
Binary outputs 2
LEDs 3

e
<

[scbinipt4-260814-01, 1, en_US]

Figure 5-10 Binary IO Menu Item

The following examples show how to proceed when reading the on-site operation panel and how to set the
DIGSI for the binary input in the information routing.

®  Select the menu item Binary inputs.

All available binary inputs of the SIPROTEC 5 device will be displayed. Furthermore, following the equal
sign, the current status of the binary input is displayed (see Figure 5-11).

The following table shows the meaning of the status of the individual menu entries Binary inputs, Binary
outputs and LEDs.

Menu Item Status Description

Binary input X Input is active

- Input is not active

Binary output X Output is active (contact is closed)

- Output is not active (contact is open)
LED X LED is switched on
- LED is switched off

The status of the respective binary inputs, binary outputs or the LEDs is updated automatically by the actual
state in the device.
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[scbinipt5-260814-01, 1, en_US]

Figure 5-11 List of Binary Inputs

®  Use the navigation keys to select the binary input, for example Binary input1.1.

All signals routed to Binary input1.1 are displayed as a list (see Figure 5-13).
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Signals Murnber Type (11 12 13 14 21 22 23 3.1
@ Sl [ ] ] ] ] ] ] ]
« @ External trip 1pole 1 2127 *

w [ Stage 1 21291931 *
& :Block function 21.291931.... SPS
& >Extemal trip phs .. 21.291.931... SPs [L |
# -Externaltrip phs A 21.291931... sps | | Metrouted
# >External trip phs B 21.291.931.... SPS H (active with voltage)
& >External trip phs C 21.291.931... SPS i T bl
b ‘ =External trip ACT  21.291.931... ACT % Delete Del
& nactive 21.291931... SPS Rename F2
» & Behavior 21.231.331... ENS Cross-reference information Shift+F11
b ‘ Health 21291931_. ENS
¥ IncE = | = Expand all columns
Expand all rows
» @ Operate delayexp.. 21.291.931... ACT I -
g ‘ Operate e Collapse all u:;:ulurrms
b B# 5051 OC3ph1p1 21221 Collapse all rows
b B¢ SONISTM OCgnd-Al 2121 add new sianal
b B&# 50 highspeed 1pol 1 21981
b B¢ 67N GFPgnd.sys.1 211111
« # 59 Overvolt-3ph 1 21.51 *
+ & Group indicat. 21.51.4501
» & Fickup 21.51.4501... ACD
» & Operate 21.51.4501... ACT
» @ Stage 1 21.51.181 *
& >Blockstage 21.51.181.81 5P |H
& .

[scranma1-260814-01, 1, en_US]

Figure 5-12 Entry in the Information Routing

Figure 5-13 shows that [L] active without voltage for the signal >Ext. trip initiationwas
parameterized. In the Line function group, the Overvoltage protection (ANSI 59) is also operated. In addi-
tion, the Binary input1.1 can also block this protection function. The blocking function will become active with

[H] active with voltage.

Binary input1.1 172

2 without voltage

Line 1:59 Overvolt-3ph1
Stage 1:>Block stage.
[H]activewithvoltage

Y
px

[scbinipt1-260814-01, 1, en_US]

Figure 5-13 Status of Binary input1.1
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5.8 Display of Routings and Status

A circuit breaker can have the status open or closed. Figure 5-14 displays the various properties of the circuit
breaker in the information routing of DIGSI 5.

= &2] Circuit breaker 1 201 * *
P & Trip logic 201.5341
w & Circuit break. 201.4261 * *
& Ready 201.4261.500 SPS H
& >Acquisition blocking  201.4261.501 SPS
& >Resetswitch statist.  201.4261.502 SPS
» & External health 201.4261.503 ENS
¥ ‘ Health 201 426153 ENS
» 3, Position 201426158 DPC [cH Mot routed
# Tripiopen cmd. 201.4261.300 SPs CH (closed (active with voltage))
# Close command 201.4261.301 5F5 CL (closed (active without voltage})
& Command active 2014261302 SPS DH {open (active with voltage])
& Definitive trip 201.4261.303 SPS OL {open {active without voltage})
& Alarm suppression 201.4261.304 SPS Delete Del
¢ opct 201.4261.306 INS Rename -
B = erk. 201.4261.307 BCR - —
By zaBrk. 201.4261308 BCR SlEEsE e A
ETE' ZIE Brhk. 2014261309 BCR Expand all columns
B zicBrk. 201.4261.310 BCR Expand all rows
Break-currentphs A 201.4261.311 Delete routings De
Break—currentphs B 201.4261.312 Collapse all columns
Break—currentphs C  201.4261.313 Collapse all rows
Break.voltage phs A 2014261314 nad new signa
|"_'-"'| Braal swnlfama rke B N1 AR 215 KA

[scranma2-260814-01, 1, en_US]

Figure 5-14

Properties of the Circuit Breaker

The following figure shows an example of the routing of the circuit-breaker switch position. Here, the Binary
input1.1 shows the closed circuit-breaker switch position 1. [GH] indicates that the voltage on Binary input1.1
is active and signals a closed circuit breaker.

Binary input1.1 11
Circuit breaker 1

Y
px

[scbinipt2-260814-01, 1, en_US]

Figure 5-15
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Example of a Transformer Tap Changer

96

You can also use a binary input to display the tap position of the transformer tap changer. In this case, you
must set the X (routed) property in the DIGSI 5 Information routing (see figure below). X (routed) means that
the binary input was routed.

w & Tap changer1 161 * * * *
« G Tap changer 161.5461 * * * *

& =Acquisition blocking  161.5461.500 SPS

‘ =Enable 161.5461.501 5PS

¥ ‘ Health 161546153 ENS

# End higher posreach.. 161.5461.301 SPS
‘ End lower pos.reached 161 5461302 SPS

b %, Position 1615461308 BSC [x [ ——

& Higher command 161.5461.305 SPS X (routed)
® Lower command 161.5461.306 SPS : .
& Command active 161.5461.307 SPS X Delete Del
& Motor sup. time expir.. 161.5461.309 SPS Rename F2
& Trigger motor prot. sw. 161.5461.310 SPS Cross-reference information  Shift+F11
& Fosition failure 161.5461.311 SPS Expand all columns
$ opct 161.5461.312 INS Expand all rows
“L Resetfailure 161.5461 319 SPC Delete routings CtrleDel
A, Switching auth. station 161.5461.317 SPC Collapse all columns

= .. - _— "

[scranma3-260814-01, 1, en_US]
Figure 5-16 Example for Transformer Tap Changer 1

The figure below shows that Binary input1.1 displays the tap position of the transformer tap changer 1.

Binary input1.1 11

[X]routed

Y
px

[scbinipt3-260814-01, 1, en_US]

Figure 5-17 Position of the Transformer Tap Changer 1
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6.1 General

DIGSI 5 is the engineering and operating tool for all SIPROTEC 5 devices. With DIGSI 5, you create system
topologies, configure hardware and communication networks and perform many other tasks.

You carry out all engineering tasks offline from your PC without needing a SIPROTEC 5 device. You transfer all
data online to the device later — for example, directly via a communication network or the USB interface. For
communication between DIGSI 5 and the SIPROTEC 5 device, secure TCP-IP connections are used.

Operation of DIGSI in version 5 is even more user-friendly. Project tree, editors, libraries and property window
are integrated smoothly into a common interface. You can adjust this interface to your operation.

Project, Project View and Project Navigation

After starting DIGSI 5; you are shown the project view. It is initially empty and fills up with content as soon as
you create a new project or open an existing one.

Siemens - J-F-K-Place
Project Edit View Insert Online Options Tools Window Help

i 3 Elsoveproe & | % 1@ X [T ¢ %) & /D U|D

LN J-F-K-Place » 7SL87 » Information routing
Devices
2 |=EE MO EB avenies 2Y
Information » Source » Destination
~ [ 75187 7~ » Binary input » Function keys CFC » Binary output
[ Device information » Base module » Base module » Base module
[7 Hardware and protocols Signals Number e (T 278 ) 2 (ST 5 (7 (5 (5 Fo il Fl =2 5 2 5 e 7 B 1 2 T 2 ST G A )
2 Measuring-points routing (Al ~ (Al E(EE R R E E EEEE R EEE R0 ) EEEEEEEEE
«{ Function-group connections » & Supv. sumV 11.941.2461
4 Information routing » & Supv. AD-conv. 11.941.5251
T Communication mapping » VT 3phase 11.941.8911
v @ Settings » & VT ministureCB 11.941.2641 -
[Z pevice settings > BV 11.941.3811
2 Time settings v pVI2 11.941.3812
» udl Power system = [fsempled val. voltage  11.941.3812... SAV
» 42 Recording > BVI3 11.941.3813
~ GgLine 1 > pVTa 11.941.3814
& General » P Recording 50
& 21 Distance prot. 1 » 2 device prot. com. 31
& Process monitor » G| Circuit breaker 1 301 e i e -
& 85-21Perm.overr. v §gLine 1 o | | I i * *
© Weak infeed » & General 21.9001
© 87 Line diff. prot. Bl » & Group indicat. 21.4501 B
©50/51 0C-3phase 1 » @ Fault locator 215321
& 50N/S1N 0C-gnd 1 » o Mesviail.sup 212671
50 OChigh-speed 1 » § Process monitor 211131
 Switch onto fault 1 » & Operational values 21761
© Extemal trip 1 » & Fund.sym.comp. 277
& Fault locator » GpEnergy 211021
© Mes.viail.sup » £ 21 Distance prot. 1 21.901
£ Circuit-breaker interaction » ©85-21Perm.overr. 211291 B *
» 6] Circuit breaker 1 » G Weskinfeed 211331
» @ 2 device prot. com. » 87 Line diff. prot. 21.831
~ ljai Function charts ~ 50/51 0C-3phase 1 21.221
[ Add new chart ~ & Group indicat. 21.221.4501
ol bEvice_mop 21.221.4501... ACD
10| GrOURWARN_20 & general SPS
» 1 Display pages $phsa SPS
it Safety and security ¢ phsB SPS
v - Test sequences $phsc SPS
(2% Add new test sequence @ 1-phase SPS
24 sequence_1 @ 2-phase SPS
» —f Process data @ 3-phase SPS
-+ IEC 61850 GOOSE communication ~ & Operste 21.221.4501... ACT
[scproans-110413-01.tif, 1, en_US]
Figure 6-1 Example of a Project View

DIGSI 5 manages all components of a system and all associated data depending on the project. The following
values are summarized under one project name (extract):

®  Topology

®  Devices

®  Setting values

® Communication settings
®  Process data

That means you must open a project file and thus have all data available. Vice versa you save all changes of
any type with only one mouse click.

On the interface you see a project with symbols that are integrated into a hierarchical project structure. These
symbols represent:
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Individual devices
Editors

Setting sheets
Tables

Actions

Folder

You have access to all data and tools via the individual symbols. A double-click is enough and the symbols will
show setting values of protection functions, start actions such as loading of parameter values or open one of
the editors.

DIGSI 5 is available in 3 variants. Please refer to the order catalog and the DIGSI 5 online help for the exact
functional scope. DIGSI 5 Premium offers, among others, the following possibilities:

®  Managing all SIPROTEC 5 devices of a system in a project
®  Defining the primary topology in a Single-Line Editor
® Simple setting of protection settings and control of setting values via zone diagrams
®  (reation and testing of logic symbols in CFC plans
®  (Creation of device displays for the different device display variants
®  Control of devices and management of process data
®  Communication with one or more devices via direct communication connections
®  Testing of parameterization of a protection device using the DIGSI 5 Test Suite
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6.2

Operator Actions in the Offline and Online Area

You can execute operator actions in the offline configurations or online on the device.

i 0

NOTE
To avoid unintentional changes and switching operations during operation, some operator actions are
protected by a confirmation ID.

Protect access to your protection devices using a secure connection password. This will prevent undesirable
changes by third parties.

Offline Area (Project View)

The offline configurations indicated offline in a project include all data to be edited of a protection device on
the engineering PC. There is no connection to a physically existing device. You can execute the following
actions in the offline area:

®  (reating a topology as a single-line diagram

®  Adding SIPROTEC devices to the topology

®  Configuring hardware of a SIPROTEC device

®  Defining functional scope of a SIPROTEC device

®  Entering individual function settings and displaying characteristic curves graphically
®  Routing information

®  Editing display diagrams

® Designing logic functions such as interlocking mechanisms

®  Configuring the communication network and setting communication parameters
® Displaying save measured values and indications

® Displaying saved fault records and evaluating them with SIGRA

®  Exporting and printing data

Devices Available Online (Online Mode)

100

In online mode there is a connection between a PC and a device. In this mode you can carry out the following
actions:

®  Transferring setting values from the PC to the SIPROTEC device
® Transferring setting values from the SIPROTEC device to the PC and saving in files

® Transferring indications, measured values and fault records from the SIPROTEC device to the PC and
saving in files

®  Setting limiting values

®  Executing test functions

®  Controlling equipment, placing markers and canceling blocks
®  Executing initial start or restart of the SIPROTEC device

®  Setting date and time

®  Changing confirmation IDs and passwords

® Adding devices to projects

®  Complete processing of devices

SIPROTEC 5, Operation, Manual
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~ NOTE
l If you change setting values or routings in online devices, you must activate them in the device. This
ensures consistent acceptance of data.
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6.3 Initializing a Device

NOTE

i 0

Initialization is possible, for example, via the USB interface or port J of the device.

NOTE

i 0

The physical connection between PC and SIPROTEC 5 device may be done only 1 to 1. If your PC has several
free USB interfaces, you can connect only one single SIPROTEC 5 device. Otherwise, no connection to the
devices is established. If you set up a hub between PC and the SIPROTEC 5 devices, no connection to the
devices is established either.

Connect the top USB port on the front panel of the on-site operation panel of the base module of SIPROTEC 5
devices to the engineering PC using a suitable USB cable. If you have connected the protection device to your
PC, you can initialize the device with the help of DIGSI 5.

®  Select the relevant offline configuration in a DIGSI 5 project by selecting the device name.
®  Open the context menu by right-clicking.
®  Select Initialize Device.

® The offline configuration is thereby transferred to the device and the offline configuration in the DIGSI 5
project connected via the serial number of the device.

Check whether there is a connection between your DIGSI 5 project and your device. If you wish to compare

the serial number in the editor and the device information with the label of the device, proceed as follows:

< Double-click in the project tree the Device information tab under the device. You will find the serial
number in the General section.
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6.4  Transferring Device Data from the PC to the Device

NOTE

i 0

If the protection devices are connected to the engineering PC, the transfer of device data to one or more

devices is possible. For this purpose, you must initialize the devices once with DIGSI 5.

If you would like to transfer device data from the PC to the device, then connect the device to the PC. You can
use the following terminals for this purpose:

R

USB port on the on-site operation panel of the base module

Any Ethernet interfaces of the device

Check whether there is a connection between your DIGSI 5 project and your device.

Compare the serial number in the editor and the device information to the label of the device.

To do this, double-click in the project tree the Device information menu item under the device. You will
find the serial number in the General section.

Establishing a Connection Via USB

<%

<%

<>

Connect the top USB port on the front panel of the on-site operation panel of the base module of
SIPROTEC 5 devices to the engineering PC using a suitable USB cable.

In the project tree of your DIGSI 5 project, double-click the Load configuration to the device menu item
in the corresponding offline configuration of the device.

Enter the confirmation ID for the user.

DIGSI 5 recognizes automatically that the device is connected via USB and the loading of configuration from
the DIGSI 5 project to the device is initiated.

Establishing a Connection Via Ethernet

75187
75187

75L¢
7SL¢

wEthernet

More information in:

DIGSI-Help

[scipadrs-080413-01.tif, 1, en_US]

Figure 6-2 Setting the IP address

< Connect, for example, the Ethernet port J on the rear of the SIPROTEC 5 base module to the engineering
PC using a suitable Ethernet cable.

< Inthe project tree of your DIGSI 5 project, double-click the Devices and networks menu item.

< Inthe network view, you will find all devices of your project with the offline configurations. Select the
device with which you would like to connect and click the green-edged field of the displayed device (see
Figure 6-2).

< Enter the IP address, subnet mask and optionally the IP address of a router (standard gateway).

< Inthe project tree of your DIGSI 5 project, double-click the Load configuration in devices menu item.
Execute this in the corresponding offline configuration of the device.
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DIGSI 5 recognizes automatically that the device is connected via Ethernet. The loading of the configuration
from the DIGSI 5 project to the device is then initiated.

1

NOTE

If you wish to use another Ethernet interface port other than port J, in Device Information select the inter-
face with which DIGSI 5 should communicate with your SIPROTEC 5 device.

Alternatively, you can select the following path for the setting of the Ethernet address.

[scipruec-030311-01.tif, 1, en_US]

Figure 6-3 Rear panel of a SIPROTEC 5 device

<+

<>

<>
<>

Connect, for example, the Ethernet port J on the rear of the SIPROTEC 5 base module to the engineering
PC using a suitable Ethernet cable.

In the project tree of your DIGSI 5 project, double-click the Devices and networks menu item.

You will find all devices of your project with the offline configurations in the Device view tab. Select the
device with which you would like to connect and click the Ethernet port of the displayed device (see
Figure 6-3).

Enter the IP address, subnet mask and optionally the IP address of a router (standard gateway).

In the project tree of your DIGSI 5 project, double-click the Load configuration in devices menu item.
Execute this in the corresponding offline configuration of the device.

DIGSI 5 recognizes automatically that the device is connected via Ethernet. The loading of the configuration
from the DIGSI 5 project to the device is then initiated.

i

NOTE

If you wish to use another Ethernet interface port other than port J, in Device information select the inter-
face with which DIGSI 5 should communicate with your SIPROTEC 5 device.
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6.5 Changing Data on the Online Device

Always execute changes in the project tree of the selected device and load the changes to the device. Proceed
as follows:

< Inyour project, click the node of the selected device.

< Execute the desired changes, for example, in the settings.
< Select the device again and right-click the device.

< Inthe menu, select the item Load configuration to device.

DIGSI transfers the changed configuration data to the device. After a successful transfer, the device restarts.

SIPROTEC 5, Operation, Manual 105
C53000-G5040-C003-C, Edition 08.2020



Using DIGSI 5
6.6 Retrieving Fault Records and Log Contents

6.6  Retrieving Fault Records and Log Contents

Proceed in online mode as described in chapter 6.4 Transferring Device Data from the PC to the Device. Load
the parameterization and read process data from the device.

< Link the matching offline configuration in your project to your online device.

< Todo this, drag the online device in the project tree onto the matching offline configuration via Drag &
Drop.

You will recognize the connection by the change in name of the online device, which has now assumed the
name of the offline configuration with the remark assigned in brackets.

< Open the display of the logs by double-clicking in the tree the Indications node.
< To open the log content, click in the toolbar of the Operational log or Fault log on Read log entries.

< Todisplay the fault records available in the device, open the node of the logs and click the Read records
button.

When reading fault records, fault indications are automatically retrieved as well and become available to you.

The log content as well as fault records are thus saved simultaneously as well in the linked offline configura-
tion. You can also archive all entries as files which you can further edit in Microsoft Excel for example.
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7.1 General

Apart from the use of an engineering tool such as DIGSI 5 or SICAM TOOLBOX Il for configuration and mainte-
nance, SIPROTEC 5 devices provide a Web front end that can be used with a standard Web browser. The
browser-based user interface is a comprehensive commissioning and monitoring tool that provides an easy-
to-understand display of the most important measured data. You can operate the device remotely or locally
using the browser-based user interface and a Web browser.

The browser-based user interface can be used via a communication network:
®  During commissioning

—  Checking and adjusting the values of a specific setting

—  Comparing the values of 2 or more devices

—  Checking a setting value against a user-defined setting to verify whether the setting value differs
from the default value specified by Siemens

®  During an inspection
—  Querying a value in order to adjust a test case, for example to preset the tripping current

—  Viewing all types of measured values, for example functional measured values and derived values
such as the minimum/maximum and mean values

—  Displaying the deviation of the expected measured-value quality.
®  While operating the device

The browser-based user interface is especially optimized for the protection system and provides comprehen-
sive support during testing and commissioning from the PC or laptop computer.

All relevant device information and setting options are displayed graphically on the screen.
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Operation

If you are familiar with the structure of the settings in DIGSI 5 and on-site operation, you can navigate through
the same structure (for example function groups, function blocks, and the diagram on the on-site operation
panel) using the browser-based user interface.

The PC that you wish to use to operate the SIPROTEC 5 device must be connected to the device via a network
cable. The PC and the SIPROTEC 5 device must be switched on.

Before you operate the device using a Web browser, you first have to check the security settings. With the
security settings, you restrict the access rights for Web access (Port J and Ethernet communication module).
You can define the security settings in DIGSI in the project tree under Security — Network access security.

You can assign the following access rights:

® No access:
This interface does not allow access to the device.

®  Read-only access:
This interface only allows read access to the device.

®  Read/write access (default setting):
This interface allows read and write access to the device.

To operate the device via the browser-based user interface, proceed as follows:

®  Connect the SIPROTEC 5 device (for example Port J) to your PC using a network cable.

i 0

NOTE

If the device has an Ethernet communication module, you can also use the ports E, F, N, or P, or you can
access the device via the USB interface.

i @

NOTE

To access the device via the USB interface, use the following IP address: 192.168.2.1.

In order to access the device via the integrated Port J, define the following setting of the access under
Network access security in DIGSI:

Web access

1331.20431.101 Integrated Port J: ‘ read and write access

2

1331.20431.102 Module Port E: ‘no access

[sc_webaccess, 2, en_US]

Figure 7-1 Security Setting in DIGSI

i @

NOTE

Note the IP address and the port number of the interface used for communication between the PC and the
browser-based user interface. Make sure that the 12-digit IP address for the Web browser has been
correctly set using the format *** *** *** *** vig DIGSI.

® launch the Web browser on your PC.

®  Enter the IP address of the device in the address line of the Web browser, followed by the port number
4443, for example https://172.16.60.60:4443, and confirm the entry using the ENTER key.

i

NOTE

You may operate the SIPROTEC 5 device using DIGSI 5 and using the browser-based user interface in
parallel.
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i

NOTE

Some Web browsers may have problems connecting to the specified IP address of the device; in this case,

delete the associated certificate in the Web browser.

Depending on the security configuration of the SIPROTEC 5 device, the following log-in dialogs are available:

®  Variant 1:

If you allocated a connection password in DIGSI 5 under Operations safety and access control, the login
dialog starts with the non-editable user name Siprotec 5. You must enter the connection password

configured in DIGSI as the password.

®  Variant 2:

If you have configured the role-based access control (RBAC) in DIGSI 5 under Operations safety and
access control, the login dialog starts with the request of the user name and password that you config-

ured on the RADIUS server.

®  Variant 3:

If you have configured neither the role-based access control nor the connection password, the login
dialog starts with the non-editable user name Siprotec 5. The text box for the password must remain

empty.

Once the Web browser is successfully connected to the device, the following login dialog (for Variant 2) will
appear, for example:

Log on to device

-
1 Enter user name and password

User name #*#*##**
Password ####x#

Language en-US

[scwebmonitor, 1, en_US]

Figure 7-2 Login Dialog for the Browser-Based User Interface

®  Enter the user name in the text box User name.

®  (lick into the text box Password and enter the password.

®  Selectalanguage.

i @

NOTE

If role-based access control (RBAC) is active, access is possible only after a successful user name and pass-

word authentication check.

You can find more information on this in the Security Manual.

i 0

NOTE

The language selection depends on the language set for the user interface of the device.
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®  (Click the button with the checkmark.

[scwebmonitor_enter, 1, --_--]

Figure 7-3 Confirmation Button

After a successful login, the following buttons are available:

SIEMENS
SIPROTEC 7UT85
SIPROTEC §

Device Engineering

SIPROTEC 5 Date & Time

Monitoring Measurements

Display Pages Runtime data Operational values Function values Statistics
Terminal assign Recording

Binary inputs Binary outputs Fault recorder

Diagnosis Administration Service

Inactive functions DiaglLogs Certificates Support
0 Test, 7 Inactive

[scwebmonitor1, 5, en_US]

Figure 7-4 Buttons for the Browser-Based User Interface

Alarms

0 Warnings, 0 Alarms

You can view the corresponding sections, or you can edit them by clicking the individual buttons.

Timeout
~ NOTE
l If you do not perform any action on the browser-based user interface within a defined time range, the
Web browser disconnects from the device.
The following messages appear:
Session Timeout Session handling
‘four session expires. Session timeout expired
Remaining time: 02:15 seconds. > You have to log on again
[scwebmonitor14, 1, en_US]
Figure 7-5 Time-Out
After a certain time has elapsed, you must log on to the device again using the Web browser (see Figure 7-5).
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Confirmation ID

You can activate the confirmation ID for editing device settings in DIGSI 5 under Operational safety and
access control. This is queried once, before the first changes are made to the device settings in the browser-
based user interface.

Confirmation IDs and connection password

Enter confirmation ID

Active |Scope of operation Action Description
[ | settings { operation Change... Allows change of settings and access to process data.
[] FctkeyiPB operation Allows operating via function keys and push-buttons only with confirmation 1D (of SettingsiOperation).
M switching (process) Change... Allows switching operations.
[  switching (unlocked) Change... Allows switching operations. Interlocking conditions getignored or get considered.
B Switching authority Change... Definition of the authority for switching operations. LOCAL always has higher priority than REMOTE.

[scaccesscontr, 1, en_US]

Figure 7-6 Activation of the Confirmation ID

If you have secured the changing of settings by a confirmation ID, the following dialog appears when a setting
is changed:

Authorization required

® You need to enter your confirmation 1D to
1 change these settings.

Confirmation 1D |

[scconfid, 1, -_-]

Figure 7-7 Query for the Confirmation ID
After entering the confirmation ID, the changed setting is adopted.
Other Buttons

Table 7-1 Overview of Buttons

Button Meaning

Use this button to log off (logout).

Use this button to adopt the changed parameter and save in the device.

Use this button to refresh the displayed page.

_ If you change device settings, read fault records, and perform other write-access
gy 2 operations via the Web browser, you can check the result using this button. You
can leave the displayed list by clicking this button again.

@ Use these buttons to filter the displayed list or to delete the entire list.

@ Use this button to control an LED reset.
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Button Meaning

Use this button to access the home screen and the list box.

SIPROTEC 5
Settings
Logs
Runtime data
Operational values
Function values

Statistics

Use this button to start generating a fault record.

Use this button to pause data transmission.

@ Use this button to start an export (for example, for operational indications).

_ Use these buttons to switch the measured values and statistical values to
Primary primary, secondary, or percentage values.

Secondary

Percentage

Structure of the User Interface

You can navigate via the displayed buttons or via the list box, as required.
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Using the buttons or the list box, you can change the settings of the connected device, check them, or retrieve

and export information.

SIPROTEC 5
Settings Engineering
Date & Time
Display Pages

Logs
Runtime data
Operational values

Function values

Statistics

Binary inputs

Binary outputs

e
N

Inactive functions DiagLogs

LEDs
Fault recorder
Alarms
Inactive functions
DiagLogs
i Cerificates

i Support

0 Test, 7 Inactive

[scnaviwebmon, 4, en_US]

Figure 7-8 Overview of Buttons

1) Open the list box
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SIEMENS
SIPROTEC 7UTB5
SIPROTEG 5

Measurements

Operational values Function values Statistics

Recording

Administration Service

Certificates Support
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7.3

7.3.1

7.3 Buttons

Buttons

General

The buttons and submenus of the browser-based user interface are described using the example of a trans-
former protection device.

i @

NOTE

Depending on the device variant, different buttons and submenus are available for the browser-based
user interface.

7.3.2 Device
SIPROTEC 5
[scwebmonitorGK, 1, en_US]
Figure 7-9 SIPROTEC 5 Button
Device information such as the product code, the firmware version of the device, or the current operating
mode of the device are displayed using the SIPROTEC 5 button.
SIPROTEC 7UTg5
Process mode
V078013
V078013
2018-06-06 08:12:23
10203
Ps201
7UTE5-DAAA-AAD-DAAAAD-ASD111-A3T13B- o2t
ABA00D-000ACO-CC1BA1-CLO
_ ETH-BA-2EL
BMDDDD123456 Eli-EL
[scwebmonitor2, 2, en_US]
Figure 7-10 Device Information
7.3.3 Engineering
Settings Date & Time
[scwebmonitorEK, 2, en_US]
Figure 7-11 Engineering Buttons
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2 buttons are available:

® Settings:
An overview of the function groups is displayed using the Settings button.

The settings of a function group are displayed and can be edited and saved on the device by clicking
the appropriate button. You can find a detailed description, with examples in chapter 7.4.7 General.

9 e @ (;.3!0 @ SIEM&I?"I?OTEC?UTSS
YOEHO

Recarding gz mer 2 ransformer diff. 1 Circuit br

Transformer
2O E30 5O B0

w Side data

Neutral point  isolated
Winding configuration Y (Wye)

Vector group numeral 0

4 4 4 4

Side number  Side 1
Mi3ph1 usesMeasP with ID 1
CT mismatch M I-3ph 1 1155

CT mismatch M 1-3ph 11N 1 153

[scwebmonitor19, 3, en_US]

Figure 7-12  Displaying and Editing Settings
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® Date &time:
You can adjust date & time using the Date & time button.

YO -

[scwebmondati, 1, en_US]

Figure 7-13 Setting Date and Time

7.3.4 Monitoring

Display Pages Runtime data

[scwebmonitorUK, 2, en_US]

Figure 7-14  Monitoring Buttons

3 buttons are available:

® Display pages:
The current single-line diagram of the device is displayed using the Display pages button. You can select
the pages individually, as on the SIPROTEC 5 device. The displayed values are constantly updated and
cannot be changed.

[scwebmonsilidi, 1, en_US]

Figure 7-15 Diagram
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® logs:
The logs are displayed using the Logs button. You can display the content by clicking the desired log and
can download it in CSV format. You can find a detailed description with examples in chapter
7.4.1 General. Depending on the device, the following logs are available:
SIEMENS
SIPROTEC 7UT85
Operational log Fault Log User Log
Operational log Fault log Ground-fault log User log 1 User log 2
66 Enfries 0 Entries (0 Entries (0 Entries [l =
Further Log
Setting-history log Motor-starting log Com supervision log
6 Entries (0 Entries 0 Entries
[scwebmonitor3, 2, en_US]
Figure 7-16 Menu of the Logs
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®  Runtime data:

The state of all signals is displayed using the Runtime data button. Depending on the device, the
following runtime data can be viewed:

SIEMENS
SIPROTEC 7UT:

ﬁ ° Runtime data °

General Alarm handling Time sync. LED notin FG

Device Time managem. Res. bin. out.

Power system Recording Security

Transformer side. 1 Transformer side 2 Transformer diffe,1 Circuit breaker 1 Circuit breaker 2

J:Onboard Ethemet F:ETH-BA-2EL E:ETH-BA-2EL

[scwebmonitorRD, 1, en_US]

Figure 7-17 Runtime-Data Menu
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The following figure shows an example of the state and quality of inputs and outputs under the
General button:

SIPROTEC 7

YO 2O -

[sclaufzeitzustqual, 1, en_US]

Figure 7-18 State and Quality of Inputs and Outputs

7.3.5 Measured Values

[scwebmonitorMK, 1, en_US]

Figure 7-19 Measurements Buttons
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3 buttons are available:

®  Operational values:

7.3 Buttons

An overview of the function groups can be displayed via the Operational values button. The measured
values can be displayed by clicking the desired function group. You can find a detailed description with

examples in chapter 7.4.7 General.

L@

ﬁ Operational Transformer side,
walles 1

Circuit

Prirnary Secondary Percentage

f 50.0 Hz Ik A
Iph:B

Iphic

Iphires

IN

[scwebmonitor15, 2, en_US]

Figure 7-20 Example of Operational Measured Values
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®  Function values:
An overview of the function groups is displayed via the Function values button.

The functional measured values can be displayed by clicking the desired function group (see
Figure 7-21).

SIEMENS
SIPROTEC 7UT85

h ° Function values o

Power system Transformer side 1 Transformer diff. 1

SIEMENS
SIPROTEC 7UT85

| diff:A 1.155 1rob;
I restr.A 1.155 1on;
1 diff..B 1.155 1Cbj
I restr.:B 1.155 wroy)
I diff-C 1.155 uronj
| restr..C 1.155 1nrobj

[scwebmonitor16, 2, en_US]

Figure 7-21 Example of Functional Measured Values
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®  Statistics:

An overview of the function groups providing statistical values is displayed via the Statistics button. The
statistical values, for example device operating hours, can be displayed by clicking the desired function
group (see the following figure).

CRENCREIN) g
- SIPROTEC 7UT85

YO EZNO

ece @ T
- SIPROTEC 7UT85

YO EZNO -
Prirnary Secondary Percentage

Device operating hours 20 h

[scwebmonitor18, 2, en_US]

Figure 7-22 Statistics

7.3.6 Terminal Assignment

Terminal assign

Binary inputs Binary outputs

[scwebmonitorKK, 1, en_US]

Figure 7-23 Terminal Assignment Buttons
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124

3 buttons are available:

Binary inputs:

An overview of the connected binary inputs is displayed via the Binary inputs button. You can display the
assignment of the binary inputs for this module by clicking a button in the left section (for example, base
module). You can find a detailed description with examples in chapter 7.4.7 General.

SIEMENS
SIPROTEC 7UT85

Row 1: Device Position 1 - Base housing
Type No. Terminal Routing Value
Binary input# 11 D11-D8

Base housing Circuit breaker 1:Ci. intermedi. ..

Binary input# 12 D12-D10 -
10208 Circuit breaker 1:Ci. intermedi. ..

Binary input# 1.3 D11-D13
— Circuit breaker 1:Ci. off
E Binary input# 1.4 D12-D14
6 Binary input# 21 B11-B12 -
Circuit breaker 2:Ci. intermedi. ..
Binary input# 22 B11-B14
Circuit breaker 2:Ci. intermedi. ..
Binary input# 23 B11-B13

[scwebmonitor108l, 1, en_US]

Figure 7-24  Assignment of Binary Inputs

Binary outputs:

An overview of the connected binary outputs is displayed via the Binary outputs button. You can display
the assignment of the binary outputs for this module by clicking a button in the left section (for example,
base module).

SIEMENS
SIPROTEC TUT&5

Row 1: Device Position 1 - Base housing
Type No. Terminal Routing Value
Binary output# 1.1 D2-D1

Base housing Circuit breaker 1:.Ci...  off

Binary output# 1.2 D4-D3 -

: Circuit breaker 2:Ci off
Binary output# 13 D5-D5

I

5

Bi tput# 14 D8-DT

HE inary outpu

6 Binary output# 21 B3-B4

10202 Binary output# 2.2 B5-B6-B6

[scwebmonitor10BO, 1, en_US]

Figure 7-25 Assignment of Binary Outputs

Transformer diff. 1 off
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® |EDs:

An overview of the connected LEDs is displayed via the LEDs button. You can display the assignment of
the LEDs for this module by clicking a button in the left section (for example, base module).

000 @
3= SIPROTEC 7UT85|

Row 1: Device Position 1 - Base housing

Type No. Terminal Routing Value
Base housing LED# 1.1
m Transformer side 1:Group indicat-Pickup. phs A - [L]latched off
Transformer side 2:Group indicat.-Pickup.phs A - [L]latched off
m Transformer diff. 1:Group indicat.:Pickup.phs A - [L]latched off
LED# 1.2 -
m Transformer side 1:Group indicat.:Pickup.phs B - [L)latched off
6 Transformer side 2:Group indicat-Pickup.phs B - [L]latched off
Transformer diff. 1:Group indicat.:Pickup.phs B - [L]latched off
LED# 1.3
Transformer side 1:Group indicat :Pickup_phs C - [L]latched off
Transformer side 2:Group indicat.:Pickup.phs C - [L]latched off

[scwebmonitor10LED, 1, en_US]

Figure 7-26  Assignment of LEDs:

7.3.7 Recording

Recording

Fault recorder

[scwebmonitorSS, 1, en_US]

Figure 7-27 Fault-Recorder Button

The fault records of the standard recorder can be called up via the Fault recorder button. Additional datasets
are available for the 7KE85 fault recorder (Figure 7-28). You can find a detailed description with examples in
chapter 7.4.1 General.

SIEMENS
SIPROTE

YO =0

Fast-scan Slow-scan Continuous

Fast-scan Fast-scan Slow-scan 1 Slow-scan 1 Continuous 1

NATIVE: 3 Entries COMTRADE: 9 Enfries NATIVE: 1 Entries COMTRADE: 3 Entries PQDIF: 12 Entries

[sc_faultrec-ke, 1, en_US]

Figure 7-28  Additional Buttons on the 7KE85
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If necessary, you can export the datasets in COMTRADE format, and the extended datasets as native,
COMTRADE and PQDIF formats.

SIEMENS

SIPROTEC 7UT85_A

SIPROTEC 5

ﬂ ° Fault recorder ° Fault recorder

D Fault number File Name Trigger Date Trigger Time State
D 1 | FRA00001 2011-02-26 02:15:44.162 New
D 2 | FRA00002 2011-02-26 02:15:47.953 New
D 3 | FRA00003 2011-02-26 02:15:51.602 New
D 4 | FRA00004 2011-02-26 02:15:56.225 New
D 5 | FRAO0005 2011-02-26 02:16:00.562 New

[scstandardReclLi, 1, en_US]

Figure 7-29 Example of a Fault-Record List

7.3.8 Diagnosis

Diagnosis

Alarms Inactive functions DiaglLogs

0 Wamings, 0 Alarms 0 Test, 7 Inactive

[scwebmonitorDlI, 2, en_US]

Figure 7-30 Diagnosis Buttons

3 buttons are available:

® Alarms:

The possible device warnings and alarms are displayed in one table via the Alarms button:

ecec: o
¢ SIPROTEC 7UT85_A

SIPROTEC §

YO

10 of 10 logs loaded

Date Time Function Function block State
19.03.2019 00:28:03.654 Power system::Meas point I-3ph 1 Brk wire det. alarm
19.03.2019 00:28:03.665 Power system::Meas.point I-3ph 1 Supv. balan. | alarm
19.03.2019 00:28:03.650 Line 1::Operational values General warning
19.03.2019 00:28:03.630 Line 1::50/51 OC-3ph-A1 Definite-T 2 alarm
19.03.2019 00:28:03.646 Circuit breaker 1: Circuit break. warning
19.03.2019 00:28:03.643 Disconnector 1: Control alarm
19.03.2019 00:28:03.643 Disconnector 2: Control warning
19.03.2019 00:28:03.645 Disconnector 3: Interlocking warning
19.03.2019 00:28:03.644 J:Onboard Ethernet: General warning
19.03.2019 00:28:03.645 E:ETH-BA-2EL: General warning

[scAlarmAndWarningList, 1, en_US]

Figure 7-31 Alarm List
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® |nactive functions:

The functions that are inactive or switched to test, depending on the device, are displayed via the Inac-
tive functions button:

SIEMENS
SIPROTEC 7UTB5_A

20 of 20 logs loaded

Date Time Function Function block State
19.03.2019 00:28:03.660 General Protection inactive
19.03.2019 00:28:03.654 Power system::Meas_point I-3ph 1 Bri.wire det. Inactive
19.03.2019 00:28:03.665 Power system::Meas.point I-3ph 1 Supv. balan. | Inactive
18.03.2019 00:28:03.665 Power system::Meas_point I-3ph 1 Supv. ph.seg.l Inactive
19.03.2019 00:28:03.665 Power system::Meas_point I-3ph 1 Supv. sum | Inactive
18.03.2019 00:28:03.665 Power system::Meas._point V-3ph 1 Supv. balan. V' Inactive
19.03.2019 00:28:03.665 Power system::Meas.point V-3ph 1 Supv. ph.segV Inactive
19.03.2019 00:28:03.665 Power system::Meas_point V-3ph 1 Supv. sumV Inactive
10.03.2019 00:28:03.633 Line 1::External trip 1 Stage 1 Inactive
19.03.2019 00:28:03.634 Line 1::59 Overvolt.-3ph 1 Definite-T 1 Inactive
18.03.2019 D0:28:03.634 Line 1::59 Overvolt-3ph 1 Definite-T 2 Inactive
19.03.2019 00:28:03.630 Line 1::50/51 OC-3ph-A1 Definite-T 1 Inactive
19.03.2019 00:28:03.630 Line 1::50/51 OC-3ph-A1 Definite-T 2 Inactive
19.03.2019 00:28:03.630 Line 1::50/51 OC-3ph-A1 Inverse-T 1 Inactive
19.03.2019 00:28:03.630 Line 1::21 Distance prot. 1 General Inactive
18.03.2019 00:28:03.627 Line 1::21 Distance prot. 1 Z1 Inactive
19.03.2019 00:28:03.627 Line 1::21 Distance prot. 1 Z32 Inactive
18.03.2019 00:28:03.627 Line 1::21 Disiance prot. 1 Z3 Inactive
19.03.2019 00:28:03.627 Line 1::21 Distance prot. 1 24 Inactive
19.03.2019 00:28:03.640 Circuit breaker 1::79 Auto. reclosing General Inactive

[scInactiveFunctionsList, 1, en_US]

Figure 7-32 List of Inactive Functions
® Diaglogs:
The device-diagnosis log can be read using the DiagLogs button:

0 @ SIEMENS
SIPROTEC 7UT8S

Sl 5

Device
ﬁ ° Diaglogs| diagnosis

34 of 34 logs loaded

Date Time Message Number  Severity Indication

18.05.2020 11:40:23.385 21z Common The startup of the device was successful A
18.05.2020 11:40:08.829 8307 Common Firmware-version failure: 1) Update the.

18.05.2020 11:36:37.157 8266 Common Internal firmware failure: If the failure re.

02.04 2020 14:57:54 585 2112 Commaon The startup ofthe device was successful

02.04.2020 14:57:15.509 8266 Commen Internal firmware failure: If the failure re.

02.04.2020 14:51:53.454 212 Common The startup ofthe device was successful

[scdevdialog, 2, en_US]

Figure 7-33 Device-Diagnosis Log
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7.3.9 Administration

Administration

Certification

[scwebmonitorVW, 2, en_US]

Figure 7-34  Certificate Buttons

NOTE

i @

You can find more information on this in chapter 6 of the Security manual (C53000-H5040-C081).

If you want to configure a certificate, you can switch to the certificate management using the Certificates
button.

R

IO EZI0

Certificate management

Certificates in use Certificate authorities J| Requested

certificates

[scwebmonitorzV, 1, en_US]

Figure 7-35  Certificate Management Buttons
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3 buttons are available:
® (Certificates in use:

You can check which communication area a certificate is being used for using the Certificates in
Use button. In this case, you also have the option of loading another certificate to the device or
deleting an existing one.

ea €9 @ @O e SIES!I\(F‘[’FEIECI?JTSE(.‘,7UT85_02

SIPROTEC 5

lm' Certificates o Certificates in
use

) DIGS|: Communication module port E

v

Webgerver: Communication module port E
DIGSI: Integrated port J @
Serial number:  OF

Subject: C = DE, ST = Deutschland, L = Berlin, O = Siemens AG, OU = E D EA, CN = Device

Valid from: Dec 31 23:59:59 2009 GMT
Valid to: Sep 30 23:59:59 2020 GMT
Webserver: Integrated port J

DIGSI: Port USB
Webserver: Port USB

Webserver: Communication module port F

v v v v w

DIGSI: Communication module port F
|

[scwebmonitorZE, 1, en_US]

Figure 7-36 Selecting a Certificate

(1) Loading a certificate to the device
(2) Current certificate data, for example DIGSI: Integrated port J
3) Deleting the certificate

®  (Certificate Authorities

You can display the imported certificates that you have loaded into the device using the Certificate
authorities button.

ﬁ ° Certificates ° '3 rtf'-'te_.
au ES

w DIGSI
Serial number. 01

Subject: C=DE. O = Siemens AG, OU = DF, CN = Siemens Automation CA 2016
Valid from: Mar 3 00:00:00 2016 GMT
Valid to: Mar 2 23:58:58 2026 GMT

[scwebmonitorZS, 1, en_US]

Figure 7-37 Certificate Authorities

®  Requested Certificates
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Using the Requested Certificates button, you can display the certificate currently being used in the
device, for example, DIGSI: Integrated port J, and then export it.

e @% @ @ 0 @ SIESrI\I/DIIECII)\'lTSEC 7UT85_(12

SIPROTE(: 5

Certificates Requested
certificates

DIGYl: Communication module port E

v

erver: Communication module port E

4

DIGSI: Integrated port J @
Subject:  CN =7UT85 PortJ DIGSI, SN = SIPROTECS 7UT85, serialNumber = BMDDDD123456

Webserver: Integrated port J
DIGSI: Port USB
Webserver: Port USB

Webserver: Communication module port F

v v v vyw

DIGSI: Communication module port F

[scwebmonitorZA, 1, en_US]

Figure 7-38 Requested Certificates

(M Current certificate, for example, DIGSI: Integrated port J
2 Exporting the certificate

7.3.10 Service

Service

Support

[scwebmonitorSV, 1, en_US]

Figure 7-39 Support Button
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If the device has a technical problem, you can use the Support button to generate a dataset. This dataset
contains only data from the internal device error buffers and no configuration data. If necessary, you can
provide the dataset to the Customer Support Center.

? Do you want to create a device-specific file for support?

e

[scsupportservice, 1, en_US]

Figure 7-40  Support Data
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7.4 Examples

7.4.1 General

To illustrate working with the browser-based user interface, the procedure is shown using the following 2
examples:

® Reading and exporting operational indications from the device
®  Changing the settings of a function group and saving them in the device

There must be a communication connection between the PC and the device. You can find more information
about device login in chapter 7.2 Operation.

7.4.2 Example 1: Reading out Operational Indications

The operational log of the device shall be read out and subsequently exported via the browser-based user
interface.

< Log on to the device via a Web browser.
< Select the Logs button from the Monitoring menu.

Monitoring

Display Pages 5 Runtime data

[scwebmonitorUK, 2, en_US]

Figure 7-41 Logs Button

< Select the Operational log item in the list box or the Operational log button.

e e @ @0 e SIEMEI:‘EOTEC 7UT85

Operational log R Fault Log
Operational log | Fault log Ground-fault log

65 Eniries ) 0 Entries 0 Entries

4

Setting-history log
User Log

Further Log
Selting-history log Motor-starting log

Moter-starting lo
User log 1 ° g

2 Entries 0 Entries

0 Entries 0 Entries

[scwebmonitor11, 2, en_US]

Figure 7-42 Reading the Operational Log
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The operational indications of the device are shown in a table.

(=)

C)

[t

m Operational log

50 of 65 logs loaded

7.4 Examples

SIPROTEC TUT8%

©10

09.04.2018 09:38:09.978 | EEETH-BA-2EL:Channel 1 Line Mode:Redund. Channel Live

09.04.2018 09:38:09.947 | EEETH-BA-2EL:Channel 1 Line Mode:Channel Live on

09.04.2018 09:38:07.765 | Circuit breaker 1 Control:Cmd. with feedback SPN intermediate h
09.042018 09:38:07.765 | Circuit breaker 2 Control:Cmd. with feedback SPN intermediate
09.04.2018 09:38:07.765 | Circuit breaker 2 Circuit break.:Position SPN intermediate
09.04.2018 09:38:07.765 | Circuit breaker 1 Circuit break.:Position SPN intermediate
09.042018 09:38:07.760 | Recording Grnd -fit log:Fault number 0

09.04.2018 09:38:07.760 | Recording:Fault recorder Control:Clear memory false

09.04.2018 09:38:07.760 | Recording:Fault recorder Control:Reset memory false

09.042018 09:38:07.760 | Recording:Fault recorder Control:Start record false

09.04.2018 09:38:07.760 | General Protection inactive on

09.04.2018 09:38:07.760 | Device:Device startup off

09.04 2018 09:38:07 760 General Active settings group 1 -

[scwebmonitor4, 2, en_US]

Figure 7-43 Operational Indications

< To export the content of the operational log, select the following button:

©

[scwmbutton12_solo, 1, --_--]

Figure 7-44  Dataset Export

< Confirm the write operation by clicking the tick.

Export logs

The logs were written to file.

[scexport3, 1, en_US]

Figure 7-45  Confirmation Dialog

<~  Start to export the operational-log content by clicking the Start download link.
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Export logs

+ Flle ready for download.

Start download

[scexport1, 1, en_US]

Figure 7-46 Export of the Operational-Log Content

< Inthe following dialog, select whether you wish to open or save the exported data.

Once you have saved it, the content of the operational log is available outside the device.

7.4.3 Example 2: Changing Settings

In this example, the vector group number in the function group Transformer page is changed using the
browser-based user interface.

< Log on to the device via a Web browser.
< Inthe Engineering menu, select the Settings button.

Engineering

Date & Time

Settings

[scwebmonitorEK, 2, en_US]

Figure 7-47 Settings Button

< Click the buttons Transformer side 1 — General — Side data one after the other.

- NOTE
l You can also select the individual menu items via the list box.
Transformer side 1 General Side data
[sctransf4_kompl, 1, en_US]
Figure 7-48 Function-Group Buttons
< Inthe selection dialog, select the new vector-group number.
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SIPROTEC 7UT84
SIPROTY

YO EX10 RO B0 -~

Do~ RO

- o

[scseitenda, 1, en_US]

Figure 7-49  Changing the Vector-Group Number

If you have activated the entry of a confirmation ID, proceed as follows:
< Enter the confirmation ID in the dialog.

®  You need to enter your confirmation ID to
1 change these settings.

[
() (%)

Figure 7-50 Confirmation ID Dialog

[scconfid, 1, -_-]

< Confirm the entry by clicking the tick.

< Then, transmit the change to the device by clicking the tick in the upper menu area.

O @

[scapplychange, 1, --_-]

Figure 7-51 Apply Changes

The change is applied and saved in the device.
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8.1 Overview

8.1

138

Overview

This chapter describes the handling of a SIPROTEC 5 device in the operating state. It contains the following
information:

® Reading information from the device
e Affecting the functions of the device in the operating state
®  Controlling your system via the device

More detailed information about the function of the device is not needed. You must with be familiar with the
principles of operation according to chapter 5 Using On-Site Operation Panel and chapter 6 Using DIGSI 5.
Take note that the examples shown are general examples and in terms of wording and detail can vary on the
given device depending on variant and configured functional scope. Please refer to the respective device
manual for the process data that your device can process.
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8.2  Safety Notes and Access Rights

8.2.1 Safety Notes

Authorized Operational Crew

A DANGER

Danger due to inadmissible or improper operator control actions
Noncompliance with the safety notes will result in death or severe injuries.

< Only personnel who are skilled electricians with precise knowledge of the system may operate devices
during operation.

< Please carry out all operator control actions in the indicated sequence.

° NOTE
l Operator control actions are password-protected (see chapter 117 Security Settings in the Device). This
ensures that only operational crew members with access rights can use the device during operation.
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8.3 Operation Options

8.3

8.3.1

Operation Options

General

The device is operated via a DIGSI 5 PC or directly on the on-site operation panel. You have the following oper-
ating options during operation:

® Readout of indications
®  Readout, backup, and deletion of logs and records
®  Setting and resetting event counters

® Changing device settings such as date, time, display contrast (only on site on the device) and interface
language

®  Changing passwords (only with DIGSI 5)
®  Changing function parameters and switching of settings groups
®  Switching operating modes (for example, test mode)

®  Controlling equipment

i 0

NOTE

DIGSI 5 Communication

Operation using a DIGSI 5 PC requires a functioning communication connection from the DIGSI 5 PC to the
device. For this purpose, you can use the USB interface of the on-site operation panel, the integrated or
other Ethernet interfaces.

i 0

NOTE

Protection from Operating Errors and Unauthorized Access

® (Changes to device settings and the deletion of process data can be saved by entering confirmation
IDs. If no action takes place within certain times (device: 3 minutes, DIGSI 5: 10 minutes), an open
confirmation query is automatically terminated. Every action carried out within these times restarts
the time. After a confirmation query has ended you must confirm changes in device settings again by
entering confirmation IDs.

® Before modified settings or the activation of control commands is accepted, there will be additional
requests to enter the confirmation ID. You acknowledge these requests directly on the on-site opera-
tion panel by pressing the softkey buttons. You confirm the interactive dialog in DIGSI 5 by mouse
click.

8.3.2

140

Online Operation Using DIGSI 5

During online operation, you establish a direct connection to the device to be operated. You use this method
for:

®  Commissioning
® Test and diagnostics
® (Changing settings in the operating state

Online operation with DIGSI 5 is beneficial in these operating modes because you do not first have to create a
device in a project. As soon as you have created the corresponding device in a project, however, only operate
the device from there. Your settings are then saved on your PC and are available for offline configuration and
parameterization tasks.
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Procedure

8.3 Operation Options

< Firstidentify all devices reachable via the PC communication interfaces. You can identify your device via

the DIGSI 5 project tree.

<~ Establish a connection to a selected device.

< If needed, you can assign a selected device to an existing project.

Device Identification via the DIGSI 5 Project Tree

<{-  Select the utilized PC interface from Online access (a).

< Click the Update accessible devices button (b).

The accessible devices are displayed (c).

Devices

.
2

- [ Online access
'f Displaythide interfaces
» [ com
» Eﬂ Intel(R} Ethernet Connection {2} 1219-L4
» Eﬂ Microsoft KMHIEST Loopback Adapter
- Eﬂ Realtek PCle GBE Family Controller a)
ﬁuh? Update accessible devices D}
= [I 7UTB5_A (Assigned) c)
|F‘_o Device information
a Refresh device data
» %J Logs
» _ |Records
i1 | Indications
» . Measurements
} /i Testsuite
] Eﬂ PC internal [Local]
» [0 UsB [S7USB]

[scgerinf-090718, 1, en_US]

Figure 8-1

w FIFITF

Establishing a Connection to Selected Devices

-

-

-

- v

General

DIGSI 5 u
Hardware
Print optit
Online &
FLC alarr
Keyboard
Password
Charts

Device Identification via the DIGSI 5 Project Tree

After device identification, the accessible devices are displayed in the project tree under the respective
communication interfaces of the PC.
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You can now establish a connection to the devices.

Devices
b Ger

= Ix_m Online access DIG
'f Displayfhide interfaces b Har
» [ com
] Eﬂ Intel{R} Ethernet Connection {2} 1219-LM
» [0 Microsoft KMTEST Loopback Adapter
= Eﬂ Realtek PCle GBE Family Controller
£i? Update accessible devices
v [0 7UTB5_A (Assigned) a)
|F'_ﬂ Device information
= Refresh device data

Prin
» Onl
PLE
Key

-

Pas
Cha

w FFIH

-

Logs
E@ Operational log
%ﬁ setting-history log
i | com supenision log
! Faultlog
%J Userlog 1
EJ User log 2
%J Motor-starting log
4| Groundfaultlog
» _ | Records

i1 Indications
3 . Measurements
b () Test suite

[scwalger-090718, 1, en_US]
Figure 8-2 Device Identification via the DIGSI 5 Project Tree

<~ Under Online access — Interface, open the desired device (a).

The basic information is displayed below the device.
You can find the following tabs in the menu item Device Information:

®  Device information

®  Resource consumption

® |og for device diagnosis and security
®  Time Information

®  Diagnostic information

< Click Refresh device data to read the parameter set and the process data of the device. The device data
is loaded and the view completed.

You can fully operate and set the connected devices under Online access in the DIGSI 5 project tree.

Adding a Selected Device to a Project

You can accept devices identified online into an existing project. The devices are also available for possible
offline operation. You can take over the devices in 2 different ways:

< Use Drag & Drop to assign the online device to the corresponding device created in a project.

NOTE

i 0

Make sure that the created device corresponds to the device identified online. Otherwise, it is not taken
over into the project.

< If you have not done so yet, add the online device to the opened project (see following figure) via the
context menu (right mouse click).
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« [ Online access

1 Displaythide interfaces

~ [ com =)
~ [ 70m87.7 (Assigned) i I
L@ Device informatio ¥ oo CErl+
*4 Refresh device da :_E Copy Crl+C
» E_ Logs 5| Paste Cerla
P | Records Compare devices...

11] Indications Connect to device and retrieve data  Alt+Crrl+ O

4 Measurements Disconnect device Alt+Ctrl+F
b ) Test suite

. ) Load fi tion to dewvi
b [0 Intel(F) 8257900 Gigabit] 0 o AHTEREITS EEMIES

Load firmware to device

Initialize device

Copy online device to project

Aszign device
Rernove assignment

< il

Add new device

Settings [d Properties... Alt+Enter

[scprohin-080916-01, 1, en_US]
Figure 8-3 Adding a Selected Device Configuration to a Project

8.3.3  Offline Operation Using DIGSI 5

Offline operation offers you the ability to carry out complete configurations and extensive parameterization of
a device. Once you have finished all settings, you can load the configuration from the DIGSI 5 PC to the device.
If the loading operation was successful, the device restarts automatically.

Typical Applications of Offline Configuration

< Creating a configuration by selecting a suitable application template and subsequently adjusting the
settings to the individual conditions

< Reusing a standardized configuration in multiple devices

< Extensive changes in configurations and setting parameters

° NOTE

l For a device to be editable offline, you must first have created it in a project. After successful loading of the
configuration, the device restarts automatically.

Procedure
From the project tree, select the project containing the device to be operated.
Select the respective device within the project.

Open the device in the project tree.

e e

You can now carry out configurations and settings in offline mode.

All the corresponding submenus are listed in the project tree under the device name.
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Figure 8-4 Offline Operation of the Device
< To establish a connection to the device, right-click the device and from the context menu that appears
select Assign device (Figure 8-5 a).

< Select Load Configuration to Device (Figure 8-5 by right-clicking from the context menu that appears b)
and enter the confirmation ID.

The configuration is transferred and the device restarts automatically after successful transmission.

H 7skes izl
B ¥ cut Crl+x
_5'5 Copy Ctrl+C
,‘5 Faste Crrl+4
W Delete Del
Rename F2

_-|-) Export...
j— Inpart..

Upgrade configuration wversion...

5 I b e

Cornpare devices...
Connect to device and retrieve data  Alt+Ctrl+ 0

b} Load configuration to device
Load firmware to device
Update configuration frorn target device

Initialize device

Copy online device to project

a}m
Retnove assighrnent

[scgerzu-070916-01, 1, en_US]
Figure 8-5 Connecting to the Device and Loading the Configuration in Offline Mode
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8.3.4 Using the On-Site Operation Panel

You can operate the device directly on the on-site operation panel even without a DIGSI 5 PC. A numerical
keypad, navigation and function keys are available to you for this purpose. You have the option between a
small or large display.

LEDs allow the display of binary output signals. Key switches offer you optional additional safety for switching
operations. You will find detailed descriptions of components of the on-site operation panel and of navigation
in the device menu tree in chapter 5 Using On-Site Operation Panel.
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8.4 Indications

8.4

8.4.1

Indications

General

During operation, indications deliver information about operational states. These include:
® Measured data

®  Power-system data

®  Device supervisions

®  Device functions

®  Function procedures during testing and commissioning of the device

In addition, indications give an overview of important fault events after a failure in the system. All indications
are furnished with a time stamp at the time of their occurrence.

Indications are saved in logs inside the device and are available for later analyses. The following number of
indications are saved at least in the respective buffer (depending on the scope of the indications):

®  Ground-fault log 100 indications
®  Faultlog 1000 indications

®  User-defined log 200 indications
®  Operational log 2000 indications
®  Motor-starting log 200 indications

If the maximum capacity of the user-defined log or of the operational log is exhausted, the oldest entries
disappear before the newest entries. If the maximum capacity of the fault log or of the ground-fault log is
reached, the number of the last fault is output via the signal Fault log is full. You can route this signal in the
information routing. If indications in the information routing of DIGSI 5 are routed to a log, then they are also
saved. During a supply-voltage failure, recorded data are securely held by means of battery buffering or
storage in the flash memory. You can read and analyze the log from the device with DIGSI 5. The device
display and navigation using keys allow you to read and analyze the logs on site.

Indications can be output spontaneously via the communication interfaces of the device and through external
request via general interrogation. In DIGSI 5, indications can be tracked spontaneously duringonline mode in a
special indication window. Indications can be made accessible to higher-level control systems through
mapping on various communication protocols.

i @

NOTE

All indications are assigned to certain device functions. The text of each indication contains the corre-
sponding function designation. You will find explanations of the meaning of indications in the corre-
sponding device functions. However, you can also define indications yourself and group them into your
own function blocks. These can be set by binary inputs or CFC logic.

Reading Indications

8.4.2

Procedure

146

To read the indications of your SIPROTEC 5 device you can use the on-site operation panel of the device or a PC
on which you have installed DIGSI 5. The subsequent section describes the general procedure.

Reading Indications on the On-Site Operation Panel

The menus of the logs begin with a header and 2 numbers at the top right corner of the display. The number
after the slash signifies the number of indications that are available. The number before the slash indicates
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how many indications have just been selected or shown

*k* EN D * k* .
Operationallog 70/70
22.02.201 08:03:30.934
Line 1:87 Line diff. prot.
I-DIFF:Inactive
on

22.02.201 08:03:30.934
General:Health

alarm
22.02.2011 08:03:30.949

Line 1:87 Line diff. prot.

General:Test local device

22.02.201 08:03:30.949
Line 1:87 Line diff. prot.
General.Test alldevices
22.02.201 09:15:01.979

8.4 Indications

. The end of the indication list is closed with the entry

DIGSIactive
<
[scoprlog-090413-01.tif, 1, en_US]
Figure 8-6 On-Site Display of an Indication List (Example: Operational Indications)
Menu Path Log
Main menu — Indications — Operational log
Fault log

Ground-fault log

Setting changes

User indications 1

User indications 2
Motor-starting indications
Communication-supervision log

Main Menu — Test & Diagnosis — Log —

Device diagnosis
Security indications
Communication indications

To reach the desired log from the main menu, use the navigation keys of the on-site operation panel.

< Navigate inside the log using the navigation keys (top/bottom). You will find the most current indication
at the top of the list. The selected indication is shown with a dark background.

Which indications can be shown in the selected log depends on the assignments in the DIGSI 5 information
routing matrix or is predefined. Every indication contains date, time and its state as additional information.

You will find information about this in chapter 8.5.7 General.

In some logs you are given the option of deleting the entire indication list by softkey in the footer of the
display. To learn more about this, read chapter 8.5.12 Saving and Deleting the Logs.

° NOTE

l No password entry is necessary to read indications from the device.
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8.4.3

Procedure
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Reading Indications from the PC with DIGSI 5

Menu Path (Project) Log
Project — Device — Process data — Log — Operational log

Setting changes
Communication-supervision log
Fault log

User indications 1

User indications 2
Motor-starting log
Ground-fault log

Online access — Device — Device information — Device-diagnosis log

Logs tab — Security indications

Online access — Device — Test suite = Communica- |Communication indications
tion module —

To read the indications with DIGSI 5 your PC must be connected via the USB user interface of the on-site

operation panel or via an Ethernet interface of the device. You can establish a direct connection to your PC

via the Ethernet interfaces. It is also possible to access all connected SIPROTEC 5 devices via a data network

from your DIGSI 5 PC.

< You reach the desired logs of the SIPROTEC 5 device using the project-tree window. If you have not
created the device within a project, you can also do this via the Online access menu item.

After selecting the desired log, you are shown the last state of the log loaded from the device. To update, it is
necessary to synchronize with the log in the device.

< Synchronize the log. For this purpose, click the appropriate button in the headline of the log (see the
ground-fault indications example in Figure 8-7 a)).

¥ DIGSIS - Emsstrasse

Project Edit View Insert Online Options Tools Window Help
GfF yE seveprojecs S/ X 15 g X M2t g > ¢ 5 LARE ¥ 41 %

Emsstrasse » 7SL86 » Process data » Logs » Ground fault log -

Devices = a)
EO O = |5 Reaﬁog entiies [ Delete €5V 00 Showvelues os [primary =
Time stamp Relstive time Fault number Entry number  Functions structure Name
B Add new device [~ [~] [~1ean.) [+] (an.) =] ) =] @)
gh Devices and networks ~ 14/01.01.2011 01:07:36.942 (3) 1 Ground faultlog
- m 75L86 Edm 01.01.2011 01:07:36.942 00:00:00:00.000 1 Line 1:51Ns Sens. GFP 1:310> 1 Pickup
ﬂ)uwu:: information 01.01.2011 01:07:36.942 00:00:00:00.000 2 Line 1:51Ns Sens. GFP 1:General Ground fault
Wu.rdw;,g and protocols 01.01.2011 01:07:36.942 00:00:00:00.000 3 Recording:Ground faultlog Fault number
2 Weasuring-points routing 01.01.2011 01:07:37.242 00:00:00:00.300 4 Line 1:51Ns Sens. GFP 1:310>1 Operate delay expired
«{ Function-group connections » 14 01.01.2011 01:00:03.904 (4) 2 Ground fault log

# Information reuting
f Communication mapping
b i Seutings
» ligj Chans
» —f Display pages
11l Safety and security
» -4 Test sequences
v —f Process data
44 Get all data from device
i |Logs
I8 operational log
14/ Faultlog
4/ 6Ground fault log
14 senting-history log
I Juserlog1
{ Juserlog2 = 1

m

[scgrflmd-191012-01, 1, en_US]

Figure 8-7 DIGSI 5 Display of an Indication List (Example of Ground-Fault Log)

You will find additional information about deleting and saving logs in chapter 8.5.12 Saving and Deleting the
Logs.
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8.4 Indications

Which indications can be shown in the selected log depends on the assignments in the DIGSI 5 information
routing matrix or is predefined. You will find information about this in chapter 8.5.7 General.

Setting Relative Time Reference

8.4.4

< Reference the display of log entries, if needed, to the real time of a specific entry. In this way, you deter-
mine a relative time for all other indications. The real-time stamps of events remain unaffected.

Displaying Indications

Displayed indications are supplemented in DIGSI 5 and on the on-site operation panel with the following infor-

mation:

Table 8-1

Overview of Additional Information

Indications in

DIGSI 5 Information

Device Display Information

Log for operational indications and
log for user-defined indications

Time stamp (date and time),
Relative time,

Entry number,

Function structure,

Name,

Value,

Quality,

Cause,

Number

Time stamp (date and time),
Function structure,

Name,

Value

Log for fault indications

Time stamp (date and time),
Relative time,

Fault number,

Entry number,

Function structure,

Name,

Value,

Quality,

Cause,

Number

Time stamp (date and time),
Fault number,
Value

Log for motor-starting indications

Time stamp (date and time),
Motor-starting time,
Starting current,

Starting voltage,

Starting duration

Time stamp (date and time),
Function structure,

Name,

Value

Log for ground-fault indications

Time stamp (date and time),
Relative time,
Fault number,
Entry number,
Function structure,
Name,

Value,

Indication number,
Quality,

Cause,

Number

Time stamp (date and time),
Fault number,
Value
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Indications in

DIGSI 5 Information

Device Display Information

Log for parameter changes

Time stamp (date and time),
Relative time,

Entry number,

Function structure,

Name,

Value,

Quality,

Cause,

Number

Time stamp (date and time),
Function structure,

Name,

Value

(DIGSI 5)

Spontaneous indication window

Time stamp (date and time),
Relative time,

Indication,

Value,

Quality,

Additional Information

Time stamp (date and time),
Fault number,
Value

Log for safety indications’

Time stamp (date and time),
Indication number,
Indication

Time stamp (date and time),
Indication

tions!

Log for device-diagnostic indica-

Time stamp (date and time),
Indication number,
Indication

Time stamp (date and time),
Indication

Log for communication indications’

Time stamp (date and time),
Indication number,
Indication

Time stamp (date and time),
Indication

(GOOSE)

Log for communication supervision

Time stamp (date and time),
Relative time,

Entry number,

Function structure,

Name,

Value,

Quality,

Cause,

Number

Time stamp (date and time),
Function structure,

Name,

Value

Overview of Displayed Quality Attributes

If values are shown on the device display or in DIGSI, the following quality attributes are different for meas-
ured values and metered values.

Table 8-2 Measured Values
IEC 61850 Device Display/ | Description
Detail Quality |Validity DIGSI
Good Invalid Questionable
- X Value The measured value is valid.
Failure X Fault The device is defective. Contact
Support.

1 Only online access

150

SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020



Operation in the Operating State

8.4 Indications

IEC 61850 Device Display/ | Description
Detail Quality [Validity DIGSI
Good Invalid Questionable

Inaccurate X The measured value was not
calculated (for example, the
angle between current and
voltage if 1 of the 2 variables is
missing).

Bad Reference X ~ Value The measured value can be inac-
curate (for example, outside the
frequency-tracking range).

Out of Range X > Value The measured value exceeds the
measuring range.

Table 8-3 Metered Values

IEC 61850 Device Display/ | Description

Validity DIGSI

Good Invalid Questionable

X Value The metered value is invalid.

X The metered value was not calcu-
lated.
X ~ Value The metered value has no refer-

ence.

Indication Columns

The following table shows the meaning of the individual columns in the log:

Indication Column

Meaning

Time stamp Time stamp of the indication in device time using the local time
zone of the device or the query time for the motor log
Relative time Relative time to a reference entry

Error number

Number of the error that occurred in the device. This number incre-
ments continuously.

Entry number

Entry identification of buffer entries. This identification displays the
sequence of buffer entries.

Indication number

Number of the indication that occurred in the device. This number
increments continuously and is necessary for an analysis by
Siemens.

Indication

Indication text

Function structure

Path of the signal with the signal name

Name Signal name

Value Current state of the command. Also pay attention to the value
quality to check whether the value is up to date.

Quality The quality of the value shows the source of the value and whether
the value is up to date.

Cause Additional information such as the cause and validity

Number DIGSI address of the signal

Motor startup time

Time of motor starting

Starting current

Current needed by the motor to start up

Starting voltage

Voltage needed by the motor to start up

Start duration

Time needed by the motor to start up
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8.4.5 Spontaneous Indication Display in DIGSI 5

With DIGSI 5 you have the possibility of displaying all currently transmitted indications of the selected device
in a special indication window.

Procedure
®  (Call up the spontaneous indications of your selected device in the navigation window under Online
access.
®  (lick Indications in the path:
Online access — Interface — Device — Indications
®  The raising indications appear immediately without you having to wait for a cyclical update or initiate the
manual update.
Project tree m 4
Devices
FHO@ | | g create snapshot % Clear list esb 0[5
o The values are displayed from normal operation Show device mode
Mame
~ [ Online access (=]
- ETD nglaydhide interﬁcesm Time stamp Relative time  Indication Value Quality Additional infc
- [ 7uTer_1 ssign..| & (All) [=] A [=] ¢y [=]] e [=] [=] ¢y
§ |F‘—0 De\:ice informm 21.09.201608:23:25.905 00:00:01:08... Time sync.Time sync. error on good (process) Data change
£, Refresh dew[; 21.09201608:22:18.925 00:00:00:01_.. General:LED reset unwahr good (process) Data change
» ;j Logs T 21.09.2016 08:22:18.925 00:00:00:01.... General:LED have been reset off good (process) Data change
v 7J Refords 21.09.201608:22:17.727 00:00:00:00.... General:LED have been reset on good (process) Data change
21.09201608:22:17.727 00:00:00:00... General:LED reset wahr good (process) Data change
[
> b Testsuite
3 Wiring
i Communic...
fl@ Analog inp__
[, control fu...
[scspnmld-230211-01, 2, en_US]
Figure 8-8 Displaying Spontaneous Device Indications in DIGSI 5

8.4.6 Spontaneous Fault Display on the On-Site Operation Panel

After a fault, the most important data of the last fault can be displayed automatically on the device display
without further operational measures. In SIPROTEC 5 devices, protected objects and even circuit breakers can
be freely created and configured depending on the application (even several instances). In DIGSI 5, several
spontaneous fault displays can be configured, depending on the application, with each individual one being
assigned a particular circuit breaker. These displays remain stored in the device until they are manually
confirmed or released by LED reset.

Configuration of a Spontaneous Fault Display with DIGSI 5

152

To reach the Fault-display configuration of your SIPROTEC 5 device, use the project-tree window.
Project — Device — Display pages — Fault-display configuration

In the main window, all configured circuit breakers are displayed. A list of a maximum of 6 configurable
display lines is offered for each circuit breaker. The activation of a spontaneous fault display occurs for
each circuit breaker by selection via checkmark in the column Display.

With the parameter (_:139) Fault-display (under Device — Parameter — Device settings) you
determine whether spontaneous fault displays should be shown for each pickup or only pickups with the
trip command.
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B O
= .

Display Function group
E ~ Circuit breaker 1

Displayline 1 Pickup indication m
Displayline 2 PU time B
Displayline 3 Operate indication B
Displayline 4 Trip time B
Displayline 5 Fault distance lz‘
Displayline 6 Trip indication B
[sckonstf-230211-01, 2, en_US]
Figure 8-9 Configuration of the Spontaneous Fault Display on the Device

For every display line the following display options can be selected:

Displayed information

Table 8-4 Overview of Display Options

8.4 Indications

Displayed Information

Explanation

Pickup indication

Display of the first function stage picked up in a fault, as needed with auxiliary
information (phases, ground, direction)

PU time

Display of the entire pickup duration of the fault

Operate indication

information (phases)

Display of the first function stage triggered in a fault, as needed with auxiliary

Trip time

Display of the operate time related to the beginning of the fault (pickup start)

Fault distance

Display of the measured fault-location distance

Operate result indication

Display of the control or switching device triggered in a fault, with auxiliary
information (phases) where necessary

Acknowledgment of the Spontaneous Fault Display on the Device

After faults, the last occurred fault is always displayed to you. In cases where more than one circuit breaker is
configured, several stored fault displays can be present after faults, with the latest being displayed. These
displays remain stored in the device until manual acknowledgment or release by LED reset.

Circuit breaker 1

141

04.09.2010 02:00:17.619
Line 1:21Distance prot, 1

Z 1:Pickup phsA

gnd

forward

PUtime 4071ms
Line 1:21Distance prot. 1

2 1:0Operate ON

Triptime Oms

Fault distance Okm

d

[scstfanz-090413-01.tif, 1, en_US]

Figure 8-10  Spontaneous Fault Display on the Device

Method 1: Manual acknowledgment

®  Press the softkey button Quit in the base bar of the display. The display is irretrievably closed. Repeat this

step until no further spontaneous fault displays appear.

®  After completion of all confirmations the last display view is showed before the faults.

Method 2: Acknowledgment via LED reset

®  An LED reset (device) causes the reset of all stored LEDs and binary output contacts of the device and also

to the confirmation of all fault displays stored in the display.
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You can find more details on the topic of LED reset in chapter 8.4.7 Stored Indications in the SIPROTEC 5
Device

8.4.7 Stored Indications in the SIPROTEC 5 Device

In your SIPROTEC 5 device, you can also configure indications as stored. This type of configuration can be
used for LEDs as well as for output contacts. The configured output (LED or contact) is activated until it is
acknowledged. Acknowledgment occurs via:

®  On-site operation panel
® DIGSI5
®  Binary input

®  Protocol of substation automation technology

Configuration of Stored Indications with DIGSI 5

In the Information Routing of each device set up in DIGSI 5, you can route binary signals, among others, to
LEDs and output contacts.

®  To do this, proceed in the project tree to:
Project — Device — Information routing

®  Right-click the routing field of your binary indication in the desired LED or binary output column in the
routing range of the targets.

You are offered the following options:

Table 8-5 Overview of Routing Options

Routing Options LEDs |BOs |[Bls Description

H (active) X The signal is routed as active with voltage.

L (active) X The signal is routed as active without voltage.

V (unlatched) X X The signal is routed as unlatched. Activation and reset of
the output (LED, BO) occurs automatically via the binary-
signal value.

G (latched) X X The binary signal is latched when the output (LED) is acti-
vated. To reset, a targeted confirmation must occur.
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Routing Options LEDs |BOs |[BlIs Description

NT (conditioned latching) X Fault indications are stored during control of the output
(LED) as a function of the parameter (_:91:139)
Fault-display. In the event of a new fault, the previ-
ously stored states are reset.

® [f the fault gets terminated via a trip command from
the assigned circuit breaker, the status of an indication
remains as latched with the setting option with
trip. Without a trip command, the status is displayed
before the fault (if necessary, the status of the last
fault) is restored.

®  With the setting option with pickup the current
indication image of a pickup gets stored. The image
comprises all indications of functions that are effective
in the event of tripping on the same circuit breaker,
like the picked up function.

The following applies to the busbar protection:

® |f the fault gets terminated via a trip command, the
status of an indication remains as latched with the
setting option with trip.
This occurs separately for the following tripping cases:

—  Trippings caused by busbar protection (busbar
differential protection, busbar tripping following
a circuit-breaker failure protection trip in the bay
or busbar tripping due to external tripping)

—  Trippings caused by functions within the corre-
sponding bay (for example, end-fault protection,
circuit-breaker failure protection trip repeat or
overcurrent protection)

®  With the setting option with pickup, the current
indication image is saved using the same rules as with
the setting with trip buttogether with the pickup
of the protection function.

TL (stored only with tripping) X Routing option TL (tripping stored) is only possible for the
switching object circuit breaker.

The output is saved with protection tripping. The contact
remains activated until acknowledged.

Control commands are not affected. A control command is
pending above the parameterized command period until
feedback has been successfully received.

Note:

You can realize the functionality of the Lockout (ANSI 86)
by storing the output relay with the routing option TL.

8.4.8 Acknowledgment of Stored Indications

Acknowledgment on the On-Site Operation Panel

Acknowledgment via LED Reset key

Operating the key first causes the activation of all LEDs (LED test) when pressed, and when released, the reset-
ting of all stored indications. Stored LEDs, output contacts, and spontaneous fault displays are reset.
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Acknowledgment via the operating menu
® Logon to the device.

® |norder to reach the reset functions from the main menu, use the navigation buttons of the on-site
operation panel.

®  Select on the device display:
Main menu — Device functions — Reset functions

You will be offered different Reset functions.

Reset functions 275 fes LEDNONINOTe: il
Res. hinary outputs 1
|

Line1 3
Circuit breaker 1 4 - S—
User-def.FG1 5 ‘o

Figure 8-11 Reset Functions on the On-Site Operation Panel (Example)
Detailed overview of the Reset functions:

Res. Binary Outputs

® |ogon to the device.

®  Use Res. binary outputs to reset stored output contacts.

®  Actuate the softkey Start in the base bar.

The device display will then briefly display the indication Cmd. exec. Succeded.
Res. LED not in Grp.

® |logon to the device.
®  Use Res. LED not in Grp. to reset stored LEDs that are not assigned to a special function group.
®  Actuate the softkey Start in the base bar.

The device display will then briefly display the indication Order successfully saved.

Depending on the device configuration, other protection function groups are displayed to you as submenus
for which separately corresponding, stored LEDs can be reset. Proceed with the other function groups as
shown in the following example.

Line 1 (example)

®  Go to the submenu of the selected function group (example Line 1).
®  Use Reset LEDs to reset stored LEDs in the selected function group.
®  Actuate the softkey Start in the base bar.

The device display will then briefly display the indication Order successfully saved.

Reset functions 3/5
Res. binary outputs 1
Res. LED not in Grp. 2 E

Circuit breaker 1 4
User-def.FG 1 E “

Figure 8-12 Reset Functions on the On-Site Operation Panel (for Example, Line FG)

Acknowledgment of Stored Indications via Binary Inputs

Acknowledgment by binary input >LED-Reset switches on all LEDs (LED Test). After signal dropout, all stored
indications, stored LEDs, output contacts, and spontaneous fault displays are reset.
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Acknowledgment of Stored Indications with DIGSI 5
You can acknowledge stored indications via DIGSI 5 in online mode.
®  For this, go to the project tree.

®  Select:

Online access — Interface — Device — Device information

®  Select the Device information tab.

Device information || Resource consumption || Logs || Time information || Diagnostic information |
E?

‘kesets all latched indications in the device. This resets the latched state of all LEDs and binary outputs.

TN

General

MNarme:

IEC 51850 name: |SIP4

Edition: [IEC 61850 Edition 1

Type: |7UTE?

Serial number: | B4 747

Configuration version: |V0?.30

[scquiled-140912-01, 2, en_US]

Figure 8-13 LED Reset via DIGSI 5

®  (Click the LED reset button.

Stored LEDs, output contacts, and spontaneous fault displays are reset on the assigned device.

Acknowledgment of Stored Indications via Log

You can also initiate acknowledgment of stored indications by communicating through connected substation
automation technology. This can occur in conformance to standards (IEC 61850, IEC 60870-5-103) or via
configuration (mapping) of the LED reset input signal for any protocol. Stored LEDs, output contacts, and
spontaneous fault displays are reset.

NOTE

i 0

As long as there are no active unstored indications at the output contacts and configured LEDs, the
acknowledgment of stored indications resets the LEDs and output contacts.

8.4.9 Test Mode and Influence of Indications on Substation Automation Technology

If the test mode of the device or of individual functions is switched on, the SIPROTEC 5 device marks indica-
tions sent to substation automation technology station control system with an additional test bit. This test bit
makes it possible to determine that an indication was set during a test. Necessary reactions in normal opera-
tion on the basis of an indication can thus be suppressed.
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8.5 Logs

8.5.1 General

Indications are saved in logs inside the device and are available for later analyses. Different logs allow catego-
rization of indication logging based on operating states (for example, operational and fault logs) and based on

fields of application.

Table 8-6 Log Overview

Log

Logging

Operational log

Operational indications

Fault log

Fault indications

Ground-fault log

Ground-fault indications

Setting-history log

Setting changes

User-defined log

User-defined indication scope

Security log

Access with safety relevance

Device-diagnosis log

Error of the device (software, hardware) and the connection circuits

Communication log

Status of communication interfaces

Motor-startup log

Information on the motor startup

Communication supervision (GOOSE)

Communication-supervision log

Log Management

Logs have a ring structure and are automatically managed. If the maximum capacity of a log is exhausted, the
oldest entries disappear before the newest entries. If the maximum capacity of the fault or ground-fault log is
reached, the number of the last fault is generated via the signal Fault log is full. You can route this signal in
the information routing. If indications in the information routing of DIGSI 5 are routed to a log, then they are
also saved. During a supply-voltage failure, recorded data are securely held by means of battery buffering or
storage in the flash memory. You can read and analyze the log from the device with DIGSI 5. The device
display and the navigation allow you to read and evaluate the logs on site using keys.

Configurability of Logs

Procedure

158

The indication capacity to be recorded in configurable logs (for example, ground-fault log) is laid down in
columns of the information routing (matrix) of DIGSI 5 specifically defined for this purpose.

To reach the information routing of your SIPROTEC 5 device, use the project-tree window. Access is only
through the project:

®  Open the information routing.
Project — Device — Information routing

®  Select the appropriate routing column.
Destination — Logs — Column Ground-fault log (G)

The routing of the selected indication is done via right click.
®  Select one of the options in the list box shown:
—  Routed (X)

- Unrouted
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Devices

JUTB7_MS » 7SL87 » Information routing

8.5 Logs

MName
* [0 7sL87 #[~]

|F'_ﬁ Device informati...
@ Hardware and pr...
@ Measuring-point...

'(I Function-group ...
3= Information routi_..

EME

T E m |AII entries
Information
signals Number Type
(Al ey  [.-[-]
b B¢ Weak infeed 211310
b e 87 Line diff. prot. 21.831
> B 51Ns Sens.GFF 1 211871

E Communication ...
= —q Settings
@ Device settings
(?Tlme settings
3 JfP Power system
4 'V Recording
- & Line 1

[scinfpuf-191012-01, 2, en_US]

Figure 8-14

» & Group indicat.
¥ L General

» & Ground fault
o
» G| Circuit breaker 1
» g J:Onboard Ethernet
b g FETH-BADEL

21.1871.4501
211871231
21.1871.23...
21187112
301

101

102

ACD

¥ Destination
#ec » Logs » Device menu

-

o} F ui uz G Measurement
E2INEIpNE NES BN £ S T

* *

[=]

* * *

Mot routed
¥ (routed)

Indication Configuration in DIGSI 5 (Example: Ground-Fault Log, Column G)

For non-configurable logs (for example, setting-history logs) scope and type of logged indications are
described separately (see following chapter about logs).

8.5.2 Operational Log

Operational indications are information that the device generates during operation. This includes information

about:

®  State of device functions

®  Measured data

®  Power-system data

Exceeding or dropping below limiting values is output as an operational indication. Short circuits in the
network are indicated as an operational indication Fault with sequential fault number. For detailed informa-
tion about the recording of system incidents, please refer to the description of the fault log (chapter

8.5.3 Fault Log). Up to 2000 indications can be stored in the log.

Reading from the PC with DIGSI 5

®  To reach the operational log of your SIPROTEC 5 device, use the project-tree window.
Project — Device — Process Data — Log — Operational log

®  The status of the operational log last loaded from the device is shown to you. To update (synchronization
with the device), click the button Read log entries in the headline of the indication list (Figure 8-15 a)).
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Siemens - WestRiverDr
Project Edit View Insert Online Options Tools Window Help

Cif M Hsevepojec @ ¥ B EH X Jd P4 & s X dU %
L B WestRiverDr » 7SL86 » Process data » Logs » Operational log
Devices
= | 5 readlogentries [ Delete csv 0:0  Showwvalues as: primary -
Time stamp Relative time  |Entry number  Functions structure

L? Hardware and protocols
ﬁ)? Measuring-points routing
q Function-group connections
#£ Information routing
-';' Communication mapping
v - Settings
? Device settings
@2 Time semtings
¥ Ll Power system
» #2 Recording
» g Line 1
» G| Circuit breaker 1
» &9 2 device prot. com.
« g} Function charts
B Add new chart
}0| DEVICE_MOD
[0} GrROUPWARN_19
» -7 Display pages
iti Safety and security
v L4 Test sequences
_3* Add new test sequence
= Sequence_1
v g Process data
+4 Get all data from device
-1 lLogs

[»

(AlL) - (AllL)

5 Operational log
{4/ Faultlog

[scbetrmd-030211-01, 1, en_US]

Figure 8-15  Reading the Operational Log with DIGSI 5

Reading on the Device via the On-Site Operation Panel

®  To reach the operational log via the main menu, use the navigation keys of the on-site operation panel.
Main Menu — Indications — Operational log

®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.

L]

Using the Info softkey, you can retrieve auxiliary information on the entry depending on the context.
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Operationallog 175222 Operationallog 1174222
08.12.2016 08:19:24 117 08.12.2016 0g:19:24 117
Tapchanger 1 Tapchanger 1
Tapchanger:FPosition Tapchanger:FPosition
OFR+ lower OFR+ lmwer
08.12.2016 08:19:25.616 08.12.2016 08:19:25.616
Tapchanger 1 Tapchanger 1
TapchangerLower command Tapchanger:Lower command
off off
08.12.2016 08:19:34 16 08.12.2016 08:19:34 116
Tapchanger 1 Tapchanger 1
Tapchanger:FPosition failure Tapchanger:FPosition failure
on
_____ Additional information
Tapchanger 1
ap ch: er:Position
Tap changer:Position bay control
supery. time expired

[scoperlog1-081217-01, 1, en_US]
Figure 8-16 On-Site Display of an Indication List (Example: Operational Indications)

Deletability

The operational log of your SIPROTEC 5 device can be deleted. This is done usually after testing or commis-
sioning the device. To know more about this, read chapter 8.5.12 Saving and Deleting the Logs.

Configurability

The indication scope of the operational log is configured in a specifically defined column of the information
routing (matrix) of DIGSI 5:

Target — Log — Operational log column

Selected application templates and functions from the library bring with them a predefined set of operational
indications which you can adjust individually at any time.

8.5.3 Fault Log

Fault indications are events which arise during a fault. They are logged in the fault log with real-time stamp
and relative-time stamp (reference point: fault occurrence) . Faults are numbered consecutively in rising order.
With fault recording engaged, a corresponding fault record with the same number exists for every fault logged
in the fault log. A maximum of 128 fault logs can be stored. A maximum of 1000 indications can be recorded
in each fault log.

Fault Definition

In general, a fault is started by the raising pickup of a protection function and ends with the cleared pickup
after the trip command.

When using an automatic reclosing function, the complete reclosing cycle (successful or unsuccessful) is pref-
erably integrated into the fault. If evolving faults appear within reclosing cycles, the entire clearing process is
logged under one fault number even in multiple pickup cycles. Without automatic reclosing function every
pickup is also recorded as its own fault.

User-defined configuration of a fault is also possible.

° NOTE
l The definition of the fault is done through settings of the fault recording (see Device manual). Events are
logged in the fault log even when fault recording is switched off.
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Apart from the recording of fault indications in the fault log, spontaneous display of fault indications of the
last fault on the device display is also done. You will find details about this in chapter 8.4.6 Spontaneous Fault
Display on the On-Site Operation Panel.

Deletability

The fault log of your SIPROTEC 5 device can be deleted. You will find details about this in chapter
8.5.12 Saving and Deleting the Logs.

Reading on the Device through the On-Site Operation Panel

® Toreach the fault log from the main menu, use the navigation keys of the on-site operation panel.
Main Menu — Indications — Fault logs

®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.

Faultlog 17128

02404.2013 10:47:47 696

FRADDBS9 002
02.04.2013 10:47:46.696
FRADDBSE 003
02.04.2013 10:47:45.696
FRADDBS? 004
02.04.2013 10:47:44 696
FRADOBS6 0035
02.04.2013 10:47:43.696
FRADOB8S 006
02.04.2013 10:47:42.696
FRADOBS4 007
02.04.2013 10:47:41.696
FRADDBS3 008
02.04.2013 10:47:40.696
<

v
[scfaullg-090413-01.tif, 1, en_US]

Figure 8-17 Reading the Fault Log on the On-Site Operation Panel of the Device

Configurability

8.5.4

162

The indication scope of the fault log is configured in a specifically defined column of the information routing
(matrix) of DIGSI 5:

Target — Log — Fault log column

Selected application templates and functions from the library already bring a predefined set of operational
indications with them which you can adjust individually at any time.

The operational measured values and the measured values of the fundamental components and symmetrical
components (see Device Manual) are calculated every 9 cycles (at 50 Hz, this is every 180 ms). However, this
can mean that the data are not synchronized with the sampled values of the analog channels. The recording
of these measured values can be used to analyze the slowly changing processes.

Ground-Fault Log

Ground-fault indications are events which arise during a ground fault. They are logged in the ground-fault log
with real-time stamp and relative-time stamp (reference point: ground-fault occurrence) . Ground faults are
numbered consecutively in rising order. A maximum of 10 ground-fault logs are stored, and for each ground-
fault log it is guaranteed that at least 100 indications are recorded.

The following functions can start the logging of a ground fault with the raising ground-fault indication:
® Directional sensitive ground-fault protection for deleted and isolated systems (67Ns)

® Sensitive ground current protection with 10 (50Ns/51Ns)

® Intermittent ground-fault protection

The logging ends with the clearing ground-fault indication.
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Reading from the PC with DIGSI 5

®  To reach the ground-fault log of your SIPROTEC 5 device, use the project-tree window.
Project — Device — Process data — Logs — Ground-fault log

The status of the device-diagnosis log last loaded from the ground-fault log is shown to you.

®  To update (synchronization with the device) click the button Read log entries in the headline of the indi-

cation list (Figure 8-18 a)).

¥ DIGSIS - Emsstrasse
Project Edit View Insert Online Options Tools Window Help

Cf iHl soveprojec: & X 18 0 X D22 |2 ¢ 3 fpBE X J1 %
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ﬁnurdwgu and protocols 01.01.2011 01:07:36.942 00:00:00:00.000 3 Recording:Ground faultlog Fault number
P2 Measuring-points routing 01.01.2011 01:07:37.242 00:00:00:00.300 4 Line 1:51Ns Sens. GFP 1:310> 1 Operate delay expired
« Function-group connections » [4]01.01.2011 01:00:03.904 (4) 2

Ground fault log
i Information routing

E Communication mapping
b i Settings
» ligj Charts
» [ Display pages
fri Safety and security
» -5 Test sequences
v —f Process data

+4 Get all data from device

b i Logs ||
[5] operationsi log
{4 Faultlog
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1A senting-history log
E_ Userlog 1
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|
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Figure 8-18 Reading the Ground-Fault Log with DIGSI 5

Reading on the Device through the On-Site Operation Panel

®  To reach the ground-fault log from the main menu, use the navigation keys of the on-site operation
panel.
Main menu — Indications = Ground-fault indication

®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.

Groundfaultlog 172

01.01.2011

01:07:36.942
GFLO00O1 2

e
B3
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Figure 8-19 Reading the Ground-Fault Log on the On-Site Operation Panel of the Device
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Deletability

The ground-fault log of your SIPROTEC 5 device can be deleted. Read details about this in chapter
8.5.12 Saving and Deleting the Logs.

Configurability

8.5.5

The indication scope of the ground-fault log is configured in a specifically defined column of the information
routing (matrix) of DIGSI 5:

Target — Log = Column Ground-fault log

Selected application templates and functions from the library already bring a predefined set of operational
indications with them which you can adjust individually at any time.

Setting-History Log

All individual setting changes and the downloaded files of entire parameter sets are recorded in the log for
setting changes. This enables you to determine setting changes made are associated with events logged (for
example faults). On the other hand, it is possible to obtain verification with fault analyses, for example, that
the current status of all settings truly corresponds to their status at the time of the fault. Up to 200 indications
can be stored in the setting-history log.

Reading from the PC with DIGSI 5

® To reach the log for setting changes of your SIPROTEC 5 device, use the project-tree window.
Project — Device — Process data — Log — Setting changes

The status of the setting-history log last loaded from the device is shown to you.

® To update (synchronization with the device), click the Read log entries button in the headline of the
indication list (Figure 8-20).
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Figure 8-20 Reading the Setting-History Log with DIGSI 5

Reading on the Device through the On-Site Operation Panel

164

®  To reach the setting-history log from the main menu, use the navigation keys of the on-site operation
panel.
Main menu — Indications — Setting changes

®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.
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Setting-history log 109/109
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Figure 8-21 Reading the Setting-History Log on the On-Site Operation Panel of the Device
Indication Categories in the Setting-History Log

For this log, there is selected information that is stored in case of successful as well as unsuccessful setting
changes. The following list gives you an overview of this information.

Table 8-7 Overview of Indication Types
Displayed Information Explanation
Selection edit+ Selection of settings group to be edited
Cancelation+ Cancelling of all changes successful
SG activation+ SG activation via command successful
SG activation- SG activation via command failed
Set+ Parameter value was changed
Confirmation+ Confirmation of change successful
Confirmation- Confirmation of change failed
DCF uploaded DCF loaded into device
SG 1 Settings group 1
SG 2 Settings group 2
SG3 Settings group 3
SG 4 Settings group 4
SG5 Settings group 5
SG 6 Settings group 6
SG7 Settings group 7
SG 8 Settings group 8

° NOTE

l ® The logged indications are preconfigured and cannot be changed!

®  Thelog, which is organized as a ring buffer, cannot be deleted by the user!

® |f you want to archive security-relevant information of the device without loss of information, you
must regularly read this log.

®  You cannot route additional indication objects to the setting-history log.
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8.5.6

User Log

With the user-defined log (up to 2), you have the possibility of individual indication logging parallel to the
operational log. This is helpful, for example, in special monitoring tasks but also in the classification into
different areas of responsibility of the logs. Up to 200 indications can be stored in the user-defined log.

Reading from the PC with DIGSI 5

®  To reach the user-defined log of your SIPROTEC 5 device, use the project-tree window.
Project — Device — Process Data — Log — User log 1/2

The status of the user-defined log last loaded from the device is shown to you.

®  To update (synchronization with the device) click the button Read log entries in the headline of the indi-
cation list (Figure 8-22 a)).

FUT87_MS » FUTB7_1 » Process data » Logs » Userlog 2

Devices N
v k) :
OO =) [ I resd tog entries [ Delete Y 00 Showvelueses [pimey 7]
Time stamp Relative tinfntry niFunctions structure Name value Quality
Name -] [+~ [=] cam [=] [=] iy [=] cam
~ _g Frocess data » § [14.09.2016 07:44:17.958 (. Userlog 2
#4 Refresh device data < EJ 14.09.2016 0738:58.025 (_ Userlog 2
- J Logs 14.09.2016 07:37:26.3.. 00:000.. |8 Transformer diff. 1:87Tdiff. pr... Adapt.adjustm.in... on good (process)
5| operational log 14.09.2016 07:37:26.1.. 00:00:0... |7 General LED reset unwahr good (process)
;ﬂ Setting-history log 14.092016 07:37:26.1_. 00:000__ 6 General Test mode off good (process)
Eﬂ Faultlog 14.09.2016 07:36:15.9.. 00:00:0.. 5 General LED reset unwahr good (process)
Userlog 1 14.09.2016 07:36:15.9.. 00:00:0.. |4 General Test mode off good (process)
User log 2 14092016 07:28:552_ 00:00:0. |3 General Protection inactive  on good (processite_
4| Groundault log 14.09.2016 07:28:23.3.. 00:00:0.. |2 General LED reset unwahr good (process)
» | Records 14.09.2016 07:28:23.3.. 00:00:0.. 1 General Test mode off good (process)
[scanwnmd-030211-01, 2, en_US]
Figure 8-22 Reading the User-Defined Log with DIGSI 5

Reading on the Device through the On-Site Operation Panel
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®  To reach user-specific logs from the main menu, use the navigation keys of the on-site operation panel.
Main Menu — Indications — User-defined log 1/2

®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.

®  Using the Info softkey, you can retrieve auxiliary information on the entry depending on the context.

Userlog1 5/5 Userlog1 675
Tapchanger 1 Tapchanger1
Tapchanger:Position Tapchanger:Position
SPM 8 SPM B8
08.12.2016 08:45:10.216 08.12.2016 0g:45:10.216
Tapchanger 1 Tapchanger1
Tapchanger:Position Tapchanger:Position
SEL+ lower SEL+ lower
08.12.2016 08:45:10.246 08.12.2016 08:45:10.246
Tapchanger 1 Tapchanger1
Tapchanger:Position Tapchanger:Position

OPRA+ lower

t =y
o Info
[scuserrlog1-081217-01, 1, en_US]

Figure 8-23

/

OPRA+ lower

Additionalinformation

hay cantrol
supery. time expired

Eszc

Reading the User-Defined Log on the On-Site Operation Panel of the Device
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Deletability
The user-defined log of your SIPROTEC 5 device can be deleted. You will find details about this in chapter
8.5.12 Saving and Deleting the Logs.

Configuration of a User-Defined Log

The indication capacity of a created user-defined log can be configured freely in the associated column of the
information routing (matrix) of DIGSI 5:

Target — Log — U1 or U2

=E (o=

|r\|lentries |'| Y

Infarmation » Destination
» LED= Recorder » Logs » Device
» Basismodul
Signals Number Type |2 113 114 115 1.16 Signal 0 F Ui U2 g Measure
o 2T 28 2 2 8 S P ) [ 7] ST =]
» B# Switch onto fault 1 211341 * * *
» ¢ External trip 1pole 1 21.291 * *
b B¢ 5051 0C3phip1 21.221 * * *
b B¢ SONISTN OCgnd-Al 21211 * * *
» B&# 50 highspeed 1pol 1 21.981 * * *
w b 67N GFP gndsys.1 211111 * * * * *
» & Group indicat. 21.1111.4501 *
w L General 2111112311 *
‘ sTestofdirection 211111230 SPS X
» & Testdirection 21.1111.23.. ACD
« b DefiniteT1 21.1111.4861 * * * *
& sBlock stage 21.111148... SPS X
‘ Inactive 21111148, 5P5 X
] ‘ Behavior 21111148, ENS X
] " Health 21111148, ENS X
& Mode 1p dead-tm_. 21111148 SPS X
# ProtPU blocks op... 21.1111.48.. SPS
» & Fickup 21111148.. ACD x
» & Operate delayexp.. 21111148 ACT
» & Operate 21111148 ACT X

[scdiu1u2-280415-01, 1, en_US]

Figure 8-24 Indication Configuration in DIGSI 5 (Example: User-Defined Log U1/2)

8.5.7 Security Log

Access to areas of the device with restricted access rights is recorded in the security log. Unsuccessful and
unauthorized access attempts are also recorded. Up to 2048 indications can be stored in the security log.
Reading from the PC with DIGSI 5

® To reach the security log of your SIPROTEC 5 device, use the project-tree window. The device must be in
Online access.

Project — Online access — Device — Device Information — Logs tab — Security logs
The state of the security log last loaded from the device is displayed.

e  Before this, refresh the contents by clicking the update arrows in the headline.
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Devices | Device information ” Resource consumption ” Logs ” Time information H Diagnostic information
[ o et &
~ Logs [T [Time stamp Message numbé Severity Indication
Y Displaythide interfaces Devicediagnosis log 26.06.2018 10:02:40.... 9 Warning '7UTB5_S": A user has ended an interactive session.
» [ com ] 26.06.2018 10:02:40.... 4 Waming  ‘7UTB5_S" Auser has initiated a remote session from ’
» [ IntelR) Ethernet Connection (Tl 26.06.2018 10:12:38.... 4 Warning ‘7UTB5_S": A user has initiated a remote session from *
- Eﬂ Microsoft KMFTEST Loopback ...l 26.06.2018 10:12:45__ 9 Warmning ‘7UTB5_5" A user has ended an interactive session.
fi7 Update accessible devices 26.06.2018 10:29:3 4 Warning '7UTB5_S": Auser has initiated a remote session from
= [H 7uT8s5_5 (Assigned) rd 26.06.2018 10:30:46.... 9 Warning ‘7UTB5_S": Auser has ended an interactive session.
[ Device information 26.06.2018 11:36:56.... 4 Warming 'FUTB5_5": A user has initiated a remote session from
z Refresh device data 26.06.2018 11:37:04.... 63 Alert '7UTB5_S": Restart initiated from '192.168.100.100' [...
+ § |Logs 26.06.2018 11:38:01... 29 Warning '7UTB5_S": Configuration settings were uploaded from..
3 J Records 26062018 11:38:01_. 63 Alert ‘7UTB5_5" Restart initiated from "192.168.100.100" [...
%ﬂ Indications 26.06.2018 11:38:01.... Warning '7UTB5_5": A user has ended an interactive session.
3 . Measurements 26.06.2018 11:38:04.... Warming ‘7UTB5_5" A user has initiated a remote session from '
b 408 Test suite o 26.06.2018 11:38: - Warning ‘TUTB5_S" A user has initiated a remote session from *
* [ Realtek PCle GBE Family Contr_Fll N 26.06.2018 11:38:47.... Warning '7UTB5_5": A user has ended an interactive session.

[scsecmld-180816-01, 2, en_US]
Figure 8-25 Reading the Security Indications with DIGSI 5
Reading on the Device through the On-Site Operation Panel

®  To reach the security log from the main menu, use the navigation keys of the on-site operation panel.
Main menu — Test & Diagnosis — Logs — Security log

®  You can navigate on the on-site operation panel using the navigation keys (top/bottom) inside the
displayed indication list.

Security log 59/59

FUTE5_S" User'Siemens' changed settin
gs related touser authentication: ' Module
port' [settovalue'1].

26.06.2018 13:14:31.570
'FUTE5_S" Configuration settingswere up
loaded fram 192 168.100.100°".

26.06.2018 13:14:31.591
FUTBS_StAuserhasended aninteractiv
CEL-EE ]

27.06.2018 0g8:00:20.550
TUTES_S" Auserhasended aninteractiv
esession.

28.06.2018 06:53:12.480

FUTE5_S" Audit logwas viewed

[scseclog-280618, 1, en_US]

Figure 8-26  Reading the Security Log on the On-Site Operation Panel of the Device

NOTE

i 0

® The logged indications are preconfigured and cannot be changed!
®  This log, which is organized as a ring buffer, cannot be deleted by the user!

® |f you want to archive security-relevant information of the device without loss of information, you
must regularly read this log.

8.5.8 Device-Diagnosis Log

Concrete take-action instructions are logged and displayed in the device-diagnosis log for the following items:
®  Required maintenance (for example, battery supervision)

® |dentified hardware defects

®  Compatibility problems

Up to 500 indications can be stored in the device-diagnosis log. In normal operation of the device, it is suffi-
cient for diagnostic purposes to follow the entries of the operational log. This specific significance is assumed
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by the device-diagnosis log when the device is no longer ready for operation due to hardware defect or
compatibility problems and the fallback system is active.
Reading from the PC with DIGSI 5 in Normal Operation

®  To reach the device-diagnosis log of your SIPROTEC 5 device, use the project-tree window.
Project — Online access — Device — Device information — Logs tab — Device-diagnosis log

The status of the device-diagnosis log last loaded from the device is shown to you.

e  Before this, refresh the contents by clicking the update arrows in the headline.

b DIGSI5 ¥7.30 - D:DIGS IProjektel?UTE7_MS\ZUTS7_MS

Froject  Edit  View Inserr  Online  Options  Tools  Window Help  TestMenu

Uf (% H seveprojecr & EEX 9o e ¥ 0l % DIC
Devices ‘ Device information ” Resource consumption || Logs || Time information ” Diagnostic information
EYX) & &
- Logs Titme starmp Message number Indication
= i Online access (=] g ~ 18.08.2076 08:26:38.367 (2)
Y Displayhide interfaces Security log 17.08.2016 15:55:18.400 2112 The startup of the device was successful
< Eﬂ COM 18.08.2016 08:22:38.670 2112 The startup of the device was successful.

A 75KaS (Assigned)
E Device information

*4 Refresh device data

LY |

» i |Logs

[scdevdia-180816-01, 1, en_US]
Figure 8-27 Reading the Device-Diagnosis Log with DIGSI 5
Reading on the Device through the On-Site Operation Panel in Normal Operation

®  To reach the diagnosis log from the main menu, use the navigation keys of the on-site operation panel.
Main Menu — Test & Diagnosis — Logs — Device diagnosis

®  You can navigate on the on-site operation panel using the navigation keys (top/bottom) inside the
displayed indication list.

Device diagnosis 7
message
26.06.2018 07:33:26.570
2112 The startup of the device was suco...
message
26.06.2013 10:00:15.570
2112 The startup of the device was succ..
message
26.06.2018 11:28:01.460
2112 The startup of the device was succ...
message
26.06.2018 11:39:44 470

2112 The startup of the device was succ..

[scdevdia-280618, 1, en_US]

Figure 8-28 Reading the Device-Diagnosis Log on the On-Site Operation Panel of the Device

° NOTE
l ®  The device-diagnosis log cannot be deleted!
® The logged indications are preconfigured and cannot be changed!
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8.5.9

Communication Log

The logging of the respective status such as ensuing faults, test and diagnosis operation, and communication
capacity utilizations is done for all hardware-based configured communication interfaces. Up to 500 indica-

tions can be stored in the communication log. Logging occurs separately for each communication port of the
configured communication modules.

Reading from the PC with DIGSI 5

Use the project-tree window to reach the communication logs of your SIPROTEC 5 device.
Online access — Device — Test suite = Communication module

Then select:

J:Onboard Ethernet — Communication log

The communication log is shown to you in the state last loaded from the device.

Mame

~

Devices
QO

Before this, refresh the contents by clicking the update arrows in the headline.

Online access
{ Displayhide interfaces

~ [ com

~ [H 7ute7_1 (Assigned)
% Device information
+4 Refresh device dats
] J Logs
» _ |Records
gﬂ Indications
» Measurements

¥ 8 Test suite

wiring

4#4 Communication module!

LAna\og inputs
E, Control functions
|_f': Circuit-breaker test

[sccompuf-140912-01, 2, en_US]

Figure 8-29

Reading on the Device through the On-Site Operation Panel

170

.

+3 Refresh Cﬂ“' I—l’:)\
* 1Onboard Ethernet
} IPConfig
¥ EBase

Communication logs

J:Onboard Ethemet-Communication logs

Time starnp

¥ 14092016 08:44:48.758 (18) |
31.08.2016 11:41:29 550
31.08.2016 11:51:21.650
31.08.2016 12:02:45 880
31.08.2016 13:11:02.900
31.08.2016 13:17:51.570
31.08.2016 13:24:38.110
31.08.2016 13:31:04.880
01.05.2016 12:18:38.040
06.09.2016 07:10:35.040
06.05.2016 08:40-32 940 10
07.09.2016 08:40:34.040 11
07.05.2016 08:52:20 940 12
08.09.2016 08:36:23.040 13

Message

(=R RN ST, R SR SR

Reading the Communication Log with DIGSI 5

number Indication

Send Module RDY: ok
send Module RDY: ok
Send Module RDY: ok
send Module RDY: ok
Send Module RDY: ok
Send Module RDY: ok
send Module RDY: ok
Send Module RDY: ok
send Module RDY: ok
Send Module RDY: ok
send Module RDY: ok
Send Module RDY: ok
send Module RDY: ok

To reach the communication log from the main menu, use the navigation keys on the on-site operation

panel.

Main Menu — Test & Diagnosis — Logs = Communication logs

You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site

operation panel.
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Communication log 175

Mainboard

Carmm. port E
Cormim. part F
Carmm. part i
Caomm. part P

LA I R T e

[sccommlg-270618, 1, en_US]
Figure 8-30 Reading the Communication Log on the On-Site Operation Panel of the Device
Deletability
The communication logs of your SIPROTEC 5 device can be deleted. Read details about this in chapter
8.5.12 Saving and Deleting the Logs.
Configurability

The communication logs are not freely configurable. The entries are preconfigured.

8.5.10 Communication-Supervision Log

The communication-supervision log is used to log communication events.
The following events are currently logged:

®  Status for each GOOSE subscription (if configured)
A log is kept of whether the GOOSE subscription has received valid messages or not.

®  Aggregated status for all GOOSE subscriptions
The status is TRUE if at least one GOOSE subscription does not receive any valid message.

®  Subscriber in simulation mode
GOOSE messages are processed with a simulation flag. The status is TRUE if at least one GOOSE subscrip-

tion processes simulated messages.
Reading from the PC with DIGSI 5

®  To reach the communication-supervision log of your SIPROTEC 5 device, use the project-tree window.
Project — Device — Process data — Logs — Com supervision log

The status of the communication-supervision log last loaded from the device is shown.

®  To update (synchronization with the device), click the button Read log entries in the headline of the
indication list.
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WebUI0506 » 7UT85_S » Process data » Logs » Com supervision log

Devices
% [5 Read log entries [5 Delet= Eﬁ"" 0:0 A Show values as:
Timne stamp Relative time Entry number  Functions structure I
7 Refresh device data [=] [ =] ey [=] @ [+]¢
~ % |Logs [= 7 |28062018 08:55:51.181 . | Com supervision log
ég Operational log 27.06.2018 08:00:205_. 00:20:22:19.110 (3 Com_ supervision:GOOSE supervis *Group In_ €
2 setting-history log 26.06.2018 11:39:44.4. 00:00:01:43.010 |2 Com. supervision:GOOSE supervis.:Group In. €
Com supervision log | 26.06.2018 11:38:01.4... 00:00:00:00.000 |1 Com. supervision:GOOSE supervis.:Group In. €
4| Faultlog ] ‘J 26062018 10:01:48298 _ Com supervision log
§ |userlog1 » { |26.06:2018 07:01:29.424 . Com supervision log
i |userlog2 > { |26.06.2018 06:36:34.683 .. Com supervision log
EJ Motorstarting log 21.06.2018 14:33:09.1... 02:07:09:48.265 |7 Com_supervision:GOOSE supervis :Group In. (
%ﬂ Ground-fault log 20.06.2018 07:28:41.1... 01:00:05:20.256 (6 Com. supervision:GOOSE supervis.:Group In. €
» | Records 19.06.2018 13:30:41.1... 00:06:07:20.268 |5 Com. supervision:GOOSE supervis.:Group In. €
‘:E Indication snapshots 19.06.2018 13:28:00.2... 00:06:04:39.336 (4 Com_supervision:GOOSE supervis :Group In. (
4 % Measured-value snaps... 19.06.2018 13:24:52.1.. 00:06:01:31.281 |3 Com. supervision:GOOSE supervis.:Group In. €
v (23 Charts - Trendidynamic dis.. 19.06.2018 12:54:462... 00:05:31:25.294 |2 Com. supervision:GOOSE supervis.:Group In. €
» _ |IEC 61850 stations = 19.06.2018 07:23:209... 00:00:00:00.000 |1 Com_supervision:GOOSE supervis :Group In. (
[sc_comsuperv, 1, en_US]
Figure 8-31 Reading the Communication-Supervision Log with DIGSI 5
Reading on the Device through the On-Site Operation Panel
®  To reach the communication-supervision log from the main menu, use the navigation keys on the on-site
operation panel.
Main menu — Logs — Com supervision log
®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.
Com supervisionlog 373
26.06.2018 11:38:01.460
Com. supervisionGO0SE supervis.
Group Indicat. Group alarm
an
26.06.2018 11:33:44.470
Comm. supervisionGO0SE superyis.
Group Indicat. Group alarm
L=
[sc_comsupervlg, 1, en_US]
Figure 8-32 Reading the Communication-Supervision Log on the On-Site Operation Panel of the Device
Deletability
The communication-supervision log of your SIPROTEC 5 device can be deleted. Read details about this in
chapter 8.5.12 Saving and Deleting the Logs.
Configurability
The communication-supervision log cannot be freely configured. The entries are preconfigured.
8.5.11 Motor-Starting Log
The motor-starting log records the starting current, starting voltage and the start duration each time a motor
starts. The motor-starting current and the motor-starting voltage are displayed as primary values. Up to 200
indications can be stored in the motor-starting log.
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Measurement of the motor statistics starts when the motor state changes to Start. Measurement of the
motor starting time ends as soon as the motor state changes to Standstill or Running. The motor state is
obtained from the Motor-state detection function.

No entry is recorded in the motor-starting log if the motor state changes to Start and the current drops
below the motor starting current within 500 ms.

Table 8-8 Motor-Starting Log

Measured Values Primary
Start duration Motor starting time S
Starting current Motor-starting current (primary) A (or kA)
Starting voltage Motor-starting voltage (primary) V (or kV)

Reading from the PC with DIGSI 5

®  Use the project-tree window to reach the motor-starting log of your SIPROTEC 5 device.
Project — Device — Process data — Logs — Motor-starting log

The state of the motor-starting log last loaded from the device is shown to you.

®  To update (synchronization with the device), click the Read log entries button in the headline of the
indication list (Figure 8-33).

1'. DIGSI 5 V7.80 - E:\Test2010\Projekte\Motor\Motor

Project Edit View Insert Online Options Tools Window Help

G i saveproiect & X 55 BI X D 3¢ 5 o2 ] %
Devices
] 55 Read log entries [5 Delete 05t 000 { Showvaluesas: [f )
Time stamp Motor starting time Starting current Starting voltage Starting duration
v ligj Charts (all) [=] [~] [=] [=]
b {7 Display pages ¥ & |04.07.2018 10:54:45.678
» —@ Safetyand security ¥ Motor 1
} 4 Testsequences Laststarup 04.07.2018 10:53:325.1... 111495A 6.00 kv 524¢5
= —E Process data 2nd Laststarup 04.07 2018 10:52:521.. 119487 A 6.00 kv 522s
e Refresh device data 3rd Last startup 04.07.2018 10:52:19.2.. 1190.91 A 6.00 kv 483¢
4th Last startup 04.07 2018 10:51:106... 1180.83 A 6.00 kv 4725
| Operational log Sth Last startup 04.07 2018 10:50:39.2... 119863 A 6.00 kv 502
{ setting-histarylag 6th Last startup 04.07.2018 10:49:427.. 1218.87 A 5.00 kv 4.03s
| Faultlog 7th Last startup 0407 2018 10:48:005.. 119892 A 6.00 kv 4035
i |Userlog1 8th Last startup 0407 2018 10:47:219.. 119884 A 6.00 kv 4025
. |Userlog 2 gth Last startup 04.07.2018 10:46:12.8.. 1198.84 A 6.00 kv 4025

04.07.2018 10:52:29.154
04.07.2018 10:50:58.606
04.07.2018 10:49:23.191
04 07 2018 10:48:42.208
04072018 10:47:34 218

| Motorstarting log
: 4| Groundault log
» | Records
:_!E Indication snapshots
3 % Measured-value snapshots
» (22 charts -Trendidynamic displa... —|

v v v

[scmotmlp-160713-01, 2, en_US]

Figure 8-33 Reading the Motor-Starting Log with DIGSI 5

Reading on the Device through the On-Site Operation Panel

® To reach the motor-starting log from the main menu, use the navigation keys of the on-site operation
panel.

Main Menu - Indications — Motor-starting log

®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.
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|Meter starting log 11
03.07.2013 014:16:14.432
Motor LMotor monitor
Motor Stat. Totalno, of starts
2
03.07.2013 04:16:14.432
Motor 1:Motor monitor
Motor Stat. Starting currant
S00KkA
03072013 04:16:14.432
Moator 1:Maotor monitor
Motor Stat. Starting voltage
400,34KV
[ScMotlLog-280618, 1, en_US]
Figure 8-34 Reading the Motor-Starting Log on the On-Site Operation Panel of the Device
Deletability

The motor-starting log of your SIPROTEC 5 device can be deleted. Read details about this in chapter
8.5.12 Saving and Deleting the Logs.

Configurability

The motor-starting log is only present in the Motor function group. There is no column for the motor-starting
log in the DIGSI information routing. The entries in the motor-starting log are preconfigured and cannot be
changed.

8.5.12 Saving and Deleting the Logs

Deleting the logs of the device in the operating state is unnecessary. If storage capacity is no longer sufficient
for new indications, the oldest indications are automatically overwritten with new incoming events. In order
for the memory to contain information about the new faults in the future, for example, after a revision of the
system, a deletion of the log makes sense. Resetting the logs is done separately for the various logs.

NOTE

i @

Before you delete the content of a log on your SIPROTEC 5 device, save the log with DIGSI 5 on the hard
disk drive of your PC.

NOTE

Not all logs of your SIPROTEC 5 device can be deleted. These limitations apply especially to logs with rele-
vance for security and after-sales (security log, device-diagnosis log, setting-history log).

i @

NOTE

i @

Upon deletion of the fault log, the associated fault records are also deleted. In addition, the meters for fault
number and fault-record number are reset to 0. In contrast, if you delete fault records, the content of the
fault log, including the allocated fault numbers, remains.
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NOTE

i @

If the device executes an initial start, for example after an update of the device software, the following logs
are automatically deleted:

®  Operational log

®  Faultlog

®  Ground-fault log

®  Setting-history log

®  User-defined log

®  Motor-starting log

®  Communication-supervision log

Back up the deletable logs using DIGSI 5.

° NOTE

l If a ground fault is currently active, the ground-fault log cannot be deleted.

Deleting Logs on the On-Site Operation Panel

® Toreach the selected log from the main menu, use the navigation keys of the on-site operation panel
(example operational log):

Main menu — Logs — Operational log

Operationallog 70/70
22.02.201 08:03:30.934
Line 1:87 Line diff. prot.
I-DIFF:Inactive

on
22.02.201 08:03:30.934

General:Health

alarm
22.02.2011 08:03:30.949
Line 1:87 Line diff. prot.
General:Test local device
22.02.201 08:03:30.949
Line 1:87 Line diff. prot.
ral:Test alldevices
2011 09:15:01.979

DIGSlactive
on
End
<

[scoprlog-090413-01.tif, 1, en_US]

Figure 8-35 Deleting the Operational Log on the On-Site Operation Panel
®  You can navigate within the displayed indication list using the navigation keys (up/down) on the on-site
operation panel.

®  The option to delete the entire log is offered to you in the footer of the display at the bottom left. Use the
softkeys below under the display to activate the command prompts. Confirm the request to Delete.

®  After being requested, enter the password and confirm with Enter.

®  After being requested, confirm the Deletion of all entries with Ok.

Deleting Logs from the PC with DIGSI 5

® To reach the selected log of your SIPROTEC 5 device, use the project-tree window (for example opera-
tional log).

Project — Device — Process data — Logs — Operational log
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8.6

8.6.1
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Edit Measured and Metered Values

Overview of Measured and Metered Values

The SIPROTEC 5 devices have numerous measured and metered values. The following Table 8-9 gives you an
overview of the scope and sequencing principle. Measured and metered values will be referred to hereafter as

measured values.

Please refer to the Device manual of your SIPROTEC 5 device for detailed information and setting instructions.

Table 8-9 Overview of Measured Values

Measured / Metered
Values

Description

Operational measured
values

RMS value calculation and power calculation by definition, convertible to
primary, secondary or percentage values

®  Phase currents |, I, I

®  Ground current |, Iy (sensitive)

® Phase-to-ground voltages V,, Vg, V.
®  Phase-to-phase voltages V,;, Vg, Ve,
® Residual voltage V,

® Frequency f
®  Powers P, Q, S (3-phase and phase-specific)

®  Power factor A

Fundamental and symmet-
rical components

Calculation of indicator quantities via Fourier filter or according to the trans-
formation rule

® Phasecurrents|,, I, |

-B" =C

®  Ground current |, Iy (sensitive)

®  Phase-to-ground voltages V,, Vg, V.
®  Phase-to-phase voltages V,;, Voo, Ve,
® Residual voltage V,

®  Symmetrical components 31, 1, 1, Vi, V,, V,

Protection-specific Meas-
ured values

Measured values that are especially calculated for individual protection func-
tions such as

®  Distance protection (reactances and resistances of conductor loops)
e Differential protection (differential and restraint current conductor)

L4 etc.

Average values

Average values can be formed on the following basis:
®  Operational measured values
®  Symmetrical components

The time slot for average-value generation and the output interval are param-
eterizable.
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Measured / Metered
Values

Description

Minimum and maximum
values

The minimum and maximum values can be formed on the following basis:

®  Operational measured values
®  Symmetrical components
®  Selected measured values (for example of average values)

The display of minimum and maximum values contains the time of their
occurrence. The calculation is stabilized against smaller value fluctuations in
currents and voltages.

Energy values

These metered values are determined for active and reactive energy. Restore
time, restore interval and counting mode are adjustable. Restoration can be
initiated via a binary input.

The following metered values are available:

®  Active energy Wp+ (export), Wp- (import)

®  Reactive energy Wg+ (export), Wg- (import)

Statistical values

The following statistical values are formed:

®  Number of initiated switching operations of the circuit breaker (opera-
tion counter); the contactor trips and switch actuations by the control
are counted.

®  Number of initiated switching operations of the circuit breaker, sepa-
rated by circuit-breaker pole

®  Sum of total primary breaking currents

®  Sum of the primary breaking currents, separately for each breaker pole

User-defined measured
values

These metered values can be determined for any metered amounts received
via a binary input.

®  The unit and significance of a pulse, restore time, restore interval, and
meter mode can be set.

®  Restoration can be initiated via a binary input

8.6.2 Reading Measured Values and Metered Values

You can read measured and metered values on the device display or with DIGSI 5. You can find these values in
the respective function groups such as the Line function group. Take note that the scope of measured values
is determined by the type and number of assigned measuring points. If only one measuring point, for example
3-phase current, is assigned to the function group, then all measured values linked to the voltage (voltage,
power, energy) are omitted. These measured values are hidden automatically.

In the following, you will find an example how to reach the individual measured or metered values.
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C53000-G5040-C003-C, Edition 08.2020

177



Operation in the Operating State

8.6 Edit Measured and Metered Values

Reading Measured Values on the Device

You can read the measured values in the function group Line 1 as follows:

In the main menu of the device display, switch to
Main menu — Measured values — Line 1

The following measured-value group is displayed for you, and you can find the available measured and
metered values in Table 8-9.

—  Operational measured values

—  Fundamental component/symmetrical components

—  Functional measured values (protection-specific measured values)
—  Minimum/maximum/mean values

- Energy

—  User-defined measured values

You can read the measured values in the function group Circuit Breaker 1 as follows:

In the main menu of the device display, switch to
Main menu — Measured values — Circuit breaker 1

The following measured-value group is displayed for you, and you can find the available measured and
metered values in Table 8-9.

—  Fundamental component/symmetrical components
—  Functional measured values (protection-specific measured values)
—  Statistics

—  User-defined measured values

Reading Measured Values with DIGSI 5

You can read the measured values of the individual function groups with DIGSI 5.

Establish an online connection to the device with DIGSI 5.

Select the desired device from the Online access.

Open the menu item Measurements.

Double-click the respective function group and the measured value view appears in the working area.

Select the respective tab of the desired measured value group.

The ordering of the measured-value groups follows the ordering principle in Table 8-9.

Figure 8-36 shows you an example of a measured-value view. You can select whether the measured values
are shown to you as primary, secondary, or percentage values. Furthermore, you have the possibility of saving
the measured values.

If you want to save the measured values, proceed as follows:

Click the Snapshot button in the menu bar.

You can now read the saved measured values in the offline folder of the project tree as required.

178

To do this, click device.
Open the menu item Process Data.

Double-click the desired function group on Measured value-snapshot.
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Figure 8-36  Example of the Measured-Value View for the Function Group Line 1

8.6.3 Setting and Resetting Energy Values

Setting and resetting energy values on the device:
<~ To set and reset on the device use the Measured values menu.

In the corresponding function group, mark the Energy measured values.
You can reset the energy values using the right context-sensitive Reset key on the display.

When you open the energy values, you see the current values displayed as primary values.

R

You can set each measured value to the desired value via the right context-sensitive Change key. The
input value is converted to the data format according to IEC 61850. Because of the associated quantiza-
tion, the resulting display value can differ from the input. In addition, the input value is rounded to 6
digits. The display is limited to 6 digits. Therefore please note that, in case of small pulse weighting,
minor changes to large metered values can not be reflected in the display.

< Set the new value and activate acceptance with Enter.

Setting and resetting energy values with DIGSI 5:
< Start the online mode with DIGSI 5.

<~ Click (in the project-tree bottom left) the Measured values menu item.
< Double-click the Line function group and the measured-value window appears in the operating range.
¢

If you open the Energy tab in the measured-value window, you are shown the current meter readings of
the four-quadrant meter (see Figure 8-37).

< If you click the Reset button, you can reset the current meter readings to 0.

Alternatively, you can set the meter to a value:
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< Enter the desired value in the Current value column. The input value is converted to the data format
according to IEC 61850. Because of the associated quantization, the resulting display value can differ

from the input. In addition, the input value is rounded to 6 digits. The display is limited to 6 digits. There-
fore please note that, in case of small pulse weighting, minor changes to large metered values can not be

reflected in the display.

< To transfer the value to the device, click the Set button.

E‘E snapshot [gl, Reset Show values as: [prim'&ir F‘ csy

& The values are displayed from normal operation. Setireset of energy, user-defined values, and minimaxfavg values is allowed.

Show device mode

I Fundament./sym.comp. " Function values "Minlmux/uvcragn vuluos" Energy 4|
Measurements » Simulated value
Measurements |Current value Number Set value Setlreset value
Wp+ ~171.860 GWh 21.1021.10811.300 Set
Waq+ ~271.262 MVArh  21.1021.10811.301 Set
Wp- ~0MWh 21.1021.10811.302 Set
Waq- ~235.559 MVArh 21.1021.10811.303 Set

[scnrgwer-080413-01.tif, 1, en_US]
Figure 8-37 Overview of Energy Values

8.6.4 Setting and Resetting User-Defined Metered Values

Setting and resetting metered values on the device:

<&
<%

R

<>

To set and reset, open the Measured values menu on the device.

Switch to the corresponding function group (for example, Line) in the User-defined values menu in
which the metered values have been arranged.

Select the metered value.
Reset the metered values if needed. Use the context-sensitive Reset key on the on-site operation panel.
If you select one level lower, you are brought to the metered values.

You can set the metered value to the desired value via the context-sensitive Change key. The input value
is converted to the data format according to IEC 61850. Because of the associated quantization, the
resulting display value can differ from the input. In addition, the input value is rounded to 6 digits. The
display is limited to 6 digits. Therefore please note that, in case of small pulse weighting, minor changes
to large metered values can not be reflected in the display.

Set the new value and activate acceptance with Enter.

Setting and resetting metered values with DIGSI 5:

<&
<>
<>

<>

<&

Start the online mode with DIGSI 5.
Click (in the project tree bottom left) the Measured values menu item.

Double-click the function group (for example, Line) and the measured-value window appears in the oper-
ating range.

If you open the User-def. values tab in the measured-values window, the corresponding values can be
viewed.

If you click the Reset button, you can reset the current meter readings to 0.

Alternatively, you can set the meter to a value.
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Enter the desired value in the Current value column. The input value is converted to the data format
according to IEC 61850. Because of the associated quantization, the resulting display value can differ
from the input. In addition, the input value is rounded to 6 digits. The display is limited to 6 digits. There-
fore please note that, in case of small pulse weighting, minor changes to large metered values can not be
reflected in the display.

To transfer the value to the device, click the Set button.

8.6.5 Resetting Min./Max./Average Values

Resetting minimum/maximum/average values on the device:

<>
<>
¢

To reset, open the Measured values menu on the device.
Switch to the corresponding function group and to the Minimum/maximum/average values.

You can reset the minimum/maximum/average values using the context-sensitive right Reset key.

Resetting minimum/maximum/average values with DIGSI 5:

<%
<>
<>

Start the online mode with DIGSI 5.
Click (in the project tree bottom left) the Measured values menu item.

Double-click the selected function group and the measured-value window appears in the operating
range.

If you open the Min/Max/Average values tab in the measured-value window, you are shown the current
minimum/maximum/average values.

If you click the Reset button, you can reset the current values to 0.

8.6.6  Setting and Resetting Statistical Values

Setting and resetting statistical values on the device:

<>
<>
¢

<>

To set and reset, open the Measured Values menu on the device.
Switch to the Circuit Breaker function group.

You can reset the values if you select Statistical Values on the display via the context-sensitive Reset
key.

If you select one level lower, you are brought to the statistical values. The measured values are displayed
in primary values.

You can set the statistical values to the desired value via the right context-sensitive Change key. The
input value is converted to the data format according to IEC 61850. In addition, the input value is
rounded to 6 digits. The display is limited to 6 digits. Therefore please note that, in case of small pulse
weighting, minor changes to large metered values can not be reflected in the display.

Set the new value and activate acceptance with Enter.

Setting and resetting statistical values with DIGSI 5:

<>
<>
¢

<>

<>

Start the online mode with DIGSI 5.
Click (in the project tree bottom left) the Measured values menu item.

Double-click the Circuit breaker function group and the measured-value window appears in the oper-
ating range.

If you open the Statistics tab in the measured-values window, you are shown the current statistical
values (see Figure 8-38).

You can reset the current values to 0 by clicking the Reset button.

Alternatively, you can set a value:
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Enter the desired value in the Current value column. The input value is converted to the data format
according to IEC 61850. In addition, the input value is rounded to 6 digits. The display is limited to 6
digits. Therefore please note that, in case of small pulse weighting, minor changes to large metered

values can not be reflected in the display.

<+

<~ To transfer the value to the device, click the Set button.
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Figure 8-38 Overview of Statistical Values
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8.7 Fault Recording

Fault Recording

General

Fault data relates to events or records that are recorded during a device fault. Sampled values of analog meas-
urement inputs and calculated measured values of the device are recorded in the fault recording. A fault
record can also used for recording binary events as traces. Fault events are logged with time stamp in the fault
log. A corresponding fault exists in the fault log for each recorded fault record. The unique assignment is
formed by the time stamp and the fault defined with an automatically incrementing number.

After a fault the most important data of the fault is spontaneously shown on your device display. You can
select whether the spontaneous fault display is updated with each fault or only in case of faults with tripping
(no Trip — no Flag). Spontaneous fault displays such as LEDs fall back again in case of pickup without tripping.

i 0

NOTE

Events are always logged in the fault log.

The control settings of the fault recording are described in the Device manual. The starting condition,
recording length, and the storage criterion are selected with these parameters.

You can rename the signals in the DIGSI information routing matrix. You can change the order of the binary
signals and measured-value channels to be recorded in DIGSI under Signal sequence. For further information,
you will find help in DIGSI 5 version V07.50 and higher (ordering number: C53000-D5000-C001-D). The
following chapter describes the readout and editing of fault records.

Fault Definition

A fault is started by the incoming pickup of a protection function and ends after the trip command with the
cleared pickup.

When using an automatic reclosing function, the full reclosing cycle (successful or not) is integrated in the
fault. If evolving faults appear within reclosing cycles, the entire clearing process is logged under one fault
number even in multiple pickup cycles. Without automatic reclosing function every pickup is also recorded as
its own fault.

User-defined fault configuration and initiation by an external starting signal are also possible.

i

NOTE
® Define the extent of the fault recordings using the control settings of the Fault recording function.

® |ogging of events in the fault log always occurs.

8.7.2 Reading Fault Records
You can read out the fault record recorded in the device via the communication interfaces. You can do this
from a PC with DIGSI 5 or by way of standard (IEC 61850, IEC 60870-5-103) from a central controller upon
request. The fault records read out via DIGSI 5 are saved on the PC in the COMTRADE format. You can analyze
the fault records with the analytical software SIGRA.
Procedure
®  Use the project-tree window to reach the fault records of your SIPROTEC 5 device.
Project — Device — Records
The fault records that have been loaded from the device to date are displayed with time stamps and fault
numbers.
® Toread all fault records stored in the device, click the Read records button in the headline of the indica-
tion list.
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NOTE

°®

l ®  Take note that when accessing via online access points the fault records read replace all fault records
previously shown in the window. If you wish to save special fault records, then export the fault
records (see chapter 8.5.12 Saving and Deleting the Logs).

® When accessing via a device created in the project, older fault records no longer in the device remain
kept. If you wish to delete no longer needed fault records, read chapter 8.5.12 Saving and Deleting

the Logs).
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Figure 8-39 Reading Fault Records with DIGSI 5

8.7.3 Displaying Fault Records

Procedure

® To be able to display and analyze a fault record, you must open the fault record of your choice in the list
of read fault records by double-clicking.

After opening, the fault record is automatically displayed on the COMTRADE Viewer. You can select between
primary and secondary values. If you wish to do expanded analyses of fault records using the options of the
COMTRADE viewer, you can optionally press the Open record with SIGRA button to start the analytical soft-
ware SIGRA. You must have the analytical software SIGRA installed on your PC.
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Procedure

SIPROTEC 5,
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Figure 8-40 Displaying a Fault Record with the COMTRADE Viewer

Saving and Exporting Fault Records

For the analysis of important fault records you can save them as files on your DIGSI 5 PC. You have 2 export
options available in DIGSI 5.

®  Start the standard export of the fault record in COMTRADE format (CFG file) by pressing the Export
button in the headline of the display window (Figure 8-40 a)). The fault record is now available to SIGRA
and other analytical tools.

®  Start the export of the fault record as a CSV file in tabular form by pressing the CSV button in the head-
line of the display window (Figure 8-40 b)). You can, for example, open this file with Excel and individu-
ally edit or analyze it.
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8.7.5 Deleting Fault Records

The recorded fault records are managed in a ring buffer in the device. So that new records can always be
created securely, the oldest records are deleted automatically when the maximum storage capacity is reached.

However, you can also delete targeted fault records. This differentiates whether you wish to delete the fault
records stored or selected in the device in a DIGSI 5 project.
Deleting Fault Records via the PC with DIGSI 5

® To delete the fault records stored in the device, click the Delete fault records button in the headline of
the display window (Figure 8-40 c)).

®  You can delete selected fault records within a DIGSI 5 project. To do this, tag the respective fault records
and right-click with the mouse. Complete the delete action with the offered Delete option.

NOTE

°®
l Recorded events of corresponding faults in the fault log are also deleted with the fault records.

8.7.6 Recording a Test Fault Record

For test purposes, SIPROTEC 5 devices can record fault records of fixed length. You must manually initiate this
recording from the PC via DIGSI 5. The recording length of the test fault records is independent and is set to 1
second.

Procedure

®  To start a test fault record, click the Start fault record button in the headline of the display window
(Figure 8-40 d)). Then read the current fault records to view and analyze them from your SIPROTEC 5
device.

8.7.7 Configuration of Fault-Record Channels

While the Fault Recording function contains the control settings for recording data, you must configure the
channels to be recorded with DIGSI 5 in the configuration matrix. Every application template contains a preset
configuration of channels to be recorded that you can adjust individually.
Fault-Record Channels
The following values are available for fault-record channels:
®  Sampled values of analog measuring inputs (currents and voltages)
® Internal measured values of measured value preprocessing
® [nternal function and operational measured values
®  Binary status signals (internal or external)

Fault-record channels are configured in the information routing of DIGSI 5 (matrix). The Recorder column is
provided especially for this purpose.
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Figure 8-41 Configuration of Fault-Record Channels with DIGSI 5

i

NOTE

The sampled values of analog measuring inputs (currents and voltages) are not freely configurable in the
fault record. The values are specified automatically by the routing of measuring points to the analog input
modules of the device.

i 0

NOTE

The maximum recording length of an individual fault record and the sum of fault records stored in the
device are affected by the following factors:

®  Sampling rate setting
®  Number of fault-record channels
®  Type of fault-record channels

The Fault Recording chapter in the device manual gives an overview of attainable recording times.

8.7.8

Configuration of the Start Criterion

The start criterion for recording a fault record and the duration of a fault record are determined by the control
settings in the Fault Recording function. Read the Fault Recording chapter in the Device manual of your
SIPROTEC 5 device.

Start Criterion

A start criterion is the fault which is formed by the pickups of protection functions and which also takes
account of a reclosing cycle duration during the respective parameter setting.

®  You can configure the start criterion for each parameter setting using your own user definitions. A
Recorder column especially provided for this purpose is then displayed in the information routing of
DIGSI 5 (matrix).
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Devices

JUTB7_MS » 75187 » Settings » Recording » Fault recorder
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Figure 8-42
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User-Defined Configuration of the Start Criterion for Fault Recording

®  You can also set parameters for the start criterion via an external start signal in the Fault recorder func-
tion. >External start). With this you can, for example, initiate recording of a fault record using an
external protection device without internal fault recording in case of pickup.

®  Atest fault record can also be initiated manually and directly via the on-site operation panel of the device
(for example, via function key) or via DIGSI 5. For this, a freely configurable starting signal (>Manual

start) is available.

JUT87_MS » 7SL87 » Information routing

All entries

MY [

Informaticn » Destination
» LEDs Recorder ¥ Logs » Device menu
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Figure 8-43

Manual Start via DIGSI 5

-

Fault recording can also be initiated via communication. This can happen via the standards IEC 61850 and
IEC 60870-5-103 through a connected substation automation technology system.
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8.8  Change Device Settings

8.8.1 Date and Time Synchronization

The integrated date and time synchronization of your SIPROTEC 5 device allows you to assign the precise time
of events to an internally maintained device time. Events in the logs are stamped with the device time. These

time stamps are also transmitted during transmission to substation automation technology or via a protection
interface. You can synchronize the device time using external time sources. You can also take local time zones
and daylight-saving time arrangements into consideration.

8.8.2 Setting Time and Date

You can set the date and time of your SIPROTEC 5 device through the on-site operation panel as well as the
DIGSI 5.
Setting via DIGSI 5

Date and time are internal device quantities. DIGSI 5 access is via online access in the project-tree window.
Here you will see the status of configured time sources and the current device time.

Online access — Interface — Device — Device information — Time information

® To be able to enter your local device time and the date, go to the Device time section and select the Edit
time button.

Time information

Time source 1

Source time: 1970-01-01 00:00:00.000000 [00:00] Received at device time: 1970-01-01 00:00:00.000000 [00:00]
Clockfailed: Yes Type: T103
Clock synchronized: No

Time source 2 Synchronizing device
Source time: 2012-01-01 00:01:05.000000 [00:00] Received at device time; 2012-01-01 00:01:05.000000 [00:00]
Clockfailed: No Type: IRIG_B

Clock synchronized: Yes

Device time
January 01, 2012 12:01:05 AM - Edittime Settime

[scztinfo-030311-01.tif, 1, en_US]

Figure 8-44  Time Information in the DIGSI 5

®  After finishing the input, press the Set time button to transfer it to the device.

®  Thedisplay for modified values for date, time, and their cyclical updates will confirm the successful

transfer.
~ NOTE
l The Edit time button is inactive until data have been queried from the online device for the first time.

Settings on the Device Using the On-Site Operation Panel

To reach the settings for date and time from the main menu, use the navigation keys on the on-site operation
panel.

®  Select Main menu — Device functions — Date & Time.
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Date & Time 173
Dateformat
DD.IMM. i
Date 2
03.04.2013
Time 3
08:50:11
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Figure 8-45 Date and Time Setting

®  From the Date format menu item, select a display option.

®  To change the format, press the Change softkey.

®  Enter the change and then confirm the entry by selecting the Ok softkey.

The Date and Time menu items show you the current values with ongoing update.

® To change Date or Time, select the desired menu item and press the Change softkey.

®  Enter the changes and then confirm the entry by selecting the Ok softkey.

8.8.3 Setting Time Keeping Parameters

Input the time keeping settings of your SIPROTEC 5 device preferably using DIGSI 5. You have access here to
all possible settings. You can only access some of the settings using the on-site operation panel while the
device is being operated.

Settings Using DIGSI 5
To reach the time settings of your SIPROTEC 5 device, use the project-tree window.

®  Select
Project — Device — Parameter — Time settings

®  Select the desired date format.

®  Configure up to 2 external timers (time source, latency, time zone) and the time by which failures should
be logged.

First decide whether your PC settings should be accepted or whether you wish to enter the settings manually.

®  Enter the settings for your local time zone and daylight saving time. The settings include the local time
zone (relative to GMT) as well as the daylight saving time options (activation, start, end, and offset of
daylight saving time).

You will find application and setting information in the Device manual, chapter System Functions.
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Time configuration

8.8 Change Device Settings
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Figure 8-46
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You can only access some of the settings using the on-site operation while the device is being operated. To
reach the settings for time synchronization from the main menu, use the navigation keys on the on-site opera-

tion panel.

®  Select Main menu — Parameter — General — Time sync.

Time sync. 5/5

Time source 1 1

[102] none

Time zonetime source 1 4

[108] local

Time source 2 5

[105] none

Time zonetime source 2 8
local

Faultindication after
(0...3600/ step size: 1)s

[sctimsyc-080413-01.tif, 1, en_US]

Figure 8-47

Time-Synchronization Settings

®  Configure up to 2 external time sources. There are port and channel numbers in communication inter-
faces for every configured time source. This depends on the configured hardware of your SIPROTEC 5

device.

®  Select the time-zone arrangement (UTC or local) for each time source.

®  Select the time by which time synchronization failures should be logged.

For each change in the settings, select the desired menu item and press the Change softkey.

®  Enter the changes and then confirm the entry by selecting the Ok softkey.

You will find application and setting information in the System Functions Device manual.
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NOTE

°®
l Make sure that the settings for the time sources coincide with the actual hardware configuration of your
SIPROTEC 5 device. In any event, incorrect settings cause the status indications of time sources to pick up.

8.8.4 Status and Monitoring of Time Keeping

Time Information in DIGSI 5

The compact overview of the status of time synchronization in your SIPROTEC 5 device will give you support
information about the DIGSI 5 especially during commissioning. You reach the overview in the project-tree
window via Online access.

Online access — Interface — Device — Device information — Time information

Time information

Time source 1

Source time: 1970-01-01 00:00:00.000000 [00:00] Received at device time: 1970-01-01 00:00:00.000000 [00:00]
Clockfailed: Yes Type: T103
Clock synchronized: No

Time source 2 Synchronizing device
Source time: 2012-01-01 00:01:05.000000 [00:00] Received at device time; 2012-01-01 00:01:05.000000 [00:00]
Clock failed: No Type: IRIG_B

Clock synchronized: Yes

Device time
January 01, 2012 12:01:05 AM v Edittime Settime

[scztinfo-030311-01.tif, 1, en_US]

Figure 8-48  Time Information in DIGSI 5

For every time source, you see the following:

® [astreceived time (with date)

®  Receipt time of the last received time telegram

®  Configured type of timer

® [ndication of timer outage or failure

®  Whether the device time is currently synchronized from the time source

The lower section displays the device time, which is continuously updated. If the internal device time and the
infeed time source were synchronous at the time of telegram receipt, both displayed times are identical.

NOTE

°®
l All indicated times (even of time sources) take account of settings for local time (zone and daylight saving
time of the device) in the form of a numeric offset to UTC (universal time).

Time Information on the On-Site Operation Panel

To reach the settings for date and time from the main menu, use the navigation keys on the on-site operation
panel.

Main menu — Device functions — Date & Time
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Figure 8-49 Date and Time Setting

The menu items Date & Time show the current values, which are permanently updated. You can also change
entries here.

Time Synchronization Indications

Internal time synchronization is monitored cyclically. Important synchronization processes, the status of time
sources and errors detected are reported and entered in the operational log. For this purpose, see the list of
indications for internal date and time synchronization in the System Functions Device manual.

o NOTE

l In case of a missing or discharged battery, the device starts without active external time synchronization
with the device time 2011-01-01 00:00:00 (UTC).

8.8.5 Setting the Contrast of the Device Display
You can enter the contrast setting only on the device via the navigation keys on the on-site operation panel.

Procedure
®  Open the contrast menu by pressing the Left + Right navigation keys simultaneously.
® |f prompted, change the contrast intensity +/- using the Right/Left navigation keys.
®  You can restore the basic setting by simultaneously pressing the Up + Down navigation keys.

®  Then confirm the setting changes with Enter.

Contrast
-mnRpooo+

“r

[sckontra-080413-01.tif, 1, en_US]

Figure 8-50  Contrast Setting of the Device Display

8.8.6 Changing the Language on the Device

If the Language of the operation panel was configured in DIGSI 5, you can select between the national
language and US English on the device at any time.
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®  Toreach the setting dialog for the language selection, press the function key <F9>.
®  Use the up/down navigation keys to select the languages.

®  Finally, confirm the setting changes with Ok.

Changing the Units System on the On-Site Operation Panel
®  Toreach the settings dialog for selecting the units, select the Localization menu in Device functions.
® To select the units system, press the Change softkey.
®  Use the Up/Down navigation keys to select the units system.
®  Finally, confirm the setting changes with Ok.

Devicefunctions 5/7

Operation modes
Reset functions
Security

1
2
3
4

Line1 7

&
<

[scchgun1-050413-01.tif, 1, en_US]

Figure 8-51 Units System of the Country

Localization 141

Unit system
Sl

Esc s
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Figure 8-52 Switching the Units System

Changing the Device Language on the PC in DIGSI 5

®  To reach device information of your SIPROTEC 5 device in the menu, use the project-tree window. You
can reach the device optionally via online access or via the project in which it must be created:

Online access — Interface — Device — Device settings
Project — Device — Settings— Device settings

® Inthe project-tree window, click Device settings.

®  Select the language via the Operation-panel language parameter.
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Device settings

Editmode: | Secondary m
Number of settings groups: | 1 [+]
Active settings group: | Parametergruppe 1 [+]

DIGSI 5 uses following IP
address: | 192.168.100.101 (integrated Ether v |

0 0 0 0
Operation-panel language: | German [+]
German (Germany) R

Binaryinput channel threshold: ~ English (United States)
Spanish (Spain)
Portuguese (Brazl)
Activate device functionality Russian (Russia)

[scsprums-040613-01.tif, 1, en_US]

Figure 8-53 Language Change with DIGSI 5

® The setting is accepted in the device through Load configuration in devices.

® \When prompted, enter the confirmation ID and finally click Ok.

The operation panel language changes automatically after it is downloaded from the PC to the device.

8.8.7 Changing Confirmation IDs

Authorization for security-relevant operations on the device directly via the on-site operation panel or DIGSI 5
is assured by the assignment of confirmation IDs. These confirmation IDs are assigned exclusively using
DIGSI 5. You can find more information in the Security Manual.

Changing Confirmation IDs on the PC in DIGSI 5

To reach the menu for the confirmation IDs of your SIPROTEC 5 device, use the project-tree window.
Project — Device — Security

The confirmation IDs for 4 different access types will appear in the main window.

®  Activate or deactivate a confirmation ID by setting or removing a check mark in the Active column.
®  To change a confirmation ID, click the change button in the Action column. The change window opens.
[

Enter the new confirmation ID (comprising 6 digits from 0 to 9) twice, and then confirm it with OK. The
confirmation IDs are set ex factory as default (see table Table 8-13).

Confirmation IDs and connection password

Enter confirmation ID

Active |Scope of operation Action Description

M | settings [ eperation Change... Allows change of settings and access to process data

[] FetKeyiPB operation Allows operating via function keys and push-buttons only with confirmation ID (of Settings/Operation).
™  switching (process) Change... Allows switching operations.

@  switching (unlacked) Change... Allows switching operations. Interlocking conditions get ignored or get considered

[  switching autherity Change... Definition of the authority for switching operations. LOCAL always has higher priority than REMOTE.

Password for secure connection

&

Active Operation type Action
Connecting DIGS! 5 with SIPROTEC 5 device

Description

Securitystandards compliant password for authentication on each device connection.

Have you forgotten one of the confirmation |Ds or the connection password?

[sc_security_password_confirmationID, 2, en_US]

Figure 8-54 Window for Activating Confirmation IDs
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8.8.8

Change confirmation ID X
Change the confirmation ID for device 75186
New confirmation ID:
Repest new confirmation ID:
Enter exactly 6 numbers from 010 9.
ok || cancel
[scbstcod-210311-01.tif, 1, en_US]

Figure 8-55  Window for Changing Confirmation IDs

Table 8-10 Default Setting of Confirmation IDs

Operating Range Default Setting
Read access 1111112
Set/operate 222222
Switching (operation) 333333
Switching (unlocked) 444444
Switching authority 666666

Setting Function Settings

Enter the function settings of your SIPROTEC 5 device preferably using the DIGSI 5. You have access here to all
possible settings. Using the on-site operation panel you can make individual setting changes while the device
is in operation.

Offline Settings Using DIGSI 5

To reach the function parameter settings of your SIPROTEC 5 device, use the project-tree window.
®  Select Project — Device — Parameters — Function group — Function — Function block

The settings of the selected function block are displayed in the main window.

If multiple settings groups (see chapter 8.8.9 Settings Group Switching) have been activated, first ensure that
you are making your changes in the correct settings group. You can change this in the header of the main
window if necessary. In another column of the main window, you can compare the setting values with those
in another settings group.

® To change a setting value, click the setting arrows of the parameter concerned.
®  For selection of settings, select a value from the displayed list of possible settings.

®  For decimal parameters, you can change the setting value incrementally using the setting arrows, or
enter the setting value directly via your PC keyboard. Setting values that are not permitted are indicated
by a red background color and red exclamation marks in the affected areas of the project-tree window.
DIGSI 5 cannot load invalid setting values into the device.

2 This confirmation ID is automatically used internally for read operations; user details are not required for this non-modifiable confir-
mation ID.
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[scstfugr-030311-01.tif, 1, en_US]

Figure 8-56  Setting Function Settings in DIGSI 5
®  When you are finished changing your settings, load the entire device configuration into the device.

® Todo so, click with the right mouse button the Load configuration in device context menu.

® Toload the setting changes for multiple devices via the system, press the project-specific Load configu-
ration in device button in the project-tree window.
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T single-line configuration
[ Add new device
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- & 2
& Curl+x =
curl+C
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Del
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Upgrade configuration version...
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I '@, Properties... Alt+Enter
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Figure 8-57 Loading Function Settings in the Device
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Online Settings via DIGSI 5

You should always use the online setting if you want to change individual function settings of a device in
operation. To reach the function settings of your SIPROTEC 5 device, use the project-tree window.

®  Select Online access — Interface — Device — Settings

Settings on the Device Using the On-Site Operation Panel

Using the on-site operation panel you can access function settings while the device is in operation. To reach
the function settings from the main menu, use the navigation keys on the on-site operation panel.

If multiple settings groups (see chapter 8.8.9 Settings Group Switching) have been activated, first ensure that
you are making your changes in the correct settings group. You can change this as necessary.

®  To do this, select Settings — General = Change group settings in the main menu
When the correct settings group is selected, proceed as follows:

®  Select Main menu — Settings — Function group — Function — Function block
The active settings of the selected function are displayed in the device display.

® To select the parameter to be changed use the navigation keys or the number keys for direct selection
according to the right sidebar.

Line data
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Figure 8-58 Changing and Selecting Function Settings on the On-Site Operation Panel

®  To change a parameter setting, click Change in the base bar dialog.

® [f you are not yet authorized to access via LOGIN, you will be requested to input the confirmation ID.
®  Use the number keys to enter the confirmation ID and confirm with Ok.

®  For the selection of settings, use the navigation keys to select a value from the displayed list of possible
settings.

®  For decimal parameters, you can input the setting value directly using the number keys within the
displayed setting range.

®  Confirm your settings using Ok or Enter. Setting values that are not permitted are declined.

®  To activate all changes made, press the left navigation key until you are prompted in the base bar to
confirm or cancel the changes.

®  Confirm your changes using Ok.
Select
Discard
EEET : 0K
[scbstubn-080413-01.tif, 1, en_US]

Figure 8-59  Confirming Taking Over of Function Settings on the On-Site Operation Panel
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8.8.9 Settings Group Switching

For different applications, you can save the respective function settings in so-called Settings groups and, if
necessary, activate them quickly.

You can save up to 8 different settings groups in the device. In the process, only one settings group is active at
any given time. During operation, you can switch between settings groups. The source of the switchover can
be selected via a parameter.

You can switchover the settings groups via the following alternatives:
®  Via the on-site operation panel directly on the device

®  Viaan online DIGSI connection to the device

®  Via binary inputs

®  Via communication connection to a substation automation technology

The communication protocols IEC 60870-5-103, IEC 60870-5-104, IEC 61850, DNP or Modbus TCP can be
used for switching the settings groups.

A settings group includes all switchable settings of the device. Except for a few exceptions (for example,
general device settings such as rated frequency), all device settings can be switched.

This section assumes multiple configured settings groups, and only describes the switching process. The func-
tion and their setting parameters are described in the chapter Settings Group Switching in the Device
manual.

Settings Group Switching via DIGSI 5

Use the project-tree window to initiate settings group switching on your SIPROTEC 5 device. Settings group
switching can be initiated both via the project (offline) and via the online access point.

NOTE

i 0

Bear in mind that the settings group in the project is switched by loading the DCF into the device. This
causes an automatic device restart (reset). If you make other functional changes at the same time, a device
restart can also occur in online mode or at the on-site operation panel. Switching without interrupting
device operation may be performed only with online access.

Settings group switching via the project (offline)

®  Select: Project — Device — Settings — Device settings — Active settings group

®  Select the desired settings group and then load the DCF into the device.

For settings group switching via the online access point

®  Select: Online access — Interface — Device — Settings — Device settings — Active settings group

®  Select the desired settings group and then load the change into the device.

Settings Group Switching at the Device Using the On-Site Operation Panel

Use the navigation keys of the on-site operation panel to initiate settings group switching on your SIPROTEC 5
device.

®  Select Main menu — Settings — General — Change group

®  Using the navigation keys, go to the Activat. of settings group setting and click Change in the base bar
dialog.

® [fyou are not yet authorized to access via LOGIN, you will be requested to input the confirmation ID.

®  Use the number keys to enter the confirmation ID and confirm with Ok.
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Figure 8-60  Setting the Active Settings Group on the On-Site Operation Panel

®  Use the navigation keys to select the settings group to be activated from the displayed list of possible
settings.

®  Confirm your settings using Ok.

® To activate settings group switching, press the left navigation key until you are requested to confirm or
cancel in the base bar.

®  Confirm your changes using Ok.
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[scbstubn-080413-01.tif, 1, en_US]

Figure 8-61 Confirming Taking Over of Changes on the On-Site Operation Panel

Settings Group Switching via Binary Inputs

For settings group switching via binary inputs on your SIPROTEC 5 device, you first have to set the Settings
group activation settingto via binary input.

You must also have configured the binary input signals that are necessary for switching the settings group to
the contacts of your device. You will find these in DIGSI 5 under:

Project — Device — Information routing — General — >PG Selection Bit 3/Bit 2/Bit 1

100 ms after one of the 3 signals is changed (stabilization time), the signal image present will lead to a
switching to the corresponding settings group. The following table shows the possible binary codes (BCD) and
associated settings groups (PG). From the table you can also determine which input signals you have to route
depending on the number of settings groups.

Example: To ramp up the device, the parameters Number of settings groups = 4 (PG 4) — >PG Selection
Bit 1, and >PG Selection Bit 2 must have been routed to binary inputs.

Table 8-11 Binary Codes of the Signal Inputs and Associated Settings Groups

BCD Code via Binary Inputs SG 1 SG2 SG3 SG 4 SG5 SG 6 SG7 SG 8
>PG selection bit 3 0 0 0 0 1 1 1 1
>PG selection bit 2 0 0 1 1 0 0 1 1
>PG selection bit 1 0 1 0 1 0 1 0 1

Settings Group Switching via Control

When using the Control function for switching, the settings groups can be switched via a communication
connection from the substation automation technology or via a CFC chart.
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The communication protocols IEC 60870-5-103, IEC 60870-5-104, IEC 61850, DNP or Modbus TCP can be used
for switching the settings groups via a communication connection.

In order to use a CFC chart for switching, you must create a new CFC chart in DIGSI 5. Create the CFC chart in
the DIGSI 5 project tree under Name of the device — Charts — Add new chart. Link the signals that control
settings group switching in the CFC chart.

NOTE

i 0

The device starts in this mode after a DCF upload (offline mode), using the active settings group 1. The
device is informed about a settings group change via the substation automation technology only. As long
as the substation automation technology command is pending, protection runs using the settings from
active settings group 1.

If the Control mode is changed in online mode (settings changes via DIGSI 5 or the on-site operation
panel), the device continues to run with the last active settings group. If a substation automation tech-
nology command for a settings group change is sent or the mode for settings group switching is changed,
this state ends. In the case of a device warm start, the device starts in the mode of the most recently active
settings group.
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8.9

8.9.1

8.9.2

202

Control System on Site

General

You can execute switching device control via a connected substation automation system and through DIGSI 5.
You can also control the device directly via the keyboard. The large graphic display is best suited for this
purpose but control is also possible with the small display.

Operation of switching devices is subject to different safety tests such as switching authority and switchgear
interlocking protection-function test. You will find a detailed description of these functions in the Device
manual in the chapter Control Functions. To facilitate access to on-site control only for authorized persons,
you can set parameters of a confirmation ID using DIGSI 5.

Menu Structure

If you go to the main menu of the device and select the Control menu item, you get the following submenu:

Control 175
1
Other 2
Interlocking 3
Switching authority 4
5

Switching mode

&
<

[scstemen-090413-01.tif, 1, en_US]

Figure 8-62 Control Menu on the Device Display

Table 8-12 Subitems of the Control Menu with Meaning

Menu Item Submenu Meaning
Equipment Display Display of current state of all switching devices.
Control Display of current state of all switching devices. You have the

possibility to transmit a switching command.

Acq.blk./man.update Display of current state of all switching devices. If acquisition
blocking is placed for the switching device, you have the
option of a manual update.

Acq.blk. (appears after selecting Change): allows you to
place acquisition blocking for a switching device. Entry of the
confirmation ID is necessary.

Status You are notified about the status of the individual switching
devices with respect to acquisition blocking, manual update.
Other Display As for the Equipment item, but for user-defined objects of
Control type DPC (double command), SPC (single command), and PLC

Acg.blk./man.update (marker).

Status
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Menu Item Submenu Meaning
Interlocking One line for every Display of interlocking status of the switching devices with
switching device the letters S, D, P and B.

® S =_Check of switching authority
® D= Check of double-activation blocking
® P =_Check whether position is reached

® B = Check of blocking by protection

Switching Switching authority = Display of current switching authority. If the device does not
authority Local have a key switch, a change dialog is displayed and you can
enter the change via the device keyboard. If the device has a
key switch, the Switching authority menu bar is static and a
change can be made only via the key switch.

Switching mode Switching mode = Inter- |Display of current switching mode. If the device does not
locked have a key switch, a change dialog is displayed and you can
enter the change via the device keyboard. If the device has a
key switch, the Switching mode menu bar is static and a

change can be made only via the key switch.

Switching Authority

The switching authority ensures that simultaneous control can be done only from one command source. For
example, you must prevent a switching command from being executed by the control center during field
work. To do this, you must set the switching authority to Local. SIPROTEC 5 recognizes the following
switching authorities:

® |ocal
®  Remote/station
®  Remote/control center

The Remote/station switching authority level was redefined in IEC 61850. You can deactivate the switching
authority in the device. Full support for this level is ensured only in devices with the IEC 61850 protocol.

The Remote/control center switching authority is normally used as the remote switching authority. You can
change the switching authority from Local to Remote Using the top key switch. You can also set this switch-
over in devices without the key switch after entering the confirmation ID.

Switching Mode

Changing the Switching Mode

A

DANGER

Danger due to hazardous voltages during the operation of electric devices
Noncompliance with the safety notes will result in death or severe injuries.

< Only electrically qualified personnel may work on these devices. The electrically qualified personnel
must be thoroughly familiar with pertinent safety regulations and precautionary measures as well as
the warnings in this manual.

If you perform non-interlocked switching, for example, in the commissioning phase, you can change the
switching mode during operation.

You can set the switching mode using the key switch. Non-interlocked switching is permitted in the horizontal
key position (Interlocking OFF). Only interlocked switching is allowed in the vertical key position.
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Proceed as follows for devices without a key switch:
< Select the menu item Commands in the main menu.

< Go to the menu item Switching mode.
< Select Interlocked or Non-interlocked and confirm with Ok.
¢

You can set this switchover after entering the confirmation ID.

8.9.5 Control with Graphic Display

Devices with a graphic display can depict a single-line diagram of the field in the control display, see
Figure 8-63. You can create the control display with the display editor of DIGSI 5. The display becomes active
directly after activation. You can reach the display at any time by pressing the yellow <Ctrl> key.
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Figure 8-63  Control Display
Selecting Switching Device

From this control display you can select the individual switching devices using the navigation keys. After the
position has been switched, the feedback is shown directly in the control display. A separate default display
(single line without control capability) is not present but can be created.

Refer to the notes in chapter 5.3 Displays for Indication and Control.

Initiating command
®  Select the switching device to be controlled using the navigation keys.

®  Then enter the new target position ON or OFF with the corresponding control key (green <I> for ON, red
<O> for OFF).

®  Confirm the query with the softkey marked Ok in the display.

If the switching operation is permissible, it is executed, otherwise you receive a notification about the cause of
rejection.

204 SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020



Operation in the Operating State
8.9 Control System on Site

=E03Kornerstr 171

'BB1
BB2

S S
aB1 N N aB2

QA1
Kupplung Kérnerstr

Confirm
CircuitBreaker_90
close ?

[scauswqga-090413-01.tif, 1, en_US]

Figure 8-64  Selecting a Switching Device in the Control Diagram

You can also initiate a control action via the navigation keys after selecting a switching device.
To do so, select Open or Close in the menu and confirm with Ok.
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Figure 8-65 Initiating Control Action

8.9.6 Control with Small Display

For devices with the small display, you can control from the switching device list, in the same way as for
devices with the large display. A single-line representation of the feeder is impossible here.

®  Select the list of all switching devices in Commands/Equipment and then the switching device to be

controlled in the Control menu item.
The currently recorded position is shown to you.
®  You now control via the right context-sensitive key (labeled Switch).
® Then select the target position (off or on).
®  Confirm the query of the confirmation ID.

After entering the confirmation ID for on-site control, the switching command is output while considering the
interlocks (switchgear-interlocking protection conditions, switching authority, etc.).
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[sckindis-090413-01.tif, 1, en_US]

Figure 8-66 ~ Control from the List on the Small Display

Acquisition Blocking and Manual Updating

During commissioning, maintenance, or testing, a brief interruption of the connection between the logical
signals and binary inputs may be useful. It allows you to manually update the status of a switching device that
is not providing feedback correctly. Before this can take place, you must first set acquisition blocking.

To set the acquisition blocking, proceed as follows:

® Using the navigation keys, move in the main menu of the device display to
Commands— Equipment— Ag.blkman. update.

®  Select the appropriate device (for example, a circuit breaker) from among the several switching devices
using the navigation keys.

®  Press the Change softkey.

®  Enter the confirmation ID (not relevant for active role-based access control (RBAC) in the device).
®  Confirm the process with the softkey marked OK in the display.

After entering the confirmation ID (only with the RBAC inactive), acquisition blocking is switched on.

Aq.blk./man.update 171

[scerfass-310816-01, 1, en_US]

Figure 8-67 Activating Acquisition Blocking

Manual updating of the switching device is possible from within the same menu.
®  Select Manual update (Figure 8-68) using the navigation keys.

®  Select the switching device setting to be updated manually using the navigation keys (for example, off,
Figure 8-69).

®  Confirm the process with the softkey marked OK in the display.
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Figure 8-68 Activating Manual Update
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Figure 8-69 Selecting Position

The manually updated position of the switching device will be displayed.
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Figure 8-70 Position of the Switching Device

NOTE

i @

For security reasons, manual updating is possible only directly through the on-site operation panel of the
device and not through DIGSI 5.

NOTE

i @

Setting acquisition blocking and the subsequent manual updating are also possible via the IEC 61850
system interface.

You can also set acquisition blocking via a binary input. If you want to put the feeder or the switching device
in revision, you can set the acquisition blocking for an individual or several switching devices with an external
toggle switch. For this purpose, every switching device in the Switch function block (circuit breaker or discon-
nector switch) has the input signal >Acquisition blocking. This signal can also be set from the CFC.
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Information » Source » Destination
» Binary input CFC » Binary cutput
» Base module » Baze rmodule
Signals Humber Type |10 12 A3 A 15 A AT VB 23 22 23 14123
(All) [+] qamy 0 O O O O O e
b & Tip logic s | R D L
» g Circuitbreak, 201.4261 - = o =
# =Ready 201.4261.500 5PS
# >Acquisition blecking  201.4261.501 SPS
& sResetswitch statist.  201.4261.502 SPS
# -ResetAcqBIkBSubst  201.4261.504 SPS
» & External health 201.4261.502 ENS
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Figure 8-71 Input Signals >Acquisition Blockand >Release Acquisition Block & Manual
Updating on the Switching Device

i 0

NOTE

Interlockings are carried out with the status changes of the switching device. Remove acquisition blocking
again manually. Otherwise, position changes of the switching device are not detected and interlockings are
ineffective.

If the acquisition blocking and the manually updated position are set using the operation panel of the device
or the system interface IEC 61850, these are retained until the acquisition blocking is manually deactivated.
When you initially start the device, the acquisition blocking is deactivated.

Except for a restart, the acquisition blocking and the manually updated position are retained.

If the acquisition blocking is activated via the input signal >Acquisition blocking, itis retained as long as
the binary input is active.

To set the acquisition blocking of a switching device, the following sources are possible:
®  Operation panel of the device

®  System interface IEC 61850

® Inputsignal >Acquisition blocking

All sources undergo OR operations, that is, the acquisition blocking remains set until all the sources are deacti-
vated.

After deactivation of the acquisition blocking, the actual position of the switching device is adopted and
displayed in the operation panel of the device.

i 0

NOTE

When the acquisition blocking is activated or the switching device updated manually while the entire
device or the switching device is in test mode, these states are not saved. The acquisition blocking and the
manual updating are not retained after a restart.

8.9.8

208

The acquisition blocking and the manual update for the circuit breaker, the disconnector, and the tap changer
are reset by way of the >Reset AcqBlk&Subst binary input. Setting acquisition blocking and manual
update is blocked with the input activated.

Status Display

You reach the following display through the Status menu item:
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Status 174
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<
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Figure 8-72 Status Display of Switching Devices

The meaning of the status columns is as follows:

AB = Acquisition blocking active (acquisition blocking for the switching device is set)
MU = Manual update (switching device was manually updated)

CH = Chatter blocking active (Chatter blocking has been activated and is still set)

Setting a Marker

In order to be able to set a marker manually with a device operation, you must activate a cross in the Control
Menu column in the DIGSI 5 information matrix (see Figure 8-73).

Information » Destination
» LEDs » Faultrecords » Logs » HMI
» Expansion housing 1
Signals Number ypeli|28 228 231 245 258 (268 274 281 29 |30 |31 32 Recorder O F  Control menu
(All..) L(AI[,..) L("L B B B B a B B B N B L(A[I..,) |~ i~ L(All..,) |~
» & Interlocking -1.-1.4230 | |
» & Circuit break. -1.-1.4260 =]
v & User-def.FB 1 AAA [ Z
¢ Mode 1110 ENC [
» § Behavior 100 ENS [
» § Health 1110 ENS [
» 3\, MarkerCom. 1110 SPC [ ] X

[scrangma-090413-01.tif, 1, en_US]

Figure 8-73 Routing of a Marker to the Operating Menu

The marker appears in a list, for example, under
Commands — Additional — Display or — Status.
At this point you can observe or vary the current status.

i @

NOTE

To change the state of a marker (from On to Off or vice versa), you need to enter the confirmation ID for
control.

8.9.10 Assignment of Authorizations with Confirmation ID
Sensitive operations during on-site operation are authorized by the assignment of confirmation IDs (see also
Security Manual C53000-H5040-C081).
Figure 8-74 shows an example of a device without a key switch. For devices with key switches, the confirma-
tion IDs are not required for non-interlocked switching and for the switching authority. These are replaced by
the corresponding key switches for non-interlocked control and for local switching authority.
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Confirmation IDs and connection password

Enter confirmation ID

Active Scope of operation
Settings [ operation
Fct.keylPB operation
Switching (process)
Switching (unlocked)

R0

Switching authority

Password for secure connection

=]

Active | Operation type
Connecting DIGS| 5 with SIPROTEC 5 device

Action Description

Change... Allows change of settings and access to process data.

Allows operating via function keys and push-buttons only with confirmation ID {of Settings/Operation).

Change... Allows switching operations.
Change... Allows switching operations. Interlocking conditions get ignored or get considered.
Change... Definition of the authority for switching operations. LOCAL always has higher priority than REMOTE.

Action Description
Securitystandards compliant password for authentication on each device connection.

Have you forgotten one of the confirmation |Ds or the connection password?

[sc_security_password_confirmationID, 2, en_US]

Figure 8-74 Assignment of Confirmation IDs

Table 8-13 Confirmation IDs

Name

Description

Settings/operation

Authorization to change settings on the device display and DIGSI 5

Fct.Key/PB operation

Access to process data is possible with the help of push-buttons and func-
tion keys. The confirmation ID of Settings/operation is requested.

Switching (process)

To prevent unintentional switching of combined protection and control
devices, this general authorization for switching on site is available.
Release for manual placement of markers

Switching (unlocked)

Only in devices without key switch authorization for unlocked switching
(only effective in devices with parameterized switchgear interlocking
protection conditions)

Switching authority

Only in devices without key switch release of On-site switching authority,
and hence of control on the device display

Switching (without synchro-
check)

Authorization for unsynchronized switching of a circuit breaker (only in
devices with activated synchrocheck)

8.9.11 Control with Function Keys

8 of 9 function keys can also be used for control. Function key <F9> is hardcoded for language switching.
Using a function key you can initiate a switching sequence, for example, to switch on a feeder.

®  You reach the function keys by pressing the blue <Fn> key and the corresponding digit from <1> to <9>

in the numerical keypad.

®  Define your switching sequence using the CFC editor.

® |inka single command (type SPC) in the information routing matrix with the desired function key.

®  Connect this single command with a SPC_INFO block that starts the switching sequence.

210
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9.1 Overview

9.1

212

Overview

This chapter contains information about the commissioning of the SIPROTEC 5 device. Test functions inte-
grated in the device support you during testing, simplify testing processes and reduce testing times. You will
get an overview of the numerous possibilities of initial startup in chapter 9.3 Initial Startup.

The secondary test described in chapter 9.4 Secondary Tests is used for checking:
®  (Correct setting of functions

® Routing of logical signals to the binary inputs and outputs

® Interfaces and many more

Chapter 9.5 Primary Tests deals with the primary test and contains information about the test method. Infor-
mation specific to protection functions can be found in the device manual.

The following chapter gives you an overview of the test functions integrated in the device. You can find the
offline testing options during engineering in the DIGSI 5 online help.
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9.2  Test Suite Integrated in the Device

9.2.1 Test Functions

After you complete the initial startup (see chapter 9.3 Initial Startup), you can access the test functions inte-
grated in the device. To do this, establish connection to the online device. In the project tree, open the Folder
Test Suite. Underneath you will find the individual test points that are explained to you in the following chap-
ters. The following figure shows the project tree.

Project Edit View Inset Online Options Tools Window Help

i MHseeprec @ X EEX B 24 % & XdU®

LW J-F-K-Place » 7SL87 » Information routing
Devices
: ) EE MO EE Anenvies 2Y
Information » Source » Destination
~ [ 75187 P » Binary input » Function keys CFC » Binary output
[ Device information » Base module » Base module » Base module
[ Hardware and protocols Signals Number e |1 22 (S 7 [ (72 (5 S [0 F 2 5 2 5 6 T B T 28 T 2 5T 5 7
2 Measuring-points routing ) - (0] H(EHFHEREEEEHEREEHERESNEEEEEEAVEBEESEEEEEEER
« Function-group connections » & Supv. sumV 11.941.2461
4 Information routing » & Supv. AD-conw. 119415251
T Communication mapping » VT 3phase 11.941.8911
v _g Settings » VT miniatureCB 11.941.2641 =
[Z pevice settings > VT 11.941.3811
92 Time settings v o2 11.941.3812
» ull Power system = [Zsempled val. voltage  11.941.3812... SAY
» 42 Recording > pVI3 11.941.3813
v GgLine 1 > pVTa 11.941.3814
© Genersl » P Recording 50
& 21 Distance prot. 1 » 2 device prot. com. 3
& Process monitor » G Circuit breaker 1 301 S o I i FEg e =
© 85-21Perm.overr. ~ §gLine 1 21 - = =
& Weak infeed » & General 21.9001
& 87 Line diff. prot. B » & Group indicat. 214501 -
& 50151 OC-3phase 1 » & Faultlocator 215321
& SONISTN OC-gnd 1 > o Mesviail.sup 212671
& 50 OC high-speed 1 » E»Process monitor 211181
© Switch onto fault 1 » & Operational values 21761
© Extemal trip 1 » EFund.fsym.comp. 21771
& Fault locator » Energy 211021
& Mes.vail sup » 21 Distance prot. 1 21.901
5 Circuit-breaker interaction » 85-21Perm.overr. 211291 B =
» G Circuit breaker 1 » BWeakinfeed 211331
» @ 2 device prot. com. » 87 Line dif. prot. 21831
~ ljai Function charts v 50/51 OC-3phase 1 21.221
I Add new chart ~ & Group indicat. 21.221.4501
}of pevice_op 21.2214501... ACD
1ol GroUFWARN_20 @ general SPS
» —f1Display pages @ phsa SPS
it Safety and security ¢ phsB SPS
~ . Test sequences. $phsc SPS
(3% Add new test sequence @ 1-phase SPS
54 sequence_1 & 2-phase SPS
» —§ Process data § 3-phase SPS
-+ IEC 61850 GOOSE communication v & Operate 21.2214501... ACT
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Figure 9-1 Project Tree

If you have activated a connection password for the device, you must enter it in the corresponding dialog.
After correct password entry, the connection between DIGSI 5 and device is established. In case of wrong
entry, the connection is not established.

If you have configured a confirmation ID with DIGSI 5, this is queried when you access the individual test func-
tions. Enter here the corresponding 6-digit number.

You will find details for configuring the password and the confirmation ID in the Security Manual.

If the connection between DIGSI 5 and the device is interrupted during a test function, re-establish the
connection to the device. Then do a reset on the device with DIGSI 5. If no connection can be established,
then do the reset directly on the device through the on-site operation panel. After successful reset, the device
is now in a normal operating state 9.3.3 Initializing Device and Verifying Basic Status.

NOTE

i @

The device must be set in another mode for most tests. If the tests occur in a system in operation, ensure
that the running operation is interrupted.

After successful tests, bring the device back to the previous mode in the following manner:

®  Confirm the link Show device mode in the upper right of the work window.
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Elg snapshot [, Reset Show values as:  primary v CsY

2 Thevalues are displayed from normal operation. Setreset of statistics, functional and user-defined values is allowed.

\

Show device mode
[scgemoaz-210611-01.tif, 1, en_US]

Figure 9-2 Top Rail in the Working Window

®  Select the previous mode in the working area Device information under Device mode .

®  (lick the Restart button.

Testing Current and Voltage Inputs

If you click in the project tree according to Figure 9-1 on the menu item Analog inputs, a visualization of the
current values of the measuring points that exist in the device will appear in an editor. On the left side you will
see the phasor diagram for 3-phase analog inputs (absolute value and phase). To the right the measured
values are displayed as numerical values. The primarily measured values for voltage and current are shown as
indicators of absolute value and phase. The reference is the voltage in phase A of measuring point 1. If no
voltage is connected, the current in phase A of measuring point 1 serves as the reference. All indicated phasor
values refer to the reference quantities.

You can identify and verify the following errors with measured-value control:
®  Turnerin the analog wiring

®  \ector group

®  Direction between current and voltage

Devices connected via effective connections can also represent analog measuring points of remote ends as
phasors. In this case, the phasors of measuring points of up to 6 remote ends are shown. For example, the
stability of a line differential protection can thus be verified.

Siemens - J-F-K-Place

Project Edit View Inset Online Options Tools Window Help
5§ 3 seveproject Sk AX @4 E X HdIS

<
Devices
= Show values as:  primary > oSy
@ Measuredvalues are displayed from normal operation.
[ Device information =
45 Getall data from device
f
v1 |Logs - = -
[0 operstionaliog O—— Anelog inputs Phase Terminal Velue Quality.
[4]Feultlog ~ Meas.point -3ph 1
g} setinghistorylog +90° Current transformer (protection) 1 1A 1A1-1A2 999 A 20" good (process)
1 |userlog1 I Current trensformer (protection) 2 18 1A3IM 999A  2-120° good (process)
[Juser log 2 Current trensformer (protection) 3 1C 1AS1A6 999 A, 2120° good (process)
ﬂ‘gcms [ Current transformer (protection) 4 IN 1A71A8 0A 20° good (process)
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Figure 9-3 Example of a Check of Analog Inputs
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Test sequence:

® Feed the test quantities to the terminals (for example exchange terminals in the control cabinet) using
multiphase test equipment. Siemens recommends a test with the rated values and the infeed of current
and voltage in phase. The test functions from 10 % of the rated quantity.

®  Check the measuring result in the DIGSI 5 operating program (absolute value and phase). Make use of
the phasor diagram as well as the indicated measured values. Check phase displacement between
voltage and current as well.

® |nthe event of implausibility, first check the proper connection of the test equipment and the angle
between voltage and current set in it. Then check the wiring to the device, as well as the settings (for
example under Power-system data).

Figure 9-3 shows you the result of a successful test on a device which has 4 voltage and current inputs.

NOTE

i 0

To check the wiring between device and connected transformers, Siemens recommends that this test be
done on the plant with primary measured signals. This allows you to check the correct connection of secon-
dary circuit completely.

NOTE

i 0

The device remains in commissioning mode until you set the device in the process mode consciously or
until the internal monitoring time (statement of time) has expired. You reach the process mode by clicking
the link in the upper right of the working area. The settings sheet Device information opens. Go to Device
mode to set the device in process mode.

You can execute more tests in this mode.

9.2.3 Testing Protection Functions

The purpose of this test is to verify the correct setting of protection functions and the routing of signals. To do
this, you can feed the test signals with test equipment. Digital test equipment offers you multiple test
programs and test sequences.

NOTE

i 0

Simulation mode is indicated by flashing of the top line of the device display.

NOTE

i 0

If you only want to select a graphical representation of a protection function, all available and active
protection functions of your SIPROTEC 5 device are checked.

Simple tests can also be done via simulation mode on the device and DIGSI 5 interaction. To do this, use
DIGSI 5 to generate test sequences which are then executed in the device without the need for external test
equipment and which simulate the change in values on the inputs.

®  (lick the Test sequences folder in the project tree.
®  Open this folder by double-clicking.

Under the Create test sequence menu item create your test sequence which, for example, consists of 3 steps:
the pre-fault, the short circuit and the post-fault. You can save the created sequence and use it for other tests.
You will also find the stored sequence under the Test sequences folder. Sequences can be copied between
devices that have the same measuring points.

Figure 9-4 shows you the editor for creating test sequences. You can enter a name (for example, pre-fault,
post-fault) for every test step. You can set the duration of the current test sequence, as well as the duration of
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a ramp. You can define amount and phase angle for each phase of a measuring point. You can select the
frequency in 3 phases for each measuring point.

Additionally you can define a ramp for each phase via amplitude, phase or frequency via the ramp functions.
You can still define 3 various harmonic superimpositions per phase. This allows the setting of ramps within
one test step. If additional binary inputs are effective, you can adjust that in the section below. Using a hook
tag which binary input is active during the test step. If a voltage (corresponds logically to 1) is present, the
binary input is active.
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Figure 9-4 Creating a Test Sequence

You can a use created test sequence, for example, for a protection function test. Start a test sequence in the
protection function test editor in DIGSI 5. You can also start a test sequence through a binary input of the
device. By starting through a binary input you can play back test sequences in several devices simultaneously.
You lay down the start criterion for the device using DIGSI 5 Figure 9-5. The test quantities are fed as sampled
values directly into the functions of the device by bypassing the analog and binary inputs. Before starting a
sequence DIGSI 5 switches the device to a simulation mode that activates the internal signal generator.

To check a protection function systematically, click again in the project tree the Test button and open the
Protection function test menu item. You are offered the existing protection functions and you can select
which protection function is tested. The characteristic curve of the protection function appears in the oper-
ating range (see Figure 9-5). The measured values are displayed in color in the characteristic curve and the list
of spontaneous indications is updated simultaneously. Feeding through a test sequence is done in this simula-
tion mode where the protection functions work with the calculated sampled values of the sequence.
Switching to an internal sequence is done in DIGSI 5. The designated sequence is selected (it must first have
been configured offline), loaded into the device and its progress activated.

A SIPROTEC 5 device has numerous protection and supervision functions that work in parallel. For the tests
switch some or only the function to be tested. For this purpose, a test aid that greatly simplifies the test for
you was set up in SIPROTEC 5.

The protection functions have indirectly the same setting as when you switch the mode to Test in the func-
tion. In this state, the protection function is active. In addition, a test bit is generated and transmitted with
every indication. In the Test setting the routed relay in the device is not activated and the circuit breaker is
thereby not actuated.

Upon exiting of the test mode, the execution of an authorized test period or the conscious switching to the
normal operating state (Process mode) leads to the deactivation of the temporary settings. The original
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setting then becomes active. You can also make us of this test menu to have a quick overview of available and
enabled protection functions.

Siemens
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Figure 9-5 Testing a Protection Function (Example, Overvoltage Protection)

i 0

NOTE

The device remains in commissioning mode until you set the device in the process mode consciously or
until the internal monitoring time (statement of time) has expired. You reach the process mode by clicking
the link in the upper right of the working area. The settings sheet Device information opens. Go to Device
mode to set the device in process mode.

You can execute more tests in this mode.

9.24

9.25

Creating Signals for Communication Interfaces

The test editor serves to set signals or states in the device that are then output via the communication inter-
faces.

Testing Switching Devices

During a primary test the device in combination with DIGSI 5 offers the possibility of checking switching
devices. Click again the Test button and open the Control functions menu item. The existing switching
devices appear in the operating range. You can set the switching state and read in the status again. To do this,
activate the respective switching device and execute the desired actions. The spontaneous indications log the
behavior of the switching device (see Figure 9-6). You can verify the interlocking conditions by opening or
closing disconnectors or grounding switches. This takes place via the binary feedbacks on the device. Induce
unauthorized circuit states and check whether the interlocking logic stored in a CFC plan works correctly in the
device.
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WARNING

Warning of danger due to unauthorized switching states

Noncompliance with safety notes means that death, serious injuries, or considerable material
damage can occur.

< Primary tests may be done only by personnel who are skilled electricians and who are familiar with the

startup of protection systems, with the operation of the system and with safety regulations and provi-
sions (switching, grounding, etc.).

Apart from circuit breakers and disconnectors, you can also increment transformer tap switch higher or lower
and check arc-suppression coils.

NOTE

i @

This switching function is used exclusively for testing. Operational switching operations are performed with
the on-site device control or with a connected substation automation technology.

tions (Process’ [T
CE'V
0 To startcontrol function test, select one of the options below: Key switch of device is setto “Local”
/1 Recommended Switch application to test mode  or: Enable control function in process mode
Interlocking conditions are ignored.  Considerinterlockings
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Figure 9-6 Checking Switching Devices and Interlocking Conditions

< If special confirmation IDs are activated for this test, these must be entered prior to the test. This applies,
in particular, to non-interlocked switching. For this purpose, the switching authority must be on Remote
and DIGSI 5 must be authorized to carry out switching operations.
NOTE

i @

The device remains in commissioning mode until you set the device in the process mode consciously or
until the internal monitoring time (statement of time) has expired. You reach the process mode by clicking

the link in the upper right of the working area. The settings sheet Device information opens. Go to Device
mode to set the device in process mode.

You can execute more tests in this mode.
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9.2.6 Circuit-Breaker Test

< To test circuit breakers, go to Test suite and open the Circuit-breaker test menu item. The existing

circuit breakers then appear in the operating range (see Figure 9-7).

You can bypass the interlock of the circuit breaker. You can activate the circuit breaker 3-pole or every
circuit-breaker pole separately depending on the type of the circuit breaker. The feedbacks from the
circuit breaker are shown to you in the bottom part of the window. DIGSI 5 shows you the available test
sequences. Before execution of the test, a confirmation ID is queried.
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Figure 9-7 Circuit-Breaker Test

NOTE

i 0

The device remains in commissioning mode until you set the device in the process mode consciously or
until the internal monitoring time (statement of time) has expired. You reach the process mode by clicking
the link in the upper right of the working area. The settings sheet Device information opens. Go to Device
mode to set the device in process mode.

You can execute more tests in this mode.

9.2.7 Device Information and Diagnosis

In online operation, if you open the Device information table in the project tree, you get a lot of information
about the device. The table appearing in the operating range shows different tabs with corresponding infor-
mation about the device. Figure 9-8 gives you an overview of the numerous possibilities.
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Figure 9-8 Device-Information Worksheet

®  Device information:

General information about the device such as device name, product code and serial number is indicated
here. If the device uses Ethernet, you can select at this point the IP address of the device through which
DIGSI 5 communicates with the device (port J, this setting only available in offline mode). You can
furthermore set the device language here, as well as the operating modes (process mode, commissioning
mode).

®  Resource consumption:

The first area shows you the state of the device load offline. If it is green, the parameterization can be
loaded into the device and real-time behavior ensured. If the lamp is red, functionality must be reduced.

The number of used function points is shown to you in the second area. If the allowed number is
exceeded, replacements must be bought for device-related function points. To reorder, use the configu-
rator and follow the menu instructions there.

In the 3rd area you are shown the capacity utilization of the operational diagram (Continuous function
chart, or CFC in short).

® log

—  Device diagnosis log:
Monitoring indications are entered in this buffer. If, for example, a device fault is present, the
required information is entered in plain text. Every result is time-stamped. Plain text means that you
receive the necessary information about, say, erroneous modules and the type of error. At the same
time, an operation recommendation such as replacement of the expansion module is given.

—  Safety indications:

In this buffer logs, entries are time-stamped when access was carried out on the device using

DIGSI 5. Rejected access, for example, if you entered the password incorrectly 3 times, is registered.
You cannot delete this buffer. This buffer is organized as a ring buffer. Selected indications can be
transmitted to a systems control and can be archived there. This guarantees a long-term buffer for
accessing the device as it is required in cyber-security recommendations such as NERC-CIP (see
chapter11.1 Security Design).
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®  Time information:

In this setting sheet you can open diagnoses for the first and second clock and query their synchroniza-
tion status. In addition, it gives information about the internal device time. This can also be set via this
menu for test purposes. If a high-precision second pulse is available, its status is also shown here

8.8.3 Setting Time Keeping Parameters.

®  Diagnostic information:
Here detailed information on the individual hardware and software components are stored.

NOTE

i @

The device remains in commissioning mode until you set the device in the process mode consciously or
until the internal monitoring time (statement of time) has expired. You reach the process mode by clicking
the link in the upper right of the working area. The settings sheet Device information opens. Go to Device
mode to set the device in process mode.

You can execute more tests in this mode.
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9.3

9.3.1

Initial Startup

Establishing Readiness for Operation State

It is assumed that you have gone through steps in chapters 1 to 4. Check the connection of the auxiliary
power supply. SIPROTEC 5 devices have 2 power-supply unit designs (type 1: DC 24 V to DC 48 V and type 2:
DC 60V toDC 250V as well as AC 110 V to AC 250 V). You can also read the rated voltage range from the
name plate. After successful testing of your voltage source, switch it on. The device is now in startup mode.
The LEDs RUN (green) and ERROR (red) light up simultaneously. In addition, some LEDs on the base module
start flashing. When the RUN LED is permanently On and the ERROR LED is permanently Off the device has
started up. Figure 9-9 and Figure 9-10 show the basic status of the device display using the example of trans-
former differential protection.

SIPROTEC 5

Transformer I_’f’éétié‘gﬁ i

SIPROTEC 5 - X
iy w0 Transformer Prot&ction$
Initialize device
Initialize device Figure 9-10 Factory Setting of Small Display

Figure 9-9 Factory Setting of Large Display

Afterwards you can initialize the device by loading the parameterization. Before going to the
chapter 9.3.3 Initializing Device and Verifying Basic Status , read the information in the chapter 9.3.2 Using a
Project with DIGSI 5.

i 0

NOTE

If you find another default display after device startup, then someone before you has initialized the device.
You can now load your parameterization to the device. In the DIGSI 5 project tree, use the Load Configura-
tion in Device menu item.

9.3.2

222

Using a Project with DIGSI 5

All settings of the device are created with the DIGSI 5 operating program. The engineering department is

responsible for editing. In the respective project (see chapter 6 Using DIGSI 5) you will find the devices with

the project-specific settings. Familiarize yourself with the project and the device settings before you execute

the next steps.

Take the following procedure as your guide:

< Install the DIGSI 5 operating program on your PC/laptop. For commissioning, Siemens recommends the
DIGSI 5 variant Premium.

< Accept the project from the engineering department and save it.

<%

Open the project and the devices in it.

< Check whether inconsistencies are shown. DIGSI 5 constantly performs a consistency check. If inconsis-
tencies are detected, the corresponding position in the operating program is marked. If this is the case,
clarify the cause.

< Look into device-specific parameterization. Use the sequence described below as your guide.
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Procedure for checking device parameterization:

< Check whether the parameterized hardware coincides with the existing devices. In the project, click
Devices and networks.

< If you communicate via Ethernet, check the correct setting of the IP addresses simultaneously. You can
also do these checks under Device.

< If the projectis an IEC 61850 system, go to menu item IEC 61850 GOOSE Communication to familiarize
yourself with the respective circuitry. If you use circuiting you can view the static reports on the systems
control.

< Create an overview of the settings or the routing in the individual menu items. Siemens recommends
doing this when opening the device in DIGSI.

Initializing Device and Verifying Basic Status

SIPROTEC 5 devices are initialized via the front USB interface. Alternatively, you can initialize the devices via
port J. If you connect port J to a system, you must change the previous IP address.

< Connect the device to the corresponding USB interface of your computer.
< Inthe DIGSI 5 operating program right-click the device to be initialized.
< Click the Load Configuration in Device menu item.

DIGSI 5 then accepts the connection to the device and loads the complete parameterization into the device.
This process takes some time.

SIPROTEC 5.6
"t

Transformer P

Fi: W 06.00
CFG:

Configurationupdate

¥ Datatransferisin progress!

[scstartsc-270814-01, 1, -_--]

Figure 9-11 Display during Transfer

Once the transfer is completed, the device executes a reset and is in the startup mode. Once this status is
finished, the display image appears and the green LED (Run) lights up. The red LED (Error) must be off.

The display image contains information about the basic device type, for example, transformer protection, the
firmware version (FW), and the loaded parameterization version. In SIPROTEC 5, this is called Configuration
(CFG).

If a display image is adjusted in the parameterization, then the device switches to this display state after
several seconds. The set display image, for example, the measured-value display, should appear.

If you wish verify the loaded parameterization randomly, you can execute a check through the on-site opera-
tion panel. Log in and follow the menu. Read the user instructions in chapter 5 Using On-Site Operation Panel.
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9.34

224

Alternatively, you can also verify the parameterization with DIGSI 5. To do this, activate the online mode and
establish connection to the device. Then open the settings comparison between the online device and the
offline device in the project.

During the initialization, the serial number of the device is transferred to the offline project. Alternatively you
can also enter the serial number by hand in the offline device.

Testing Readiness for Operation

By carrying out the points in chapter 9.3.3 Initializing Device and Verifying Basic Status, the device is ready for
operation. If devices are built into cabinets, additional wiring and communication connections are necessary.
Subsequent checks can be made in preparation for the secondary test. To do this, you can make use of
numerous test aids available in the device, which are described in chapter 9.2 Test Suite Integrated in the
Device.

Siemens recommends the following procedure in this order:
< Testing binary inputs and outputs

Check that the connection from the transmission terminal to the device is correct and the binary inputs
and outputs as well.

< Testing voltage and current inputs

Using multi-phase test equipment, apply the corresponding test quantities and check the results. To do
this, make use of the testing options in the device (see chapter 9.2.2 Testing Current and Voltage Inputs.)
You can also check the measured values directly on the device by calling up the operational measured
values in the respective function group.

You can also read the operating measured values in the operating software DIGSI 5. Under Online Access
Points, open the assigned device. Under the menu item Measurement, you will find a clear presentation
of the operational measured values in the respective function group.

< Checking communication interfaces

You can also set the state of signals transferred via communication interfaces. This action allows you to
check, for example, the connection to the systems control. In the communication diagnosis, you will find
helpful information, for example, about data traffic on a communication interface.

< Checking time synchronization

The device is synchronized by a maximum of 2 independent time sources. In online mode, first click in
the project tree on Device information then on the tab Time information. The delivered specific values
(UTC) of the 1st and 2nd time source (if available) are shown. The internal time of the device which
results from the time information of the active time source is likewise shown.
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9.4

9.4.1

9.4 Secondary Tests

Secondary Tests

Scope of Inspection and Methodology

The secondary test objectives are:

®  Checking the transformer burdens, checking the transformer data of the main current and voltage trans-
former

®  Checking the routing of signals to the most varied targets (binary inputs (Bl), binary outputs (BO), LEDs,
and interfaces)

®  Checking function charts (CFC) in the device

®  Checking the interactions between devices, for example, exchange of information or measured values via
interface

®  Checking the correct setting of protection functions and the interaction of protection functions (for
example, circuit-breaker failure protection, automatic reclosing)

®  Checking communication with a systems control

You can proceed in different ways depending on problem definition and test objective. To simplify the inspec-
tion effort, the application of test programs of digital test equipment is recommended. During a secondary
test, you do not have to go through all characteristic-curve points. That is the subject matter of an acceptance
test. Focus on characteristic values. These are pickup values, operate times, and the interaction between func-
tions as well as devices.

In this test you can also make use of integrated test functions and hence reduce the expense on test tech-
nology. Pickup values and the reaction of the protection function can be checked easily with the sequencer
(see chapter 9.2.3 Testing Protection Functions).

WARNING

Warning of danger from secondary tests

Noncompliance with safety notes can result in death, serious injuries, or considerable material
damage.

<~ Secondary tests must only be carried out by personnel who are qualified electricians and are familiar
with the commissioning of protection systems, the operation of the system, and with safety regula-
tions and provisions (switching, grounding, etc.).

< Make sure that there are no connections to the primary system during the secondary test.

In the secondary test it is assumed that there are still no connections to the primary system. But if you do this
in the primary system, special safety conditions must be followed.

<~ Consider that no other measurands are locked in, unless otherwise indicated.

<~ Consider that the trip and close commands to the circuit breakers are interrupted, unless otherwise indi-
cated.

< Take note of the general instructions in chapter 9.5 Primary Tests.

9.4.2 Recommendation for Testing of Functions
Only general recommendations are given in this manual. Please refer to the respective Device manual for the
function-specific instructions to be followed. Remember also that a deviation from the expected functionality
can have its cause in an erroneous test sequence.
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Testing of Protection Functions

Before checking, familiarize yourself first with the measuring principle of the protection function in the
Device manual and consider the test recommendations given in the Device manual.

Perform the tests using multi-phase test equipment since numerous protection functions require a 3-
phase system.

You can test most protection functions using stationary signals. Some protection functions require tran-
sient signals. Typical examples are the testing of protection reaction on power swings (power-swing
blocking in distance protection and out-of-step protection) and the transient effect on transformers. They
generate transient test files with a dynamic network calculation program or these test files are provided
by special test programs.

If setting values are offered only in percent or per unit, remember that the setting values refer only to
rated quantities of the protected object. Secondary test quantities must be converted using the trans-
former ratio.

Perform the tests successively. Activate only the function that you wish to test. Make use of DIGSI 5
support (see chapter 9.2.3 Testing Protection Functions).

Since protection functions can be assigned to different protection function groups, check the interaction
between function groups as well. If you have created your own application template or modified the
delivered template, Siemens recommends that you check the interaction. The application templates
provided with the device have been tested.

Check the reaction of the protection functions via the indications in the corresponding logs. The indica-
tions in the spontaneous indication log (available in online mode), which are shown at the moment of
occurrence, are a good tool. Testing using the fault record (binary signal traces in relation to the input
variables) is also advisable for transient processes.

Check the correct routing of signals of the protection function.

Check individual protection functions in the test editor using signals from test equipment or the internal
signal generator (sequences). Examine the test sequence in the characteristic curve of the protection
function and its spontaneous indications.

Checking Function Charts (CFC)

Created logics (function charts) must be tested. A working relationship with the engineering department
is necessary for this purpose. Familiarize yourself first with the objective of the function chart. DIGSI 5
offers you a tracing function during offline operation. This allows you to verify the correct logical
sequence by loading the function chart with test sequences and following the reaction in the function
chart. Switchgear interlockings and other logic can be tested easily with it.

If the logic reacts to transient changes, you must perform dynamic tests. To do this, generate the neces-
sary test sequences and load them into the device. You can then provide inputs or outputs for tracing in
the function chart. The exact temporal sequence of signals is then logged in a fault record during the
progress of the test sequence. This can be analyzed, for example, using SIGRA and the runtimes and time
differences analyzed. This is a very good way of checking and simultaneously documenting behavior over
time (file export in PDF format).

Checking Control Functions

226

Switching of switching devices requires that the switchgear interlockings are properly executed and that
the correct signals are fed to the logic. Perform the corresponding tests. Check the switchgear inter-
locking by simulating the corresponding input variables and checking the reaction on the output.

If you perform on-site control with the device, check the on-site control diagram in devices with large
display. Select the respective switching device and check the different switching operations. Check the
reaction on the outputs.

In devices with small display, select the switching device (selection via text) and execute the switching
operation as well.
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9.4.3

9.4 Secondary Tests

®  Since measured values are also displayed apart from switching devices in the display diagram, check the
proper assignment of measured values by feeding and changing the test quantities.

®  Tap changer position commands and control commands for arc-suppression coils can be checked via
DIGSI 5. Check the corresponding relay outputs and feedbacks via binary inputs or communication inter-
faces.

Testing Interfaces in the Compound System

Besides binary inputs and outputs, communication between devices occurs via serial communication inter-
faces. Test instructions are hereinafter given for the following applications:

Protection Communication Between Devices

A typical application is communication between line differential protection devices. The main protection func-
tion is differential protection which requires a functioning data connection between devices. Please refer to
the Device manual for checking the Differential protection function.

A 2nd application is communication between devices by transferring binary signal and measured values (for
example, remotely from the opposite end). You generate test signals with the communication test by setting
signals to be transmitted systematically in the transmitter and checking their receipt. Please refer to the
chapter Protection Interface in the Device manual for the necessary test items.

GOOSE Communication Between Devices

GOOSE communication is possible only with the IEC 61850 protocol. Check whether the interfaces and
switches are parameterized properly. Familiarize yourself with the information that is to be transmitted via
GOOSE (Generic Object Oriented Substation Event). Using external test programs such as the GOOSE
Inspector, you can automatically check all GOOSE connections configured in the SCD file. In the event of
missing connections, check the GOOSE parameterization of the transmitting device.

Communication Between Device and Control Center

Various protocols are available to you for communicating with a control center (station or network control
center). Besides DNP3 and IEC 60870-5-103, the IEC 61850 protocol has emerged as the leading protocol. The
test requires the exchange of parameterizations between the protection device and the systems and control
device. Test telegrams for the communication interfaces can be created using the editor described in

9.2.4 Creating Signals for Communication Interfaces. When setting states in the device, the corresponding
telegrams are sent via all existing systems and control protocols.

The test sequencer can be another test source (see chapter 9.2.3 Testing Protection Functions). You can bring
a protection function systematically towards pickup and release using the test sequencer. A fault record is also
simultaneously created during the process. In the systems control, check, for example, that the correct indica-
tions are coming and the fault record was correctly received. In case of a longer sequence you can also verify
the measured values. In addition, check communication in the direction of the device. If switching commands
are controlled by the systems control, check proper execution.
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9.5  Primary Tests

9.5.1 Testing System Integration

A requirement for the primary test is that prior tests (chapter 9.3 Initial Startup and 9.4 Secondary Tests) have
been completed successfully. Take note of the following before starting the test:

General Notes

A DANGER

Danger due to hazardous voltages during the operation of electric devices
Noncompliance with the safety notes will result in death or severe injuries.

< Only electrically qualified personnel may work on these devices. The electrically qualified personnel
must be thoroughly familiar with pertinent safety regulations and precautionary measures as well as
the warnings in this manual.

A WARNING

Warning of hazards due to improper primary tests

Noncompliance with the safety notes can result in death, serious injuries, or considerable material
damage.

< Primary trials may be performed only by qualified electricians who are familiar with the commis-
sioning of protection systems, the operation of the system and safety regulations and provisions
(switching, grounding, etc.).

You must perform switching operations for the commissioning. The described tests require that they can be
done without danger. They have not been conceived for operational checks.

You must follow pertinent safety regulations (VDE 105-100/A1, BGV A3/VBG 4).
Before starting work you must take note of the 5 safety regulations:

® |[solate from the power supply
® Safeguard against reclosing

®  Establish zero potential

®  Ground and short-circuit

®  Cover or cordon off neighboring live parts
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A CAUTION

You must ground the device at the protective grounding terminal before making the connections. There
may be hazardous voltages in all switching components linked to the power supply and to measurand or
test quantities. There may be hazardous voltages in the device (capacitor storage of the current supply)
even after disconnecting the supply voltage.

Noncompliance with the safety notes will result in death or severe injuries.

< To reach the defined initial conditions after switching off the auxiliary voltage, wait at least 10 s
before restarting the auxiliary voltage.

< Do not exceed the limiting values indicated under Technical Data of the Device manuals, even during
testing and commissioning.

A DANGER

Hazardous voltages during breaks in secondary circuits of current transformers
Noncompliance with the safety notes will result in death or severe injuries.

< Short-circuit the secondary connections of the current transformer before the electrical lines to the
device are disconnected.

< If thereis a test switch which short-circuits the current-transformer secondary line automatically, it is
sufficient to set this switch to the Test position, provided you checked the short-circuiting device
beforehand.

NOTICE

Pay attention when wiring the safety cabinet to the system
Noncompliance with the safety notes will result in material damage.

< Before the 1st test, wire the safety cabinet to the system. You must check the wiring of the connec-
tions to the primary system.

< Test all connections, including the polarity of transformers. In voltage transformers with broken-delta
winding make sure that they are not short-circuited.

< Activate the auxiliary voltage of the device.

< Establish an online connection to the device. You can verify the signals at the binary inputs under the
Test suite — Wiring menu item.

< Compare the entries under Binary inputs, Binary outputs and LEDs with the system status.
< Check whether signaling contacts are connected to the correct binary input.

< Check the proper functioning of the voltage-transformer circuit breaker and the wiring on the corre-
sponding binary input.

< Check the correct wiring of blocking and release inputs.

< Click the Binary outputs menu item and check the status of the entries. Apart from those in closed
circuits, the contacts are open.

< To check the connection to the switching device, activate a specific binary output. Proceed very carefully
here.
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i

NOTE

Before you perform this test, make sure that the respective system part is isolated and a switching opera-
tion can be executed safely.

< Check the feedback once you have activated the switching device.

< Inthe menu, go to Test-suite — Analog inputs and check the voltage and current inputs. The relevant
measurands must have the value 0 in the de-energized switch position.

< Using test equipment parallel to the transformers, feed stationary test quantities.

< Check the measured values. Take note of the absolute value and phase as well as the correct phase
sequence.

i 0

NOTE

If additional signals such as from a substation automation technology are coupled, perform the corre-
sponding tests (see chapter 9.4 Secondary Tests).

9.5.2

230

Methodical Procedure for Primary Tests of Functions

The scope of primary tests depends on the type of system. To check proper system integration, various
primary tests are performed in power plant systems. The generator delivers the necessary test quantities
based on the operating mode. Refer to the Device manual for generator protection for details.
The scope of inspection is much smaller in power system protection applications. It boils down to a direction
check in the broadest sense. Differential protection tends towards overfunction if there is a sensitive setting
and a wiring error. Each function can be switched to a special mode to avoid unnecessary activation of the
circuit breakers. It is ready to function but the trip command is not switched further (see Function descriptions
in the Device manual). In the desired function, switch the Mode parameter to Test. The trip signal is supplied
with a test bit. The tripping contacts in the device are not activated so the circuit breaker is not actuated by the
protection.
If you enter this setting for the differential protection, make sure that at least one overcurrent protection is
active as backup protection. Once all preparatory measures are complete, you can begin with the actual
primary test.
< First check that you can produce a non-critical switch position and that you have a specific power flow.
The possible load current must be greater than 10 % of the rated load. Avoid a maximum load.

Activate the circuit breaker (for example, with a synchrocheck).
Check the measured values.

In online mode, open the Editor Test suite — Analog inputs.

YRR

Check the phasor values of the measuring points in terms of plausibility (amount, phase and phase
sequence).

&

Check the phase displacement of the current and voltage phasors with each other.

&

Check the operational measured values per function group.

< Check the direction indirectly via the measured values for active and reactive power (Operational indica-
tions tab.) If the power flow is to the protected object (for example, line) and an ohmic inductive load is
assumed, the active and reactive power must assume positive values. The size of the measured values
determines the current load. If 2 protection devices are connected, both must show the same value.

< Click the Fund. comp./sym. comp. tab.

< You can verify the direction of rotation using positive-sequence and negative-sequence system quanti-
ties. The negative-sequence system quantities must be 0.

< If deviations arise during the tests, check the selected settings (for example, current transformer neutral
point, phase sequence, etc.) and the interface in a 2nd step.
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1

NOTE

Using wiring modifications, switch the primary system to the de-energized state.

9.5.3

You can do tests specific to protection functions via the operational measured values.

< Todo this, click the Functional meas. values tab. In a differential protection function, the differential
currents must be 0 and the corresponding restraint current available.

<~ Click Test suite — Protection functions.

< Inthe function group, select the protection function and you will get a graphic display. Apart from the set
characteristics, you see the functions relevant to protection.

To be 100 % sure about the direction setting in a directional overcurrent protection, make use of the test func-
tionality integrated in the protection function.

< Activate the binary input signal >D7rection test, and the protection function switches to test mode.
< Analyze the indication behavior of the protection function according to the selected setting.
< Deactivate the test mode by terminating the binary input signal again.

With active protection you can continue the testing of the switching devices.
< Check the on and off switching of the circuit breaker.

< With the circuit breaker switched off, check the activation of disconnectors and the corresponding inter-
locking mechanisms.

Testing Measured Values During Operation

Checking the operational measured values for plausibility is a simplified test of components of the primary
system (transformer, wiring) and of secondary equipment (measured-value acquisition including measured-
value processing). You can set a default display in the device display that also contains the measured values.
Several measured-value windows are preadjustable and can be further switched if needed. Check these meas-
ured values for plausibility.

< If you wish to check measured values more precisely, follow the device menu and navigate to the corre-
sponding measured values.

< Alternatively, you can set parameters for a function key so that directly jumping to the desired menu is
possible.

Online operation with DIGSI 5 provides a good complete overview. You will find the relevant measured values
in Measurements for the respective function group. If there is a communication connection to systems
control, measured values that the operational crew can verify are also transmitted here.
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10.1 Execute Checks

10.1

10.1.1

Execute Checks

General Information

No special maintenance is required for SIPROTEC 5 devices. The only maintenance measure is to replace
batteries.

i @

NOTE

To avoid data loss, Siemens recommends replacing the device battery with the device supply voltage
switched on.

All measurement- and signal-processing circuits are designed full-static. All input modules are also static, and
the binary outputs are equipped with protective covers.
Since the device is mainly self-monitoring, hardware and software errors are automatically forwarded. This

action minimizes any downtime of the device. It also eliminates the need for frequent maintenance inspec-
tions.

Repeat Test

10.1.2

General

A routine test of characteristics or pickup values is unnecessary since this is part of the continuously monitored
firmware programs. As long as you make no changes in the pickup values or characteristics, a test is not
necessary.

Use the specified maintenance intervals to check and maintain the system and check the protection and
control equipment. The primary purpose of maintenance is to check the interfaces of the SIPROTEC 5 device,
that is, the coupling to the system.

If you discover a failure, follow the instructions in the corresponding chapters for failure search or call the
Siemens hotline.

Protection-Function Test

i

NOTE

When performing a protection-function test, make sure that it does not lead to any undesired tripping.
Likewise no information must be transmitted to a higher-level systems control where the operator may
incorrectly interpret it.

234

< Make sure that the green RUN LED on the front cover lights up and not the red ERROR LED. This is how
the device indicates that it is properly functioning and that no failures have been observed during self-
monitoring.

< Make sure that the LEDs on the front cover present a plausible image of the actual state of the device. If,
for example, the tripping of a protection function is saved as an LED display, the device has fault indica-
tions and a fault record for this purpose.

< Press the LED test key. All LEDs apart from the red ERROR LED light up. Stored LED displays are reset and
only those states currently indicated by the device are shown.

<~ Read the operational measured values and compare them to the actual measurands to control the analog
inputs. To do this, enter a reference quantity into the device using secondary test equipment. This is how
you check the proper operation of the analog section of devices.

< Read the operational indications. You can do this directly on the device or following a clearly arranged
procedure using the DIGSI 5. Make sure that they do not contain inputs about failures of the device, of
measurands or other implausible information.
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< If the protection equipment has picked up or disabled an error, you can verify this through the fault
record and the fault log. This is how the protection equipment demonstrates its correct operation in the
operating state. Additional protection-function tests can be omitted.

NOTE

i 0

The system operator is responsible for further protection-function tests within maintenance intervals.
Check protection functions using secondary test equipment or the integrated test sequencer (see chapter
9 Commissioning).

SIPROTEC 5, Operation, Manual 235
C53000-G5040-C003-C, Edition 08.2020



Maintenance, On-the-Spot Assistance and Test

10.2 Error Search and Correction

10.2 Error Search and Correction

10.2.1

Procedure

Troubleshooting

If the device indicated an error, then Siemens recommends that you proceed as follows:
If no LED on the operation panel of the device lights up, then verify as follows:

<>

<>

Check whether the auxiliary voltage on the corresponding connections has an adequate amount and
correct polarity. You will find information about this in the overview plans in the appendix of the Device
manual.

If the device shows a fault via the red ErrorLED, look for the cause of the fault in the operational log. You
can do this directly on the device or with DIGSI 5.

If the Fallback Mode display appears in the device display, then reinitialize the device through DIGSI 5.
Look for the cause in the device-diagnosis log first. If a connection to the system cannot be established,
initialization takes place via the USB interface on the device together with DIGSI 5.

If the confirmation ID is queried, enter it for the device initialization.

The display first disappears in the device display. After successful initialization, the LEDs again indicate normal
operation and the default display goes back into the display. If the device-specific setting values were saved in
the PC during commissioning, they are again loaded into the device.

The device is ready for operation.

Additional Support

If these measures do not lead to the desired result, the Support team will help you.

<&
<>
<>

Keep the device serial number to hand for the Support team.
Read out the version of the installed firmware.

Read the device-diagnosis log of your SIPROTEC 5 device with DIGSI 5 so that the Support employee has
all the necessary information.

If a Support employee is on site, he has the option of configuring the device with special software for further
analysis of an existing problem. A signed start-up file is loaded onto the device by the employee. For this, a
firmware version of the device, version VO7.50 and higher, is required. When correction of defects is
complete, the correct configuration is established and the device continues to run normally.

Read the Device Data via the Operation Panel

236

< With a device ready for operation, select Main menu — Test & Diagnosis — Device information.
Device information 1716
Device name 7_1
Serialnumher BM4712
Devicetype 7SL87
Product code#t1 DAAA
Product code#2 AAD
Product code#3 DAAAAD
Product code#4 AZ2111
Product code#s 131114
Product codeX6 DAADDD
Product code#7 000AAD
Product code#8 CH1BA1
Product code#9 CB1
Product code#10

Product code# 11

Product code##12

Product code#13

Y
s

[scdevinf-080413-01.tif, 1, en_US]
Figure 10-1 Reading Device Information

SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020



Maintenance, On-the-Spot Assistance and Test
10.2 Error Search and Correction

Reading the Device Data with DIGSI 5
< Select the device in the project tree.

< Double-click Device information in the project tree.
In the Device information tab, you can find the data on your SIPROTEC 5 device.

JUTB7_MS » 75KB85 » Device information

Devices ‘ Device information ” Resource consumption ” Logs ” Diagnostic information
"
OO
~ [ ] 7uTB7_ME
7F singledine configuration General
B Add new device
gy Devices and networks Name: |75K85
» bl 7UTE7 IEC 61850 name: |SIF3
13 757185
Edition: | IEC 51850 Edition 1
v [H 75187
v [[ 75K85 2 Type: |75KES
G Device information Serial number: ‘EM4713

[[2 Hardware and protocols Configuration version: | V0730 I Upgrade..

? Measuring-points routing
{I Function-group connections

Communication configuration version: ‘VO?.BO

# Information routing Product code: | 75KB5-DAAAAAD-DAAAAD-AX0T11-12111AAAA000-000AA0-CB1BAT
T Communication mapping short product code: [P1H12379

b @ Serings CPUtype: | CP200

» [t} Chares

[scgerdia-230816-01, 1, en_US]
Figure 10-2 Reading Device Information

< Click the Logs tab.

< Read other logs such as the Device-diagnosis log.

10.2.2 Measures for Error Correction

Limit work on the hardware to the necessary extent.

NOTE

i 0

Defective modules can be replaced only by experienced persons. Never open modules yourself.

The following software measures are possible:
® |nitializing the system

e |[f, for example, you would like to set a supervision function so that it becomes more insensitive since it is
responding sporadically in the operating state, change the parameterization.

NOTE

®
l If these measures do not lead to the desired result, avoid further measures during operation.

10.2.3 Fallback Mode

If an error is detected in the device that cannot automatically be cleared (hardware components, software or
parameters), the device switches automatically into fallback mode. This can appear in system start or during
operation of the device. The fallback mode allows you a minimum procedure with error diagnosis and error
correction.
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NOTE

°
l Ensure that the protection and control functions are deactivated in fallback mode.

Fallback mode is evident from the termination of the life contact, the Error LED, and the Fallback mode
header in the device display. In this mode the outputs of the device are brought to their initial state. Access to
the hardware is impossible. A limited operating menu is available for further actions.

Fallback Mode

You can select various information areas and have them displayed in the Fallback mode. The reason for the
fallback are shown in the lower part of the display as an indication (1 in Figure 10-3). When selecting the
softkey <More> on the right-hand side, a list of entries is displayed that was generated during the diagnosis of
the device (2 in Figure 10-3). Use the navigation keys to select the relevant entry or use the softkey <Details>
to open the currently selected entry. Precise information about the fallback will be displayed (3 in

Figure 10-3).

Fallback menu 15 Device diagnosis 16716 Diagnosis details 16716

Device information 1 fallback act. time 0 3 2

HW/SW information 2 2014-08-02 06:33:09.240 msgID: 4992

Logs 3 548:Internal firmware failure: If the failur... location: Mainhoard

Actions 4 comp. restart reaction:  fallback act.

IP-Configuration 5 2014-08-02 06:33:25.520 message:  Afailure could not be solved
548:Internal firmware failure: If the failur... automatically: 1) Check the previous entri
comp. restart es of device-diagnosis log. 2) If the failure
2014-09-02 06:33:40.520 remains, contact the repair service.

—> S548:nternal firmware failure: If the failur... —»
comp.restart
2014-08-02 06:33:55.520
548:Internal firmware failure: If the failur...

A failure could not be solved automaticall

¥:1)Check the previous entries of device-
diagnosis log. 2) If the failure remains, con
tacttherepair service.

< N 2o -

1 2 3

[scfbmenudet-030914-01, 1, en_US]

Figure 10-3 Start Menu of Fallback Mode
The menu items are summarized and briefly presented below.

Fallback Mode Submenus

You can use the navigation keys to select the individual menu entries and branch them into the submenus.
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Device information 1716
Device name JUTEY
Serial number BM47N
Devicetype FUTE?
FProduct codegt D188,
Fallback mode 175 Product codett2 A0
Device information 1
it/ S infarmation 2 —» HW/SW information 174
Logs 3 — _
Actions 4 r'-.-'1::4|r|t.u_|ar|_1 : 1
IP-Configuration 5 Communication 2
[ modules 3
Transduce.maodules 4
Logs 173
Device diagnosis
Security log 2
Communication log ]
Afailure could nat be salved automaticall :
y: 1) Check the previous entries of device- Actions 172
diagnosis log. 2] If the failure remains, con
tactthe repair service. | Initial startup o

More

IP-Configuration 173

Cnhoard ETH

Comm. port F 2

[scmbfb5ein-030914-01, 1, en_US]

Figure 10-4  Structure of the Fallback Submenu

®  Device information
The menu item Device information provides data about the SIPROTEC 5 device, for example, device
name, serial number, device type, and product key.

®  Hardware/software information

The HW/SW information menu item offers you additional information about the hardware and software
of the device (see Structure of the HW/SW Information Menu Item, Page 239).

® Log
Information about the entries in the logs is available via the Logs menu item. This entry provides you
with all the information from the diagnostics, security and system start memory and you can display the
history.

®  Actions
By selecting the menu item Actions and clicking Restart Device, you can restart the device.

® |P configuration

During operation or commissioning, the IP Configuration menu offers you system information, for
example the MAC or IP address of the device.

Structure of the HW/SW Information Menu Item

At this point, the submenu items HW/SW Informat. are explained in more detail.
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Figure 10-5 Menu Items for HW/SW Information

® Mainboard
This menu item informs you about the board type and the details concerning the version of the main-

board.

® Communication
The menu item Communication displays information about the assignment of the communication ports
and their hardware information, for example, slot, version, and board type.

® /O modules
A list of the input/output modules being used can be found under the menu item I/O Modules. You can
select each individual printed circuit board assembly and, for example, have the slot or the terminal posi-

tion displayed.
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®  Transformer modules
If using transformer modules, this menu item displays all available information about these modules (for
example, slot, board type or serial number)

Fatal Error, the Device Goes into the Fallback Mode

Certain fatal device errors lead to the device falling immediately into the fallback mode. Fatal device errors are
errors that cannot be resolved by a restart of the device. An indication displays the type of error. From this,
you can derive additional steps (for example, contacting the repair department). The device goes permanently
out of operation, a failure is avoided. In fallback mode, minimal operation of the device via the on-site opera-
tion panel and DIGSI 5 is possible. In this way you can still read information from the diagnostic log, for
example.

Life contact is terminated in fallback mode
Red error LED is activated in fallback mode

Group-Warning Indication

10.2.4

Pickup of the following supervisions with entry of the device into the fallback mode does not allow output of
normal supervision indications. The entry of the device into the fallback mode thus also does not lead to the
activation of the group warning indication.

Error Indications

If the SIPROTEC 5 device is outside a normal operating mode (for example, device is in commissioning mode or
in simulation mode), this is shown by an indication. By default this indication is prerouted to LED 16 and
makes the red LED flash.

If you have exited one of the modes incorrectly (for example, by pulling out the DIGSI 5 PC), the red LED
flashes and after 4 hours the Device Ready indication will go.

This function is realized in the SIPROTEC 5 device via a predefined CFC chart. This means that you can change
this behavior in case of doubt. To do this, change or delete the CFC chart.

Overview of Errors

For each error indication on the on-site operation panel, a specific error code is issued additionally (see
Figure 10-3 (2)). This error code is helpful for further analysis by the repair service.

Device-Diagnostic Log
Memory failure (recoverable): Reset initiated.

PCB link failure (non recoverable):
®  (Check the module configuration and interconnection.

® |f the failure remains, contact the repair service.

Binary-output failure at module 1-12:
Contact the repair service.

Hardware failure at module 1-12:

Contact the repair service.

Wrong module 1-12 detected:

Synchronize the hardware configuration of the device with DIGSI.
Wrong plug-in module detected at position E/FIM/N/P:

Synchronize the hardware configuration of the device with DIGSI.
Hardware failure at measuring-transducer module position E/F/M/N/P:

Contact the repair service.
A faulty display configuration was detected:
Synchronize the hardware configuration of the device with DIGSI.
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Device-Diagnostic Log

Offset failure at a measuring input:

®  Check for the affected module in the operational log.

® |[f the failure remains, contact the repair service.

A wrong display type was detected.
Contact the repair service.

CPU failure at base module:
Contact the repair service.

Communication-configuration failure:

®  Reload the DIGSI device configuration.

®  Update the device firmware or the DIGSI device configuration.

Port E/FIMIN/P: Communication module with incompatible firmware version detected.
Firmware update required.

Clock failure:
®  Check time setting first.
®  Change the battery if necessary.

® |f the failure remains, contact the repair service.

A current terminal is missing.
Check your hardware and the connections!

FPGA hardware failure at the base module:
Contact the repair service.

The device is low on memory. Reduce the number of allocated functions, stages, and/or setting groups in the
configuration.

Configuration error:

The version of one or more functions is incompatible to the used firmware. Load a suitable DIGSI device
configuration.

Failed reading significant feature

Unknown significant feature

Failed reading bay type

Wrong hardware configuration:
Synchronize the hardware configuration of the device with DIGSI.

Unknown bay type

Failed reading disconnector type

Unknown disconnector type

Maximum number of feeder bays exceeded

Maximum number of coupler bays exceeded

Maximum number of coupler bays with 1 CT exceeded

Maximum number of coupler bays with 2 CT exceeded

Maximum number of coupler bays without CT exceeded

Maximum number of bus section bays exceeded

Maximum number of bus zones exceeded

Maximum number of bus zones without measuring system exceeded

Maximum number of disconnectors exceeded

Maximum number of busbar disconnectors exceeded

Maximum number of line disconnectors to busbhar exceeded

Maximum number of line disconnectors exceeded

Maximum number of transfer bus disconnectors exceeded
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Maximum number of sectionalizing disconnectors exceeded

Maximum number of level 2 disconnectors exceeded

Maximum number of load breaking switches exceeded

Maximum number of bays exceeded

Auxiliary power-supply failure:
Check the external power supply.

Either 1 busbar disconnector or 1 line disconnector allowed

Maximum number of Busbar DC & Transferbus DC exceeded

Undefined bay type
Undefined disconnector type

At least one Feeder is necessary

Failure of device configuration:
Check the logs for reasons and upload valid configuration into device.

The voltage measured values indicate a failure.

There is no CFC logic available or a negative ID of measuring point is selected for Function block Voltage
measuring-point selection (1ph).

The voltage measured values indicate a failure.

There is no CFC logic available or a negative ID of measuring point is selected for Function block Voltage
measuring-point selection (3ph).

A non-existing voltage measuring point ID is selected for Function block Voltage measuring-point selection
(1ph). Please check your CFC logic.

A non-existing voltage measuring point ID is selected for Function block Voltage measuring-point selection
(3ph). Please check your CFC logic.

Failure in data structure:
Contact the repair service.

Firmware-version failure:

®  Update the device firmware.

® |f the failure remains, contact the repair service.

Bus link failure:
®  Check the connection of the modules.
®  Update the device firmware.

® |[f the failure remains, contact the repair service.

The IEC 61850 protocol could not be started up successfully. Too many protection functions might be config-
ured leading to a memory leakage problem for protocol data. Protocol health set to alarm. Reduce the
amount of configured protection functions.

Error instantiating a GOOSE control block for subscription. Too many protection functions might be config-
ured leading to a memory leakage problem for protocol data. Protocol health set to alarm. Reduce the
amount of configured protection functions.

Internal power supply failure:
Contact the repair service.

Module update failure:

® Check the module interconnection and carry out the update again.

® |[f the failure remains, contact the repair service.

Hardware failure:
Contact the repair service.
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Device-Diagnostic Log

A failure could not be solved automatically:

®  Check the previous entries of device-diagnosis log.

® |[f the failure remains, contact the repair service.

Signature failure:
Contact the repair service.

A failure occurred during the device startup:

®  Check the previous entries of device-diagnosis log.

® |f the failure remains, contact the repair service.

The device firmware could not be started:

®  (Carry out the update again.

® |[f the failure remains, contact the repair service.

Internal memory failure: .
® Stored data may be lost.
® Upload the firmware and the configuration again.

® |[f the failure remains, contact the repair service.
Data transfer time-out:

®  Check the connections and repeat the upload.

® |[f the failure remains, contact the repair service.

Forced Fallback mode by local user.

Arc protection:

®  The device hardware does not fit to the DIGSI configuration.

®  Correct the configuration in DIGSI 5 and transfer a valid configuration to the device.

The maximum number of sampled measured value channels (SAV) is exceeded.

PQ Flicker does not support more than one Meas. point V-3ph. Route only one Meas. point V-3ph to function
group or remove PQ Flicker

PQ Flicker does not support the selected rated frequency. Use 50 Hz or 60 Hz.

PQ Flicker does not support selected connection type. Change the connection type of the voltage trans-
former.

Device-configuration failure:

The number of signals in a GOOSE dataset/application is too big. Reduce the number of signals in the related
dataset and upload a valid configuration.

Battery failure:

Change the device battery. To avoid data loss, Siemens recommends replacing the device battery with the
device supply voltage switched on.

Function-point violation:
No adequate number of function points. Upload a valid configuration or contact your local sales organization.

Measurement calibration failure:

®  Check the affected module in the operational log.

® |[f the failure remains, contact the repair service.

CPU program-sequence failure:
If the failure remains, contact the repair service.

Time-synchronization masters failed:
®  Check the external master clocks first.
®  Check the external wiring.

® |f the failure remains, contact the repair service.
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Device-Diagnostic Log

CPU overload failure:

If the failure remains, contact the repair service.

CFC failure:

Check your CFC chart in DIGSI for reasons and reload the configuration.
PCB link failure (sporadic):

®  Check the module configuration and interconnection.

® |[f the failure remains, contact the repair service.
The connection to the detached operation panel is disturbed. Check the connection.
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10.3 Replace and Return Defective Device

10.3.1 Backup Module

If you cannot correct a defect reported by the device, you can replace this device with a backup device. If the
error is on the base module, only the base module is replaced. Expansion modules belonging to the device
remain at the installation location and are connected to the backup base module. If the error is on an expan-
sion module, only this expansion module is exchanged.

The backup module must be of the same type as the defective module to be replaced. If you replace the defec-
tive base module, the backup base module is configured with available project data from DIGSI.

10.3.2 Replacing a Device

NOTE

°®
l If the device comprises a base module and expansion modules, you can exchange the base module as well
as the expansion modules individually for the respective replacement modules.

®  Take the device out of operation.

®  Remove the wired terminal blocks from the module to be exchanged or alternatively all lines from the
device.

® Remove the device (see chapter 3.1.17 Fitting the Devices).

® |f needed, remove the defective base module from the expansion modules.

Installing a Replacement Module
® [f needed, assemble the replacement base module with the expansion modules.
® Assemble the device (see chapter 3.7.1 Fitting the Devices.)

®  Putthe device back into operation (see chapter 9.3.1 Establishing Readiness for Operation State.)

10.3.3 Returning a Device

NOTE

®
l If the wired terminals of the defective base module are to remain in the system, fit the defective base
module with the terminals of the replacement module or order replacement terminals.

®  Ensure that the devices are either shipped with the original current and voltage terminals or, alternatively
— if the wired terminals are to remain in the system — with the designated transport safety devices.

If there are green single-row voltage terminals, it is irrelevant in terms of transport whether or not they
are plugged in. They do not require any alternative transport safety device.

®  Protect the optical interfaces on the communication or arc-protection modules against the ingress of
dust. Use, for example, the protective caps provided in the delivery condition.

®  Pack the defective module (base module and expansion module) or the complete device (see chapter
1.1 Unpacking, Repacking, Returning, and Storing).

®  Return all of the defective module to your Siemens sales partner.

° NOTE

l If the base module is incomplete, for example if terminals are missing, it cannot be taken back.
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10.4 Update Firmware and Configuration
10.4.1 General
You can use DIGSI 5 for updating both the configuration and the firmware. No additional tool is necessary for
updating the firmware of the device or the firmware of the communication module. In order to carry out an
update, you must first import the new DIGSI device driver (DDD) into DIGSI 5. You can then update the device
firmware and the configuration. When updating the firmware, use a connection with at least 1 Mbit/s.
10.4.2 Importing and Managing Device Drivers
If you wish to use new functions or if the manufacturer provides an improved version of the firmware, a firm-
ware update is necessary. The files for the firmware update are digitally signed. This prevents you from
loading the device with any faulty files or firmware that is not suitable for the device.
If you have installed new communication modules in the SIPROTEC 5 device, check the firmware version of the
individual components. You can find up-to-date device drivers and communication protocols (*.DDD, DIGSI
Device Driver) in the Siemens download area.
DIGSI 5 device drivers contain both the firmware and the configuration data.
Siemens recommends performing the firmware update on the device locally. If you wish to start the firmware
update remotely, use a data circuit with a transmission rate of at least 1 Mbit/s.
Step 1
®  Download the device drivers or protocol drivers necessary for updating your SIPROTEC 5 device from the
Siemens download area.
http://lwww.siemens.com/siprotec
®  (lick the Downloads link on the menu bar.
®  Open the overview of download products with the > Enter link.
®  (lick the link for SIPROTEC 5 and DIGSI 5.
Step 2
® |nthe SIPROTEC 5 and DIGSI 5 Downloads download area, select the device (for example: 7SL87).
®  Select the item Firmware and Device Drivers.
®  Select the desired Version (for example: V7.3x).
®  (lick the device driver link.
®  Save the file to any location on your DIGSI 5 PC, for example, C:\temp.
®  Select the appropriate protocol driver.
®  Save the file to any location on your DIGSI 5 PC, for example, C:\temp.
Step 3
®  Start DIGSI 5 on your PC.
®  Select the previously saved device driver file (DDD for device and protocol) in DIGSI 5 via the menu item
Tools — Import device drivers.
® Inthe open window, highlight the devices and/or protocols to be updated.
®  (lick the Import button.
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[scdddcom-260716-01, 1, en_US]
Figure 10-6  Selecting the Device Drivers

If the process has been completed without errors, the following dialog will appear:

Devices_LineProt_FWA/07.30_CFG-V07.30_DDD-V07.30.ddd
@  Frotocols_FWA07.30_CFGA/07.30_DDD/07.30.ddd

[scsucddd-260716-01, 1, en_US]

Figure 10-7 Import Status

®  (lick the OK button.

DIGSI 5 will be restarted. You can open an overview of the installed device drivers by using the DIGSI 5
Tools menu with Manage device drivers.
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Figure 10-8 Manage Device Drivers

Concluding Firmware Update

i

NOTE

Before doing a firmware update of your SIPROTEC 5 device or the communication modules, back up the
data and the configuration of the device using DIGSI 5 via Connect device and retrieve data!

i 0

NOTE

The device will not carry out any functions during the update.

The update can take several minutes and the device can reboot several times. Do not shut off the device
under any conditions during the update.

Proceed as follows to complete the firmware update:
®  (lick the device in the project tree.
®  Open the context menu.

®  Select the menu item Load firmware to device.
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Figure 10-9 Context Menu for Firmware Update

As an alternative, you can update the firmware for all the devices on the network at the same time.

®  To do this, double-click in the project tree the menu item Load firmware to devices.

Project tree o 4
Devices

P

]

~ | 7 Proj_v800_712
? Singledine configuration
E Add new device
gy Devices and networks
» 7UTB5 E_F
v [B 7kess
v [ 7umss
» | IEC 61850 stations
4 Load configuration to devices

JIS

'.&‘# Load firmware to devices
E‘{’.‘ Upgrade project devices k
v 5[] Documentation settings
[ % Languages & resources
» [ Online access

[scmulaus-260716-01, 2, en_US]

Figure 10-10  Menu Item in the Project Tree

The following dialog allows you to select the devices to be updated and their firmware components.

SIPROTEC 5, Operation, Manual

C53000-G5040-C003-C, Edition 08.2020



Maintenance, On-the-Spot Assistance and Test

10.4 Update Firmware and Configuration
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Figure 10-11  Selecting Firmware Update

®  (lick the Update button to see the version differences.

®  Enter the passwords based on the access protection in use.

®  Select the device or the communication module that must be updated.

®  Select the desired version in the Scheduled version column.

®  (lick the Update device(s) button.

®  Confirm the subsequent dialog with Yes if you would like to continue with the firmware update.

Update device(s) (0001:000042) X

I Risk to lose unsaved data

Firmware update may delete device data.
Therefore, it is recommended to save all device data before continuing with
update.

Do you want to continue with firmware update of device?

[sc_fw_req, 1, en_US]

Figure 10-12  Firmware-Update Prompt

The firmware update is performed.

Load firmware to devices

% Transferring firmware to device
7UT85.

Transferring firmware components. Do not restart or turn off the device
while the irmware update is in process.

[sc_transferfw, 1, en_US]

Figure 10-13  Firmware Transmissions

After the successful transmission of data to the device, the firmware update starts automatically on the

SIPROTEC 5 device.
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1. R
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Result
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[scfwdvlo-280716-01, 1, en_US]

Figure 10-14  Status of Firmware Update

After the firmware update of the device and the communication modules, all firmware components of the
device have been updated.

You can find more information on this in Structure of the HW/SW Information Menu Item, Page 239.

10.4.3 Special Features when Handling Protocols

The firmware for the communication modules consists of the basic firmware and all available protocols. The
communication drivers depend on the device firmware and must be updated together with this firmware.

When you set parameters for a protocol in DIGSI 5 and when you load the configuration into the device, the
protocol firmware is loaded automatically in the device if necessary.

10.4.4 Upgrading Project Devices

To be able to use the extended functionality after a firmware update, you must perform an upgrade of the
project devices. Proceed as follows:

NOTE

°®
l Before doing an update, back up the configuration of your SIPROTEC 5 device using DIGSI 5 via Connect
device and retrieve data!

®  Start DIGSI 5 on your PC.

® Inthe project tree, select Upgrade project devices.

v [B 7utes_E_F %
v [ 7kess %
¢ B 7unmss %
» | IEC 61850 stations

4 Load configuration to devices
'&‘* Load firmware to devices

E‘: Upgrade project devices ;

» [5]) Documentation settings A
¥ r:@ Languages & resources
» iz Online access

[scupgpar-041016-01, 3, en_US]
Figure 10-15  Menu Item in the Project Tree
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®  Select one or more devices.
®  Mark the configuration or communication version that you wish to update.

®  Select the desired version in the Scheduled version column.

Proj_V800_719 » Upgrade project devices

EE Z Eé Upgrade device(s)
Selection MNarme Current version Scheduled version Upgrade status Log file
» 7UTE5_E_F
¢ [E 7kEss
v [ 7umss
« [g 7utes_wv1
=] Configuration version V07.90 v08.00 -
] Communication version V07.90 W08.00 -

000

[scupgenf-290716-01, 2, en_US]
Figure 10-16  Version Selection

®  To start the update, click the Update device(s) button.
DIGSI 5 starts updating.

Upgrading offline configuration.

10% Upgrading information routing of offline configuration
JUT85_V1.

Remaining time in minutes: 1

Cancel

[scaktolf-290716-01, 2, en_US]

Figure 10-17  Upgrade Progress

Once the procedure has completed, the following dialog appears:

Upgrade project devices (41102:000004)

o Upgrade finished

[sc_aktfin-081019, 1, en_US]

Figure 10-18  Upgrade Finished

The Upgrade status column shows the history of the upgrade.

Proj_V800_719 » Upgrade project devices

£EE 7 [E~ Upgrade device(s)
Selection Mame Current version Scheduled version Upgrade status.
(] » FUTB5_E_F
[l » [ 7xEss
UMBS

0
E - 7UTE5_WV1 o Successfully upgraded device 7UT85_V1 from version W07.90//7.90 to version V08.00/V08.00. D:\WserDatal
=] Configuration version V08.00 Select

Log file

] Communication version V08.00 Select [=]

[sc_aktstatus-081019, 1, en_US]

Figure 10-19  Versions and Update Status
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Loading the Updated Configuration

254

Finally, you must load the updated configuration in the devices. There are 2 possibilities to do this.

To update multiple devices, proceed as follows:

® |nthe project tree, select the Load configuration in devices menu item.

®  Select the devices that are to be updated.

Devices

V801_11 » Load configuration to devices

|E- Upgrade project devices

[sc_upgpa3-041119, 1, en_US]

Figure 10-20  Loading Configuration

[ E £ 2 5 4 updatedevice(s) £y
Selection  Device I address Confirmation ID Connection password REAC user name

gy Devices and networks B B B B B B
3 7UTBS_A % [+ 7UTB5_A 172.16.60.205 (Portl)  ******
» 7UTS5_B % =l 7UT85_B 172166062 (Port))  *reeew
3 7UTB5_C “% A 7UT85_C 172.16.60.60 (PortJ)
3 7KEBS % A 7KEBS 192.168.100.101 (PortJ)
» _ | IEC 61850 stations

.@ Load configuration to devices

'::F* Load firmware to devices k =

® Asneeded, enter a confirmation ID or additional passwords in the columns provided.

®  (lick Update device(s).

If the data has been successfully transferred, the devices restart.

- or -
To update a device, proceed as follows:

®  Select the device in the project tree.

®  Open the context menu.

®  Select the Load configuration to device menu item.
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Figure 10-21

Subsequently the dialog for the confirmation query appears.

= Print... Cerl+P

é\ Print preview...

[ Properties... Alt+Enter
]

en_US]

Transmitting Configuration

®  Enter the confirmation ID.

®  (Click Ok to confirm.

If the data was successfully transmitted, the device is restarted.
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10.5 Test and Diagnostics

10.5

10.5.1

Test and Diagnostics

Establishing Test Mode

Safety Instructions

DANGER

Danger due to the execution of test functions

Noncompliance with safety instructions will result in death, serious injury, or significant material
damage.

< The execution of test functions requires a high degree of qualification and precise know-how of
system conditions.

Procedure

256

DIGSI 5 offers the possibility to start different test and diagnostic functions for a SIPROTEC 5 device in the
Online operating mode. Chapter 9.2.7 Test Functions contains a description of the test functions offered by
the device together with DIGSI 5.

Activate the test functions using the menu bar and the different functions that you can reach via the list view
of the device.

< Open the device in Online operating mode.

< Open Test suite in the project tree.

Devices

L=

& Wiring test can bs performed

D e i 2 Activating process mode will restart the device. This may take up to 80 seconds. | Activate process mode
~ [B 7UT85_A (Assigned) r-
[ pevice information €) Binary output cannot be tested. To test binary output st “Oper. bin.outp.under test” under “Devics settings” as checked
< Refresh device dats
» ‘J Logs Change the state of binary inputs, outputs, and LEDs
b _ | Records Binary inputsioutputs and LEMapped te signal(s) Terminal Current value New value
» [ Measurements Binaryinput 1.1  Circuit breaker 1:Circuit break -Position 1D11-1D9 off on
¥ G Test suite Binaryinput 1.2 Circuit breaker 1:Circuit break.:Position 1D12-1D10 off on
H Wiring Binaryinput 13 Circuit breaker 1:Circuit break =Ready 1D11-1D13 on oft
‘2 Communication m. Binaryinput 1.4 1D12-1D14 off en
i Analog inputs Binaryinput 2.1  Circuit breaker 2:Circuit break -Position 28112812 off on
13. Control functions Binaryinput 2.2 Circuit breaker 2:Circuit break.:Position 2B11-2B14 off on
[ circuitbreaker test Binaryinput 23 Circuit breaker 2:Circuit break =Ready 2B11-2813 on off
» 4, Protection functions Binaryinput 3.1 3013301 off on
T, Communication pr.. Binaryinput 3.2 3C14-3D2 off on
» [ PC internal [Local] .. Binaryinput 3.3 303305 off on
» [ use [s7UsB] ..} Binaryinput 3.4 3D4-306 off on
Binaryinput 3.5 3D7-309 off on
Binaryinput 3.6 3D8-3D10 off on
Binaryinput 3.7 3D113D13 off on
Binaryinput 3.8 3D123D14 off on
» Binaryoutputs
» LEDs

[sc_tstsut-040718, 1, en_US]

Figure 10-22  Test Suite

All subordinate test options appear in the data window. Select the desired test editor and start the test. If
configured, enter the confirmation ID. In some test functions the device switches to an operating mode that
first requires a system start of the device. Confirm this with DIGSI 5. The selected test function is then avail-
able.
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10.5 Test and Diagnostics

° NOTE

l Depending on the device layout, not all test functions are always available. The execution of test functions
is protected by a confirmation ID.

10.5.2 Switching the Simulation Mode On and Off

Procedure

If the simulation mode is switched on, indications transmitted via communication interfaces are labeled with
an additional test bit, provided this is supported by the protocol. With this test bit, you can determine whether
an indication is generated in a test, and all or individual functions of the device are in simulation mode. In this
way, the reactions necessary in process mode due to an indication can be suppressed in other devices that
receive these indications.

® [f you have activated a confirmation ID or access control, these are requested by DIGSI 5 before the start
of simulation mode.

®  You can activate the simulation mode via DIGSI 5. All functions go into the test mode.

®  You can bring selected functions into the test state. DIGSI 5 offers test sequences for this purpose.

The test suite shows you all the protection functions in the device with the current states. The state of a
function is tested systematically there, using a test sequence. An activated simulation mode is marked
with a check mark in the menu item.

Options

Devices

"]

= & 7uTs5_A (Assigned)
[ Device information
e Refresh device data
»§ |Logs
» | Records
1] Indications

» [ Measurements

4# Communication m...

ilo Analog inputs

L, control functions

[§4! circuitbreaker test
~ 4, Protection functions

+ G Transformer sid..

) B pctivete prosess mode in orderto perfor the protectan-function testwit proce

b 49 Thoverl-

» &3 Transformer sid...
» §3 Transformer diff. .
T, Communication pr...
» [f PCinternal [Local]
» [ use [57usB]

[sc_setsfk-040718, 1, en_US]

b Ee | i1 Create snapshot 9 Clearlist 3

4 Protection-function test can be performed (Simulated measured values are displayed).

necessary). This may take up to 90 seconds.
Diagram shows always secondary values

Trip time [min]

a0 K /43 Thover 1
0

N

N

L]
L]

S ITRMSA
/@ 1TRMSB
JE 1TRMSC

Show device mede

+ | Test environment

ice in simulation

Testsequence execution status:

9 Enabled

Selectsequence:
Sequenz_l [+

Execute test sequence:

() Vihen the binaryinputis set to hi

() Starttest sequence immediately

Start Stop

<

Figure 10-23  Simulation Mode

10.5.3 Switching Block Monitoring Direction On and Off

Procedure

If block monitoring direction is switched on, no indications are output via the system interface(s) of a
SIPROTEC 5 device. Block monitoring direction can be switched on or off depending on the current state.

®  Select block monitoring direction via the on-site operation panel.

®  Enter the confirmation ID so that block monitoring direction can be activated.
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Figure 10-24

Block Monitoring Direction at the Device

®  Activate block monitoring direction via a binary input.

®  Activate block monitoring direction via DIGSI 5.

i Singledine configuration
B Add new device
ﬁﬂ-h Devices and networks
r [0 7umes_A
|__F‘o Device information
|? Hardware and protocols
W Measuring-points routing

-(I Function-group connectio...

2= Information routing

% Communication mapping
i settings

!}E} Charts

—]‘_‘| Displaypages

i Safetyand security

= IEC 61850 structure

v v v ow

[scmemspr-081015, 2, en_US]

Figure 10-25

» Basismodul

Signals Number Type (11 12 13
i e [-F-F-F-
%\ Protection on 91.321 SPC
‘ Protection inactive 91.54 SPS
%\ Device logoff 91.319 SPC
& Logoed offuia BI 91313 5PS
‘ Logged off via control 91314 SPS
# Device logged off 91315 SPS
%\ LED reset 91.323 SPC
& LED have been reset 91.320 SPS
& =Block menitering dir. 91.509 SPS H
# EBlock monitoring dir. 91.317 SPS
b & Device 4171
» & Alarm handling 5971

Block Monitoring Direction via DIGSI 5

When switching block monitoring direction on or off, an indication is output in the left area of the status bar.
Bar segments inform you as well about progress of the procedure.

1

NOTE

The settings via the on-site operation, like the binary inputs, have no effect for the DNP3 protocol.
The >Block monitoring dir. signalis supported by the IEC 60870-5-103 protocol only.
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11.1 Security Design

11.1

260

Security Design

Due to the increasing integration of bay units in Ethernet-based communication network, you must secure the
communication against internal failures and attacks from outside. The specifications published by the North
American Electric Reliability Council for critical infrastructure protection - NERC-CIP, for short - and the white
paper published by the German Association of Energy and Water Management (BDEW) contain requirements
for the safe operation of devices in critical communications infrastructure. These requirements are addressed
to manufacturers and operators.

Security must be incorporated into the design of devices right from the start. This is implemented consistently
in SIPROTEC 5. Measures in the hardware ensure the secure use of signed files. These are provided to protect
the firmware files and data records of the device. Secure storage of key material on the device makes secure
communication between DIGSI 5 and the device possible. The following items give you a high level of security
when integrating the SIPROTEC 5 device in the network:

®  Protection against attacks from the network

®  Multi-stage safety concept in the operating state
®  |ogging of authorized and unauthorized access
®  |ogging of safety-critical actions

You can switch off unused Ethernet services. If, for example, the RSTP redundancy log is not being used, you
can switch it off using DIGSI 5. This gives a potential attacker no open interfaces and only utilized services are
activated in a network.

|§ Propetrties %4 Info
General
Ethermet addresses M .
= Kanal 1 protocol settings
Details
- Network protocols
Line Mode settings
[v pep
[ smmp
[ sutP
["] SUP Ethernet
[ Homepage
dundancy p
Selected protoco
q
[ Communication protocols
d
i Selected protoco
Default communication mapping: \
Line Mode
No additional settings needed for this protocol.

[sc_protocol settings, 2, en_US]

Figure 11-1 Switching off Unused Ethernet Protocols Using DIGSI 5
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11.2

11.2 Multi-Level Security Concept

Multi-Level Security Concept

DIGSI 5 offers many useful functions for the configuration and testing of your SIPROTEC 5 devices. Constant
password prompts are not sensible during this phase. During operation, however, the focus is on the reading
of data. Reconfiguration and switching are safety-critical operations. These operations lead to failures in oper-
ation if they are carried out inadvertently or without authorization. After completion of commissioning, you
can activate a multi-level security concept in the device.

Before DIGSI 5 can communicate with the SIPROTEC 5 device via its Ethernet services, the device carries out
secure authentication. Only DIGSI 5 has the authorization for communication with the device. In addition, a
connection password that meets the strict rules of NERC-CIP can be configured. The password is securely
stored in the device. The password must contain upper-case and lower-case letters, digits, and special charac-
ters and must be at least 8 to 24 characters long. It is queried before connection is established. A connection
to the SIPROTEC 5 device cannot be established until the correct password has been entered. You now have
read access.

All write-access rights to the SIPROTEC 5 device such as, for example, changing setting values or switching are
protected by other security prompts, the confirmation IDs. If changes are done via the integrated operation,
these confirmation IDs are queried on the on-site operation panel. The confirmation ID contains only numbers
that you must enter at the on-site operation panel or in DIGSI 5.

i 0

NOTE

The confirmation IDs are only needed if the role-based access control (RBAC) is not activated in the
SIPROTEC 5 device.

The 3-level security concept consists of secure authentication, the connection password, and other confirma-
tion IDs. This concept provides the highest possible degree of access protection during operation. Even remote
access to devices is protected. You can also use an Ethernet module exclusively for the communication with
DIGSI 5. Access by a substation control network with the unsecured IEC 61850 protocol and remote access
with DIGSI 5 are then carried out via completely separate networks. Even though the SIPROTEC 5 device
communicates with DIGSI 5 via an Ethernet module, communication between DIGSI 5 and the device is
encrypted using tap-proof technology.

Wrong password entries are identified and logged. An alarm can be triggered via a telecontrol connection.
Safety-critical operations are also logged and cannot be deleted in the device. If files on the PC were manipu-
lated by malware (for example, viruses), they cannot be loaded into the device.

NOTE

You can find more information about the security settings of the device in the Security Manual (C53000-
H5000-C081).
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Chatter blocking

A rapidly intermittent input (for example, owing to a relay contact fault) is disconnected after a parameteriz-
able monitoring time and therefore cannot generate any more signal changes. The function prevents the
system from overloading in the event of an error.

Continuous Function Chart

The Continuous Function Chart (CFC) is a programming language. It is used for programmable logic control-
lers. The programming language Continuous Function Chart is not defined in the standard IEC 61131-3, but
represents a current extension of IEC programming environments. CFC is a graphic programming language.
Function blocks are linked to one another. This represents an essential difference from conventional program-
ming languages, where sequences of commands are entered.

Control display

The control display becomes visible for devices with a large display after pressing the Control key. The diagram
contains the switching devices to be controlled in the feeder. The control display serves for implementing
switching operations. Specification of this diagram forms part of configuring.

Data window

The right area of the project window visualizes the content of the area selected in the navigation window. The
data window contains for example, indications or measured values of the information lists or the function
selection for parameterization of the device.

DIGSI

Configuration software for SIPROTEC

Double command
Double commands (DPC — Double Point Control) are process outputs which visualize 4 process states at 2
outputs: 2 defined states (for example, On/Off) and 2 undefined states (for example, disturbed positions).
DPC
IEC 61850 data type: Double Point Control

Drag and drop
Copying, moving, and linking function, used in graphic user interfaces. The mouse is used to highlight and
hold objects and then move them from one data area to another.

Folder

This object type helps when structuring a project hierarchically.

Function group

Functions are brought together into function groups (FG). The assignment of functions to current and/or
voltage transformers (assignment of functions to measuring points), the information exchange between the
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function groups via interfaces as well as the generation of group indications are important for this bringing
together.
General Interrogation

The state of all process inputs, of the status, and of the error image are scanned on system startup. This infor-
mation is used to update the system-side process image. Likewise, the current process state can be interro-
gated after data loss with a general interrogation (GI).

Generic Object-Oriented Substation Event

GOOSE. Protocol of IEC 61850 for communication between bay units.

GOOSE
Generic Object-Oriented Substation Event
Ground
The conductive ground whose electric potential can be set equal to 0 at every point. In the area of grounding
conductors, the ground can have a potential diverging from 0. The term reference ground is also used for
this situation.
Grounding
The grounding is the entirety of all means and measuring for grounding.
IEC
International Electrotechnical Commission - International electrotechnical standardization body
IP
Internet Protocol
List view

The right area of the project window displays the names and symbols of the objects which are within a
container selected in the tree view. As the visualization is in the form of a list, this area is also referred to as list
view.

Metered value

Metered values are a processing function, used to determine the total number of discrete similar events
(counting pulses), for example, as integral over a time span. In the power supply utility field, electrical energy
is often recorded as a metered value (energy import/delivery, energy transport).

Navigation window

Left area of the project window, which visualizes the names and symbols of all containers of a project in the
form of a hierarchical tree structure.

Offline
If there is no communication connection between a PC program (for example, configuration program) and a
runtime application (for example, a PC application), the PC program is offline. The PC program executes in
Offline mode.

Online
If there is a communication connection between a PC program (for example, configuration program) and a
runtime application (for example, a PC application), the PC program is online. The PC program executes in
Online mode.
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Parameterization
Comprehensive term for all setting work on the device. You can set parameters for the protection functions
with DIGSI 5 or sometimes also directly on the device.

Parameter set

The parameter set is the entirety of all parameters that can be set for a SIPROTEC device.

PB Client
Process-bus Client. The subscriber of Sampled Measured Values can also be called process-bus client.

PLC
Programmable Logic Controller

Project
In terms of content, a project is the replication of a real energy supply system. In graphic terms, a project is
represented as a number of objects which are incorporated in a hierarchical structure. Physically, a project
consists of a series of directories and files containing project data.

RSTP
Rapid Spanning Tree Protocol

SCD

Substation Configuration Description

Single command

Single commands (SPC — Single Point Control) are process outputs which visualize 2 process states (for
example, On/Off) at an output.

SIPROTEC

The registered trademark SIPROTEC designates the product family of protection devices and fault recorders.

SIPROTEC 5 device

This object type represents a real SIPROTEC device with all the contained setting values and process data.

SPC
IEC 61850 data type: Single Point Control
SPS
IEC 61850 data type: Single Point Status
TCP
Transmission Control Protocol
Time stamp
A time stamp is a value in a defined format. The time stamp assigns a time point to an event, for example, in a
log file. Time stamps ensure that events can be found again.
uTC
Universal Time Coordinated
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Acknowledgment
Spontaneous fault display 153
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Acquisition blocking 206
Activating the battery 22
Adding a device to a project 142
As-delivered condition 90
Assembly dimensions
Flush-mounting device 38

Surface-mounted devices variant of non-modular

devices 57

Surface-mounted devices with detached on-site

operation panel 61

Surface-mounted devices with integrated on-site
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Backup module 246
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Inactive functions 127
Indications 118
LEDs 125
Operational measured values 121
Runtime data 119
Settings 116
Statistics 123
Support 131

SIPROTEC 5, Operation, Manual
C53000-G5040-C003-C, Edition 08.2020

C

Change Units System 193
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Surface-mounted devices with integrated on-site
operation panel 50

E

Electrical inspection 22
Energy Values
setting 179
Energy vlues
resetting 179
Error indications 241
Establishing a connection to devices 141
Establishing a connection via
Ethernet 103
USB 103

F

Fallback Mode 237
Fault definition 183
Fault display
Configuration 152
Spontaneous 152
Faultlog 161
Fault recording 183
Fault records
Displaying 184
recording 186
retrieving 106
Fault Records
deleting 186
reading 183
saving and exporting 185
Fault-record channels
Configuration 186
Start criterion 187
Firmware update 247
Flush-mounting device
Expanding 26
Fitting 46
Function settings 196

G

GOOSE communication 227
Ground-fault log 162
Grounding a Device 48

H

Hardware/software information 239

270

Importing, managing device drivers 247
Incoming inspection 21
Indication display

Spontaneous 152
Indications 146

Displays 149

Read out 146

Reading 146

Reading with DIGSI 148
Initial Startup 212
Initializing a device 102
IP configuration 239

L

Language Selection 193
Lockout 155
Log 158
Configuring 158
Deleting 174
Logs 174
Management 158

M

Maintenance 234

Manual updating 206

Measured values 176

Menu dialogs 88

Menu structure 85

Menu Tree 86

Metered Values 176

Min./Max./Mean Average
resetting 181

Motor-starting log 172

N

Notification windows 88
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Offline area 100, 100

Offline operation 143

On-site operation panel 74
Installing 65

Online area 100

Online mode 100

Online operation 140
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Packing 18
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Fasteners 68
Install 68
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Project navigation 98
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Protection-function test 234
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Quality attributes 150
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Readiness for operation state
establishing 222

Repeat test 234

Returning 18

Returning a device 246

Routing 92

S

Secondary Tests 225
Security 109
Security concept 261
Security design 260
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Setting a Marker 209
Setting the Contrast 193
Setting-history log 164
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tightenig torque 48, 60, 66
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Troubleshooting 236
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